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Abstract

Oneof theprimarybarriersto deploying securesystemsis key management—theproblem
of mappingreal-world notionsof identityontocryptographickeys. Systemstypically man-
dateaparticularwayof performingkey management,which is generallyill-suited to many
situations.The wrongkey managementpolicy canreducesecurityandseverely inconve-
niencepeople.Thus,to avoid unnecessarilyburdeningusers,a systemmustallow people
constructnew key managementschemesto meetunanticipatedneeds.

This thesisdescribesa toolkit approachto key management:implementingkey man-
agementby plugging togethersmall componentutilities in the spirit of Unix command
pipelines. We presenta key managementframework that facilitatesthis approachbased
on agents.Agentsareseparateprocessesthatrunson aclient,answeringkey management
queriesonbehalfof theuser. This framework letsusersinvokesimple,one-linecommands
to chooseamongkey managementtechniquesasvariedascertificationauthorities,secure
passwordprotocols,Kerberos,SSL,SSH,andseveralnovel techniques.
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Chapter 1

Intr oduction

Oneof theprincipalchallengesfor securedistributedsystemsis managingencryptionkeys.
Giventheright keys,cryptographypermitssecurecommunicationoveruntrustednetworks
like the Internet. To make meaningfuluseof suchcommunication,however, one must
somehow mapreal-world notionsof identity onto cryptographickeys—for instance,ob-
taining thepublic key of a well-known company, or of a privateserver on which onehas
an account. Unfortunately, no fixed mappingfits all situations. However, for any given
real-world situation,theregenerallydoesexist a correspondingway of convenientlyman-
agingkeys. Thus,to supportthebroadestpossiblerangeof uses,a systemmustlet people
constructnew key managementschemesto meetunanticipatedneeds.

This thesisdescribesa toolkit approachto key management.We describea framework
in which, ratherthanmanagekeys in a monolithicpieceof software,onedoessoby plug-
gingsmallutilities togetherin astylereminiscentof Unix commandpipelines.As a result,
powerful key managementmechanismshave implementationsshortenoughto betypedat
thecommandprompt.Dif ferentmechanismscanbecascadedor bootstrappedoveronean-
otherto managekeys in waysnot previously possible.Moreover, a numberof commands
andutilities developedfor otherpurposescannow beexploitedfor managingkeys.

We implementedthetoolkit framework in anagentprogramthatmanageskeys for two
applications—theSFSglobalfile system[MKKW99] andSFS-HTTP[KB]. SFSseparates
key managementfrom file systemsecurity, making it an ideal target for innovative key
managementtechniques.SFSalsonamesremotefiles by thepublic keys of their servers,
makingthe keys easilymanipulablethroughordinaryfile systemcalls. SFS-HTTPtakes
SFS’s approachto securityandappliesit to the web and SSL [FKK96]. Both systems
invokeuser-suppliedagentprogramsto authenticateusersandto translatehuman-readable
servernamesto public keys.

Theprincipalbuilding blocksfor key managementin our systemarecertificationpro-
grams—utilities thattake a human-readablenameasanargumentandprint eitheranother
nameor theASCII-encodedspecifierof a public key to standardoutput. Usersgive their
agentsanorderedlist of certificationprogramswith which to mapnamesto public keys.

The SFSfile systemcalls into agentsto resolve unknown file names.The agentsrun
certificationprogramsfrom thelist to producea public key or anothername.TheSFSfile
systemencodestheresultsassymboliclinks mappingonefile nameto another. SFS-HTTP
similarly obtainspublic keys for URLs throughagents,andmapsoneURL to anotherby
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meansof HTTP redirects.
CertificationprogramscanleveragetheSFSfile systemto greatadvantage.By placing

key managementdatain thefile system,onecanensurethedata’sintegrity with thesecurity
of thefile system.BecauseSFSnamesremotefiles by public keys,onecanbypassall key
managementto accesstrustedserverswith known keys. Moreover, becausetheresultsof
certificationprogramsmanifestthemselvesin the file namespaceassymbolic links, any
certificationprogramcan invoke any otherby simply accessinga file of the appropriate
name.Thus,mostcertificationprogramscanaccomplishtheir taskwith little morethana
few file systemcalls.Very few certificationprogramsneedevencontainany cryptography.

The remainderof this thesisis organizedas follows. First, we presenta brief back-
groundof SFSfor readerswho areunfamiliar with thesystem.Then,Chapter3 describes
SFSagentwhich aredesignedaroundthe ideaof certificationprograms.Chapter4 eval-
uatesour framework by showing a numbercertificationprogramsin action. Finally, we
presentSFS-HTTPasanexampleof our framework’swider applicability.
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Chapter 2

Background

This chapterprovidesbackgroundinformationandterminologyfor SFS[MKKW99] used
throughoutthis thesis.SFSis a secure,globalnetwork file systemthatseparateskey man-
agementfrom file systemsecurity. SFSaccomplishesthis by specifyingthepublic keysof
serversin file namesknown asself-certifyingpathnames. By specifyingkeys in this way,
self-certifyingpathnamesfree the file systemfrom the needfor any key managementto
mapfile namesto keys.

Eachself-certifyingpathnamehastheform ��������� Location� HostID� . Locationis sim-
ply a DNS hostnameor IP address;it is a hint telling thefile systemhow to connectinse-
curelyto theserver for thatfile name.HostID is acryptographichashspecifyingaserver’s
public key [MKKW99]. HostIDs supplythefile systemwith enoughinformationto com-
municatesecurelywith theserverfor aparticularfile. Underneathself-certifyingfile names
(whicharetypically directories),file namescorrespondto files in theserver’s localfile sys-
tem.

Of course,while SFSeliminatestheneedfor thefile systemto managekeys,it doesnot
eliminatetheneedfor key management.Instead,it reduceskey managementto theproblem
of securelyobtainingaserver’sHostID—or finding thecorrectfile nameto access.

Symboliclinks playanimportantrolein SFS,allowing usersto assignshort,convenient
namesto long, hard-to-typeself-certifyingpathnames.Whena usertraversesa symbolic
link thatpointsto a self-certifyingpathname,theSFSfile systemclient seesthefull path-
nameandestablishesa secureconnectionto the server. Symbolic links canexist locally
or on remoteSFSfile systems.In thesecondcase,SFSfile serverscanplay therole of a
trustedcertificationauthority, assigninghuman-readablenamesto theself-certifyingpath-
namesof otherservers.

A third typeof symboliclink resultsfrom a mechanismcalleddynamicserverauthen-
tication. Usersrun agentprogramsthathave thepower to createsymboliclinks on-the-fly
in the ���	��� directory. Whena userreferencesa non-self-certifyingfile namein ���	�
� , the
file systemcallsinto hisagent,giving it a chanceto createasymboliclink andredirectthe
user’s file access.In this way, agentshave the power to authenticateserversby mapping
human-readablefile namesto self-certifyingpathnamescontainingtheappropriateHostID.

The file systemalso calls into a user’s agentthe first time he accessesa new self-
certifying pathname.In this case,theagenthastheopportunityto authenticatetheuserto
theremoteserver, or to verify thattheserver’spublic key hasnotbeenrevoked.

13
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Figure2-1: Overview of SFS

Figure2-1 shows an overview of SFSfile systemsoftware. At thehighestlevel, SFS
dividesinto componentsthat run on the client andon the server; the two sidescommu-
nicatethrougha cryptographicallysecuredchannel.The client components(“SFS Client
Software”) consistof theSFSclient masterwhich coordinatesbetweentheotherpiecesof
thesoftwareandwhich managestheglobal ���	��� directory, individual file systemclients,
andtheSFSagent.Currently, therearetwo file systemprotocols:read-write,for standard
file systemaccess;andread-only, for highly available,replicateddata.

Ontheserversideof theconnection,theSFSservermasteracceptsall connectionsfrom
clientsanddispatchesthemto theappropriatecomponentof theserver software.After in-
comingconnectionsarehandedoff, thespecificclientandservercomponentscommunicate
directly. Thefinal componentontheserversideof theconnectionis theSFSauthentication
server(theauthserver) whichhandlesuserauthenticationfor thefile system.All SFScom-
ponentsarewrittenin C++anduseSunRPCto communicatewith eachother;furthermore,
all IO andRPCis asynchronous.
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Chapter 3

Pluggableagentarchitecture

This chapterdescribesa framework for extensiblekey managementimplementedin the
SFSagentprogram.The agentallows theuserto plug in small key managementutilities
to handletheauthenticationprocess.Theuserregisterstheseutilities, calledcertification
programs, with theagent.Whentheagentsubsequentlygetsa queryfrom thefile system,
it invokesthecertificationprogramsto determinetheappropriateresponse.Thepluggable
interfaceto key managementlets differentuserseasily employ different techniquesand
policies.

Thischapterbeginswith adiscussionof thebasefunctionalityrequiredof anSFSagent
by the file system.The next sectiondescribesthe high-level architectureof the agentas
it fits into a completesystem. We then give a detaileddescriptionof how certification
programswork andgetpluggedinto theagent.Wediscussarelatedmechanism,revocation
programs. Finally, wediscusstheRPCprotocolsbetweentheSFSagentandtherestof the
system.Throughoutthis chapter, we will talk aboutagentsin the context of the SFSfile
system;Chapter5 will demonstratetheir widerapplicability.

3.1 Basefunctionality

As describedin [MKKW99], an agentis a separateprocessthat runs in the background
to performauthenticationor key managementon behalfof a user. WhentheSFSsystem
softwareneedsinformationfrom auser, it simplyquerieshisagentasynchronously. Agents
areunprivileged,so that userscanmodify their agentsor replacethementirely. Further-
more,SFSagentssupportagentforwardingsimilar to theSSH[Yl ö96] agent.If auserlogs
into a remotemachineandthenaccessesa file over SFS,theremotemachine’s SFSclient
softwarecancontacttheuser’s localagent.

This sectiondescribesthe basicfunctionsan agentmustperformfor the file system,
andthegoalswehadfor implementingthosefunctions.In eachcase,wesketchthedesign
decisionsthatallow theagentto achieve its goal.
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3.1.1 Userauthentication

The first function of the SFSagentis to authenticateusersto remotefile servers. User
authenticationneedsto be transparentandeasyfor remotefile accessbecausein a global
file system,userscaneasilytouchfiles on severaldifferentmachineswithout noticing. If
theauthenticationprocesswereinteractive, accessto a new file server would have to stall
andwait for theuserto respond(for instance,by typingapassword).

Therefore,theagentoperatesby keepingaproofof theuser’s identity in memory. Typ-
ically, thismeanstheagentholdstheuser’sprivatekey, andthefile serversto whichhehas
accessstorethe correspondingpublic key. Whena useraccessesa remotefile server for
the first time, the client file systemsoftwarecontactshis agentandasksit to sign an au-
thenticationrequest.If theserver cansuccessfullyverify thesignature,it mapsfile system
requestsfrom thatuseron theclient to theappropriatecredentialson theserver.

Becausetheagentkeepstheuser’s privatekey in memory, it canauthenticatetheuser
withoutmanualintervention.Theusertypically loadshiskey into theagentwhenhestarts
it by typing in a passphrase.The passphraseallows the userto safelystorean encrypted
versionof thekey on disk. Theuserauthenticationmechanismin theSFSagentis similar
to thatfoundin theSSHagent.

3.1.2 Server authentication

The secondfunction of the SFSagentis to provide an easyandconvenientway for the
userto customizeserver authentication.Traditionally, key managementin file systemsis
built into thefile systemsoftwareitself by its designersandcannotbemodifiedor replaced.
Usersareboundto aparticularscheme,whichmaynotbeappropriatefor theirenvironment
andneeds.

Agentsoffer flexible server authenticationby offering theusertheopportunityto map
file names(for instance,DNS host names)to the public keys of file servers (or, more
specifically, to HostIDs). TheSFSsoftwareautomaticallymountsremotefile systemswhen
auseraccessesthemfor thefirst time. Duringthemountingprocess,theSFSclientsoftware
verifiesthe identity of thefile server usingthe HostID. BecauseHostIDs aresuppliedby
theuser(eitherdirectlyor via hisagent),themeansby whichhenamesfilesdetermineshis
key managementpolicy.

With dynamicserver authentication,theSFSclient softwarecontactstheuser’s agent
at mount-timeto assistin authenticatingthe server. The agentis free to invoke arbitrary
programsin orderto mapthe givenserver’s nameto a HostID. Theseprogramshave the
freedomto employ any existing key managementtechniquesor novel onesto resolve the
name.If successful,theagentreturnstheHostID to thefile systemclient softwarewhich
mountstheremoteserver. Otherwise,theclientwill notbeableto mounttheserver. Finally,
thefile systemclientcreatesasymboliclink for theuserunderthe ���	��� directoryfrom the
server’snameto its self-certifyingpathname.
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Figure3-1: SFSagentarchitecture

3.1.3 Key revocation

Thefinal functionof theSFSagentis to allow theuserto managekey revocationpolicies.
Revocationis anotheraspectof key managementthatis oftenbuilt into systemsor into key
distribution mechanisms.Theagentarchitecture,aswith server authentication,providesa
wayfor thefile systemclientto actbasedontheuser’spreference.Whentheclientattempts
to mounta remotefile system,it againcontactsthe requestinguser’s agent,askingit for
any revocationinformationit hasfor thegivenhost.TheSFSagentsupportstwo typesof
revocation.

First, theagentcanpresentakey revocationcertificatefor thegivenHostID. Key revo-
cationcertificatesareself authenticatingin that they aresignedby their own privatekeys.
Thus,if their privatekey is compromised,siteadministratorscanissuekey revocationcer-
tificatesthatanyonecantrust. If theagentreturnsa properlysignedrevocationcertificate,
thefile systemclientwill refuseto mounttheserver.

Second,in additionto key revocationcertificates,userscanconfiguretheir agentsto
simplyblockaccessto specificfile servers.Thetechniqueof HostIDblockingallowsusers
to arbitrarilydecidethatthey do notwantto accessaparticularsetof servers(e.g.,they do
not trustthefile serveradministrators).At mounttime,theclientaskstheagentif thegiven
server is acceptable.If theuseris blockingthatserver, theSFSclient will refuseto allow
access.

3.2 Ar chitecture

Figure3-1 shows thattheagentcommunicatesbothwith theSFSclient software(“above”
it) andwith arbitrarycertificationprograms(“below” it). A third interfaceis availablefor
theuserto configurehisagentwith aprogramsfskey. Themodulardesignof theSFSagent
architectureallows it to accomplishthegoalslistedabove.

Theflow of informationis asfollows. WhentheSFSclient seesa file systemrequest
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from auser, it first attemptsto dodynamicserverauthentication,1 queryingtheuser’sagent
for theserver’sHostID. Theagent,basedontheuser’sconfiguration,launchesoneor more
externalprogramsto mapthe server’s nameto a HostID. The agentreturnsthe full self-
certifyingpathnameto thefile systemclient.

Next, the SFSclient asksthe agentfor revocationinformation. The client sendsthe
agentthe server’s self-certifyingpathname.The agentagainlaunchesany externalpro-
gramsdefinedby theuserto potentiallymaptheserver to a revocationcertificate.If sucha
certificateis available,or if theagentis HostID blockingthatserver, theagentnotifiesthe
SFSclient,which deniestheuseraccessto theserver.

If theHostID is not revokedor blocked,theagentwill thenattemptto authenticatethe
userto theserver. TheSFSclient generatesanauthenticationrequestandpassesit to the
agent,whichsignsit with theuser’sprivatekey. Theagentreturnsthesignedauthentication
requestto the client, which sendsit over the encryptedchannelto the SFSserver. If the
userhasloadedmore than one privatekey into the agent,the SFSsoftware repeatsthe
entireuserauthenticationprocessuntil it succeedsor it exhaustsall availablekeys.

UsersconfiguretheSFSagentthrougha utility programcalledsfskey. Userscanload
privatekeys into the agentfrom disk or over the network from an authenticationserver
usingSRP[Wu98]. With sfskey, usersalsoregisterpluggablekey managementprograms
with the agenttelling it how to respondto server authenticationandrevocationqueries.
All configurationis dynamic;changinguserprivatekeysor key managementpoliciestakes
effect immediately.

TheSFSagentarchitecturesupportsdiverseconfigurationsby allowing theuserto run
morethanoneSFSagentconcurrently. Usersassociateprocesseswith a particularagent,
determiningwhatkey managementpoliciesapply to theprocess.Chapter3.5.2describes
themechanismby whichprocessesaremappedto agents.Moreover, evenasingleprocess
canhave differentkey managementpoliciesbasedon thefile server beingcontacted.The
usercandefinemultiple key managementpolicies,eachof which canbe associatedwith
differentserversbasedon regularexpressions.This ideais discussedin moredetail in the
next section.

3.3 Certification programs

Eachuserhasa differentview of the ���	��� directory. sfsagentcancreatesymboliclinks in���	�
� on-the-fly. Whenauseraccessesafile otherthanaself-certifyingpathnamein ���	�
� ,
theSFSfile systemclient notifiestheuser’s agentof theevent,giving theagenta chance
to createa symboliclink andredirecttheuser’s access.This mechanismcandynamically
maphuman-readablenamesto self-certifyingpathnames.

sfsagent hasno built-in interpretationof non-self-certifyingnamesin ���	�
� . Instead,
it relieson certificationprogramsto map thosenamesto otherpathnames.sfskey gives
sfsagenta list of certificationprogramsto usefor thetask.Eachentryin thelist is a4-tuple

1The SFSfile systemclient cachesthe resultsof userandserver authenticationrequests,andthusonly
contactstheagentwhenrequired(usuallywhena new nameis accessed).
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of theform: ���������������������� �!��"����$#��%�'&(�*),+-�!.-/102.-�3+54646487:9
suffix, filter, andexcludeare all optionalandcanbe left empty. suffix partitionsthe

namespaceof the ���	��� directoryinto linksmanagedby separateprograms.If acertification
program’s suffix is non-empty, the programwill only be run to look up namesendingin
suffix, andsfsagent will strip suffix from namesbeforeany further processing.filter and
excludeareregularexpressionsto controlthescopeof acertificationprogram.Whenfilter
is specified,theagentwill only invoke thecertificationprogramon namescontainingthe
regularexpression.Analogously, whenexcludeis specified,theagentwill not invoke the
certificationprogramon any namecontainingexclude.

Finally, program is theactualcertificationprogramto run, alongwith the initial argu-
mentsto give that program. The final argumentwill be the actualnameto look up. If
a certificationprogramexits successfullyandprintssomethingto its standardoutput,the
agentwill usethe program’s outputasthe contentsof the dynamicallycreatedsymbolic
link. If not, theagentwill continuedown thelist of certificationprograms.

As a simple example,supposea directory �<;'=?> containssymbolic links to the self-
certifyingpathnamesof variousSFSserversaroundMIT. A usermightwantto mapnames
of the form ���	����� group @A;'=<> to �<;B=<>�� group, but excludeany group ending @!C�DE� . The
following certificationprogramwouldaccomplishthis task:� @A;'=<> �6� @,C�DE��F � �?GIH$DKJ�>$L$�	>MH�NM�<;B=<>��EF%OQPEPRL$D<G
SR�<;B=<>��EF%OTJ 9

Thesuffix @A;'=?> appliesthis certificationprogramto namesin ���	�
� ending @3;'=<> . An
emptyfilter signifiesthe certificationprogramappliesto all names.The excluderegular
expressionexcludesany namesending @!C�DE� . Finally, programconsistsof threearguments,�<G , H$D , anda shortshell script. The agentwill supply the namebeing looked up asthe
final argument,which the shell calls F%O . The script simply checksfor the existenceof a
symboliclink in �<;'=?> . If oneexists,it printsthepathandexits successfully;otherwise,it
exits with non-zerostatus,indicatingfailure.

3.4 Server key revocation

As with dynamicserver authentication,sfsagent usesexternalprogramsto handleserver
key revocation. sfskey givessfsagent a list of revocationprogramsto run on eachself-
certifyingpathnametheuseraccesses.Eachentryin thelist is a4-tupleof theform:�*UV�W)<"YXZ�$����������� �!��"����$#��%�'&(�*),+-�!.-/102.-�3+54646487:9

block is a booleanvaluethat enablesHostID blocking in addition to key revocation.
filter andexcludeareregularexpressionfilters,aswith certificationprograms,thathereget
appliedto the Locationpart of self-certifyingpathnames.program is the programto run
to checkthevalidity of aself-certifyingpathname.Thepathname’sHostID is appendedto
theprogram’sarguments.

A revocationprogramcanwrite a self-authenticatingrevocationcertificateto standard
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output. If it doesso,theagentuploadsthecertificateto thefile systemclient, which sub-
sequentlyblocksall accessto files underthatpathnameby any user. If theprogramexits
successfullybut doesnot outputa revocationcertificate,then, in the casethat the block
flag is set,theagenttriggersHostID blocking,preventingits own userfrom accessingthe
self-certifyingpathnamewithoutaffectingotherusers.

Becauserevocationprogramsmay needto accessfiles in SFS,thereis a potentialfor
deadlock.For instance,a revocationprogramcannotsynchronouslycheckthevalidity of
Verisign’s self-certifyingpathnamewhile alsosearchingfor revocationcertificatesunder�	[$L�\
=���=?]�^ (asymboliclink to Verisign’shypotheticalcertificationauthority).Thus,sfskey
alsogivessfsagent a “norevoke list” of HostIDs not to checksynchronously. HostIDs in
thenorevoke list canstill be revokedby uploadinga revocationcertificate,but this is not
guaranteedto happenbeforetheuseraccessestherevokedpathname.

3.5 API/Pr otocols

TheSFSagenthasthreeinterfaces.For communicationto theSFSfile systemclient soft-
wareandfor configurationwith sfskey, theagentusesSunRPC[Sri95]. Certificationpro-
gramssimply take their argumentsandprint their resultsin plain ASCII text. This makes
it easyto build serverauthenticationoutof standardUnix file andtext utilities.

3.5.1 The RPC programs

TheSFSagentdefinesthreeRPCprogramsthroughwhich it communicateswith the rest
of thesystem.Two programsallow theagentto call into thefile systemclient ( _�`%a�b�c ) and
vice-versa( _�`%a�b�c$HEd�_ENENEe�_�d%f ). Thethird programis for theuserto configuretheSFSagent
( _�`%a�b�c�H�d�g%b�c�h$g%N ).

The _�`%a�b�c RPCprogramallows the agentto requestan action from the file system
client,typically in responseto adirectrequestfrom userrunningsfskey. For example,if the
userwantsto createaspecialsymboliclink under ���	�
� for dynamicserverauthentication,
the agentusesa i%j�k�N
l?bEf RPC to requestthat the SFSclient software createthe link.
Similarly, if the userdecidesto kill his agent,the agentnotifiesthe SFSclient usingthef(l?N�N RPCfrom the _�`%a�b�c program.

The _�`%a�b�c$H�d�_�NENEeE_�d�f programdefinesa setof proceduresthat theSFSclient usesto
call into theagent.TheseRPCsform thebasisfor thekey managementdescribedabove.
Theinterfaceconsistsof threecategoriesof RPCscorrespondingto thethreegoalslistedin
Chapter3.1. First, two procedures,_%m�cEn(l?b(l<c and _-m�c�n�k�g-hEa , allow theagentto authenti-
cateits userto aremotefile server. Theuserauthenticationmechanismis opaqueto thefile
systemitself andonly needsto beagreeduponbetweentheagentandtheentity handling
authenticationfor thefile server. The _-m$cEn�k�g-h�a procedureallows theuserauthentication
processto takemultiple rounds.

Second,theSFSclientusesanRPC N�g�g-f%m�o to querytheagentfor serverauthentication.
The RPCallows the agentto do its own key managementfor server authentication.The
proceduretakesaplainfilenameasanargument(oftentheserver’sname)andreturnseither
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a fully specifiedself-certifyingpathname,or thenameof anothersymboliclink. Theagent
usespluggablekey managementprogramsto answerthequery.

The third RPCcategory consistsof the hEaEp$g%fEaEq procedure.This RPCfunctionssim-
ilarly to N�gEg-f�m�o . Here,the file systemclient sendstheagenta filenameandasksfor any
relevant revocationinformation. The agenthasthreeresponses:none,indicatingthat the
client is free to connectto theserver; blocked, telling theclient not to allow thatuserac-
cess;andcertificate,informingtheclientthatit hasarevocationcertificatefor thefile server
in question(which it includesin the response).As with the N�gEg-f%m$o RPC,theagentuses
pluggablekey managementprogramsto generateits answer.

The _�`%a�b�c�H�d�g%b�c�h$g%N RPC programallows the user to configurehis agentand en-
vironment. The user invokes the proceduresheredirectly or indirectly throughsfskey.
The _�`%a�b�c�H�d�g%b�c�h$g%N programprovidesfor the registration,removal, andlisting of user-
authenticationkeys,certificationprograms,andrevocationprograms.TheremainingRPCs
in this programhelpimplementauxilliary functionalitysuchasagentforwarding,creating
symboliclinks, avoidingdeadlock,andseedingrandomnumbergenerators.

3.5.2 Agent identities

While thecurrentagentimplementationstoresmultiple privatekeys for authenticationto
morethanoneSFSserver, usersneedinggreaterflexibility canalsorun severalagentpro-
gramssimultaneously. TheSFSclientsoftwaremapseachfile systemrequestto aparticular
agent. It doessonot simply througha process’s userID, but througha moregeneralized
notioncalledtheagentID or aid.

Ordinarily, a process’s aid is thesameasits 32-bit userID. Dependingon a process’s
grouplist, however, the processcanhave a different64-bit aid with the samelow-order
32-bitsasits userID. Systemadministratorsseta rangeof reservedgroupIDs in themain
SFSconfigurationfile, andthesegroupsmarkprocessesasbelongingto differentaids. A
150-linesetuidrootprogramnewaid letsusersswitchbetweenreservedgroupIDs to spawn
processesundernew aids.

aids let differentprocessesrun by a singlelocal useraccessremotefiles with different
credentials—forinstanceasa userandsuperuser. Conversely, a usermaywantto become
root on thelocal machineyet still accessremotefiles ashimself. Rootprocessestherefore
canbeassignedany aid of any user(i.e.with any low-order32-bits).A utility ssuletsusers
becomelocal superuserwithout changingaids. ssuis a wrapperaroundthe setuidUnix
utility su, andthusdoesnot itself needany specialprivileges.
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Chapter 4

Evaluation

Thissectionoffersameansby which to evaluateagentsandcertificationprogramsastools
for doing key management.Traditional performancemetricsare lessillustrative than a
demonstrationof the effectivenessof the toolkit approachto key management.Further-
more,in practice,thecostof mountingaremotefile server is apublickey operation,which
typically overshadows the costof an interprocessRPCandspawning a small numberof
certificationprograms.

Wepresentseveralexamplesof how to useSFSagentsto dovariouskindsof key man-
agementin thecontext of SFS.In particular, we show trivial implementationsof certifica-
tion paths(seebelow) aswell asSSL,Kerberos[SNS88], andSSH-styleauthentication.
Furthermore,we demonstratehow to do key revocation. In Chapter5, we thenshow that
theSFSagentis generalpurposeenoughto doserverauthenticationfor theWeb.

The examplesbelow usesfskey to registerpluggablekey managementprogramswith
anSFSagent.Therelevantsfskey usageis asfollows:

�	���	r$L%stD-L%\�>Eu�\�S�]wv�H$�x�<y����
=?zE{wv�H%�R�
=�C	>$L%\E{wv�H�LQL%z
D�C?y�|�L�{}u$\�S�]~v��%\E]w@E@E@�{�	���	r$L%sR\�L-[�S�r$L�u�\�S-]�v�H���v�H%�x�
=%C	>$L�\E{wv�HELxL%z�D�C?y$|�L%{E{xu�\�S�]�v��%\E]~@E@E@�{
Theseinvocationscorrespondto the 4-tuplespresentedin the previous chapter. In the
secondform, the H-� optiontells theagentto do HostIDblocking.

4.1 Server authentication

BecausetheSFSagentcanbeconfiguredwith certificationprograms,theusercaneasily
andefficiently devise entirely new authenticationschemesor even implementor exploit
existingkey managementtechniques.Here,wegiveoneexamplefrom theformercategory
andthreefrom thelatter.

4.1.1 Certification paths

A certificationpath is a setof directoriesthat containsymboliclinks to SFSfile servers.
Conceptually, certificationpathsaresimilar to the F	o�_�c�n variablein shells;directoriesin
thepatharesearchedfor links in apredefinedorder, permittingtheuserto setupahierarchy
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of trust.A particularlink namemayappearin morethanonedirectory, sodirectoriesearlier
in the certificationpatharemore trustedthan thosewhich appearlater. The directories
can be eitheron a local disk or a network file server allowing the userto rely on local
certificationauthoritiesthenremote,globalones,for example.

A programdirsearch simplifiesthe taskof searchingthrougha certificationpathfor a
given link name. In its basicinvocation,dirsearch takesa list of directoriesfollowedby
a nameascommand-linearguments.It searcheseachdirectoryin turn for a file with the
givenname,andif successful,dirsearch printsout thefull pathto thefile.

Thus, a user can easily implementcertification paths. He configureshis agentto
run dirsearch asoneof his certificationprograms.The userprovidesthe list of directo-
ries, andthe agent,at executiontime, will supplythe final argument,which is the name
of the server to lookup. For example, if a user wants to searcha personaldirectoryF	n$g-k�a���@,�������	r�^(S	��^���G(S��?>
� followedbyauniversity-widesymboliclink repository��D%�	;�uEy(� ,
hecanrun thefollowing command:

� �	���?r$L�s�D-L�\�>�u�\�S-]I|
=?\��-L��%\�D<G�F	n$g-k�a���@,�������	r�^(S	��^���G(S��?>
�t��D-��;�uEy(�
Thename ��D-�	;�uEyZ� hereitself is a symboliclink pointingto theuser’s university’s public
SFSfile server. Furthermore,userscanrefinehow lookupsaredoneby registeringmul-
tiple instancesof the dirsearch programusingthe regular expressionfilters describedin
Chapter3:

� �	���?r$L�s�D-L�\�>�u�\�S-]�H%��JY��@!C�DE�E��@A;'=<>
��@�L%|%y(F�J�|
=	\��-LE�%\
D<G��EC%���
��C�=6^�r
�

4.1.2 Kerberos

Kerberosis theprimarymeansof authenticationin theAndrew FileSystem(AFS)[HKM � 88].
The two systemsaretightly integrated,requiringusersto fetch Kerberosticketsin order
to authenticatefile systemrequests.With the SFSagent,userscanalsouseKerberosto
authenticateremoteSFSfile systems.

First, theusergetsticketsasusual(typically throughr(=6^Z=?> or CES-]
=6^ ). Then,heissues
thefollowing command:

� �	���?r$L�s�D-L�\�>�u�\�S-]�H$��r�\%�t�?GIH$DKJ�\��<G�H%zMF%OM�	���?r$L�s}G(S��?>(=?|MH�J
Whenhe accessesa remoteserver nameunderthe ���	��� directorywith the @�r�\%� suffix,
theagentwill invoke theshellcommandenclosedin singlequoteswith theserver’s name
(without the @�r�\%� suffix) asthe F%O argument. The script invokesKerberizedrsh, which
attemptsto startashellfor theuseron theremotemachine.Thershprogramauthenticates
the userto the remotelogin server usingKerberos,and if successfulit runssfskey. The
sfskey hostid- commandconnectssecurelyto thelocalSFSserverandasksit for its public
HostID. Thescriptprintstheserver’sself-certifyingpathname,which theagentsendsback
to thefile systemclient.
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4.1.3 SSL

The SecureSocket Layer (SSL) is the key distribution mechanismusedon the Web for
secureHTTP. If a userhasa certificatefor a server or a certificateauthoritypublic key
to vouchfor a certificate,hecaneasyuseSSLto authenticatethecorrespondingSFSfile
server. Again, theuserloadsaone-lineshellscript into hisagent:� �	���?r$L�s�D-L�\�>�u�\�S-]�H$�Q����Cx�?GIH$DKJ*C�s%^$zIH���S?y�\�D%L�G�>E>�u(���,�E�EF%O����	���<u��%>�G @�>�zE>�J
Thisexampleassumesthatserveradministratorsarewilling todistributeSFSself-certifying
pathnamesfrom afile ontheirWebserverscalled �	�
�<u��->�G�@�>�z�> . Here,thesuffix @,�E��C tells
the agentto do SSLserver authenticatefor namesendingin @,�E�EC . The script simply in-
vokesan existing Web browserto make a secureSSL connectionanddownloadthe SFS
pathname.

4.1.4 SSH-style

TheSecureShell (SSH)is a popularremotelogin programthatdealswith theproblemof
key distributionby allowing for thepossibilityof aman-in-the-middleattack.Thefirst time
a userconnectsto a given remotemachineusingSSH,the client softwaretruststhe host
key with which it is presented(usuallyafter askingthe userfor confirmation). The SSH
client storesthekey in a “known hosts”file, and,onsubsequentconnections,it verifiesthe
serverwith thestoredkey.

The agentcanusethis idea for authenticatingSFSservers. Whena useraccessesa
remoteserver, a certificationprogramlooksup theserver in a certificationdirectory. If it
findsa symlink by thatname,it returnsthecorrespondingself-certifyingpathnameusing
dirsearch. If not, thescript retrievestheserver’s HostID over thenetwork insecurelyand
storesit in thedirectory. Thenonsubsequentlookups,thecertificationprogramcanreturn
theself-certifyingpathnameto thefile systemclient. Thefollowing codeimplementsthis
idea:� �
�	�Z=6^
���?G�
k��-r$L�r�^
S	�E^���G
S��	>
��|
=?\�L�D?>�S�\Es�=	��=<>x|�S%L$��^
S�>IL%z(=��?>C�=6^�r�|
=?\���F%�-n$g�k�a$����@,�������	r�^(S	�E^��-G
S��?>(�>$L$�	>IH%|�FEC�=<^�r�|
=?\ ���¡;�r�|(=?\MH�u�F�C�=6^�r�|(=?\¢�E�£L�z
=<>¥¤�
mZ�-LIC�=6^�r�=6^Rr�^
S	��^���G
S��?>(��|
=?\�L$D	>�S�\Es�=?�MS?^�LxL%z
=��	>
�|
=?\
�-LE�%\�D?GtH�C}FEC$=6^�r�|
=	\tF�¤¦P�PxL%z
=?>MO�
h$L->�\
=-L-[$LR��^�|��?>�S�\$L�u��->�GE^���;�L¨§�=6^(�-L�D<y�\�L�C-s�©ª��S�\x>�G�L}�
=?\
�?>Q>Z=V;�L�«�	\�[Eu��->�G$�B¬ZY�	���	r$L%sIG(S��?>(=?|�F�¤B<¬>$L$�	>®¬?F��	\�[�u��%>�G¯¬°�E�±L%z
=<>¥¤C?^�H$��¬?���	���E�EF��	\�[Eu��->�G¯¬�¬?FEC�=6^�r�|
=?\���F�¤�¬�
o�\
=6^�>t�-L�C-��H$D-L%\E>(=?�Es
=<^�]Ru��->EGE^��	;�LI²-y(�?>R\�L->�\
=-L-[$L%|L%z�L�D�|
=	\��-LE�%\
D<GtH�CxFEC�=6^�r�|
=?\�F�¤
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4.2 Key revocation

The toolkit ideais alsoeasilyappliedto revocationcertificatesandHostID blocking. As
anexample,a usermaynot wantto connectto any serversin the ��S<;
LEH$D-��@*D�S<; domain,a
certificationauthoritythathedoesnot trust.Thus,hedoesnotwantto accidentallytraverse
a symboliclink thatpointsto anSFSfile server in this domain.The following command
instructshisagentto blocksuchmounts:� �	���?r$L�sQ\�L%[�S	r$L�u$\�S�]�H���H%�³J*��@,��S?;�LEH$D-�$��@,D�S<;ZF�J´�?�'=6^
�	>�\�y�L

As anotherexample,acentralauthoritylikeVerisignmightkeepanonlinedirectoryof
revocationcertificates.Eachfile in thedirectorywould containa singlecertificateandbe
namedby revokedHostID. Theusercouldconfigurehis agentto checkthedirectoryfor a
particularHostIDasfollows:� �	���?r$L�sQ\�L%[�S	r$L�u$\�S�]I|
=?\
�-LE�%\�D?GtH$D}��[$L%\
=���=?]%^
��\$L-[�S	r$L�|
The directory �	[$L%\(=���=?]%^(��\�L-[�S�r$L%| containsthe revocationcertificates;the H$D option to
dirsearch saysto output (“cat”) the contentsof the matchingfile insteadof printing its
pathname.
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Chapter 5

Keymanagementfor the Web

Thischapteraddresseskey managementontheWebandattemptsto show thattheapproach
presentedearlierin this thesisappliesto securesystemsbeyondSFS.A key issuefor users
of a securesystemlike theWeb(whenusing G�>�>�u(� ) is thatthey wantto besurethatwhen
they askto be connectedto a particularserver, they areactuallyconnectedto that server.
The Internet,however, cannotbe trustedto ensurethat userswill really reachthe right
place. As usersincreasinglysendprivateinformationsuchaspasswordsandcredit card
numbersover theWeb,this issuebecomesmoreimportant.

The currentapproachto key managementon the Web is basedon the existenceof
several well-known, trustedcertificationauthorities(CAs). Every secureWeb server has
anSSLcertificate[FKK96] which containstheserver’s public key. For a fee,theCAs will
digitally signaWebserver’scertificate;later, theservercanpresentthesignedcertificateto
any client thatasksfor it. If theclient successfullyverifiesthesignature,it will proceedto
setup a secureconnectionusingthepublic key containedin thecertificate.Clientsverify
signaturesusingabuilt-in setof CA public keys thatshipswith thebrowser.

ThecurrentWebsecuritymodelhasseveralproblemswith respectto key management.
First, thecertificationauthoritymodelof key managementmaynot beappropriatefor all
users. For example,a studentin dorm room may lack the authority or money to get a
certificatefor his personalcomputersignedby a commercialCA. Alternately, an organi-
zation like MIT which reliesheavily on Kerberosmay prefer to have its Web usersrely
onpre-arrangedKerberospasswordsto authenticateWebsitesinsteadof botheringwith an
externalCA.

Anotherproblemwith theWeb’snotionof key managamentis thatuserstrustany certi-
ficationauthoritykey thatthey haveinstalledin theirbrowsers.Specifically, to authenticate
the server, the client needsto verify the certificate’s signaturewith oneof the CA public
keysthatit knows. If theclientcanverify thesignaturewith anykey, it truststheserverand
establishesthesecureconnection.Thus,in thecurrentstateof theWeb,auser’ssecurityis
only asgoodasthe leasttrustedcertificationauthorityknown to hisbrowser.

Finally, Web userssuffer from the inability to directly specifya public key. If a user
obtainsthepublic key for a server hewishesto contactin a completelynovel way, hehas
no way to tell his browserhow to useit. Theability for a userto provide hisown mapping
from someserver (i.e.,ahostname)to its public key is theessentialproblem.

Thesolutionto this Websecurityproblemis to offer userstheability to usekey man-
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Figure5-1: A self-certifyingURL

agementschemesotherthanSSLandCAs to authenticateWeb connections.Becauseno
subsetof key managementtechniquesis sufficient, usersneeda genericway to do key
management.JustasSFSagentsprovide this flexibility for theSFSfile system,they can
do thesamefor theWeb. SinceSFSagentsinvokecertificationprogramsto handleall key
management,they canbeconfiguredto authenticateWebserversin arbitrary, user-defined
ways.

Theremainderof thischapterdiscussesasolutionto theWebkey managementproblem.
The following sectionsoutline thebasicconceptsthat comprisethesolution. Section5.3
describestheparticularimplementationcalledSFS-HTTP, includinghow theuserinteracts
with thesystem.

5.1 Self-certifying URLs

Thebasicideain SFS-HTTPis to useself-certifyingURLs to namesecureWebsites.Like
self-certifyingpathnames,self-certifyingURLs containa HostID that uniquelyspecifies
thepublickey of theserver. Thus,onceauserobtainsaself-certifyingURL, theURL is by
itself completelysufficient to establisha secure,authenticatedconnectionto a remotema-
chine.Theanatomyof a self-certifyingURL is shown in Figure5-1. Self-certifyingURL
HostIDshaveaspecialsuffix @��$L�� thatdistinguishesthemfrom self-certifyingpathnames.

With self-certifyingURLs, userscannow directly specifythe public key of a server.
Thus, similarly to SFS,userscan authenticateWeb servers by transforminga Location
(hostname)into a HostID (public key). Again like SFS,themappingprocesscanbecoor-
dinatedby anagentwhich runscertificationprogramsto producecompleteself-certifying
URLs from hostnames.

5.2 Keymanagementexamples

With SFSagentsandarbitrarycertificationprograms,theuseris ableto definehisown key
managementschemes.Theexamplesgivenin Chapter4 applyequallyto theWebandcan
in many casesbeusedwith little modification.Thefollowing example,specificto theWeb,
showshow to implementcertificationauthoritiesthesameway thatWebbrowsersdo.

� �	���?r$L�s�D-L�\�>�u�\�S-]�H$�Q����Cx����C�]�L->�r$L%s
This certification programonly runs for hostnamesending in @*�E��C . The program

sslgetkey takes the hostnameas its argumentand establishesan SSL connectionto the
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Figure5-2: TheSFS-HTTPsystem

Webserver runningon thatmachine.It downloadstheserver’s certificateand,like a Web
browser, hasa databaseof CA keys with which it attemptsto verify thecertificate’s signa-
ture. If successful,sslgetkey printsout theself-certifyingURL for theserver (i.e.,with the
HostID hashedfrom the public key). Thus,if the usertypes G�>E>�u��!�E�	�E���Ã@3�E^ @*D�S<;�@,����C ,
theagentwould launchsslgetkey to produceaURL similar to thatshown in Figure5-1. In
effect, this URL is equivalentto G�>�>�u(���!���	�E�E�Ã@��E^ @,D�S?;(� .
5.3 SFS-HTTP

The SFS-HTTPsystem[KB] consistsprimarily of onenew componentcalled the client
daemon. Like SFS,the SFS-HTTPsystemis designedto run transparentlywith exist-
ing software;systemadministratorsandusersdo not needto modify their Web server or
browsersoftware.Thebasicsystemdesignis shown in Figure5-2. Boxedcomponentsare
partof SFS-HTTP, andunboxedcomponentsrepresentpre-existingsoftware.

Eachhalf of the diagramrepresentsa single machine. The right-handside consists
solelyof theWebserverwhich is assumedto speakSSL.Theleft-handsideof thediagram
shows the client daemon,Web browserandSFSagent;all local communicationbetween
processeson the samemachineis secure. The two machinescommunicatethroughan
authenticated,encryptedconnection.

WhenausertypesaURL into theWebbrowser, thebrowsergeneratesanHTTPrequest
andsendsit to the client daemonwhich actslike a Web proxy. The client daemonwill
analyzethegivenURL andtake oneof two paths. If theURL is self-certifying,thenthe
clientdaemonwill proceedto connectto theWebserverusingSSL.Thebrowser, however,
only usesSSL as its encryptedtransport,not for key management.The client daemon
verifiesthepublic key is getsfrom theserverusingtheHostID in theURL.

If the userentersa URL that is not self-certifying,the client daemonwill contactthe
user’s agentto do key management.As describedabove, the agentwill decidewhich
certificationprogramsto launchbasedon oneor morepatternsthataretestedagainstthe
server’s hostname.If a certificationprogramreturnsa new URL for thegivenhostname,
theclientdaemonwill generateanHTTPredirect.Typically, thecertificationprogramwill
returnaself-certifyingURL which thebrowserwill useto connectto theserversecurely.

By default, theclient daemonwill revert to insecureHTTP if no certificationprogram
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cansuccessfullyperformthemapping(or thereareno matchingcertificationprogramsto
run). For a given suffix pattern,the usercan force the Web browser to only connectto
serverssecurelyby registeringa certificationprogramthat runs after all othersand that
returnsaninvalid URL. Thebrowserwill beredirectedto this improperURL andfail. For
example,in additionto theSSLcertificationprogramgivenabove, theuesrcouldregister
thefollowing program:

� �	���?r$L�s�D-L�\�>�u�\�S-]�H$�Q����C�L�D<G
St¬B�*l?b�p�_EN
l<qÃ�V¬
If thesslgetkey programcannotmapthehostnameto a HostID, theagentwill try this

certificationprogramwhich causesthebrowserto accessaninvalid URL.

5.4 Summary

Becausecurrentkey managementon the Web is limited andnot very configurable,users
are requiredto usecertificationauthoritiesto do server authentication.The SFS-HTTP
systemusesself-certifyingURLs,agents,andcertificationprogramsto allow arbitrarykey
managementtechniqueson theWeb.
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Chapter 6

RelatedWork

Thissectionfirst addresseswork relatedto agentsandconcludeswith work relatedto SFS-
HTTP. The ideaof an agentthat actsautomaticallyfor a userin somecapacitywasfirst
popularizedby the remotelogin programSSH[Yl ö96]. The SSHagent,however, is not
generalpurposeandis only limited to public-key-baseduser-authenticationfor remotelo-
gin. An importantideafoundin theSSHagentis forwarding.

SFSis the first file systemto usethe notion of an agent. Otherfile systemshave a
predeterminedmodeof hostauthentication.For example,NFS [Sun89] hasno notion of
host authenticationbeyond that provided by the DNS and IP routing. AFS [HKM � 88]
usesKerberos[SNS88]andrequiresthat administrative realmswantingto communicate
exchangekeysaheadof time.

TheTaosoperatingsystem[LABW92, WABL94] andtheEchofile systemhave a no-
tion of an authenticationagent,but unlike SFS,their agentrefersto a componentof the
operatingsystemratherthana user-controlledprocess.In Taos,key managementis based
onahierarchyof trustin whichamachinenamesthepathto its destination,andthesource
trustseachnodealongtheway to authenticatethenext one.

SFSagentscan leverageother key-managementapproachesthan the examplesdis-
cussedpreviouslyin thisthesis.Forexample,anagentcouldhaveacerticationprogramthat
usesSDSI [RL], SPKI [EFL � ], or SecureDNS [EK97]. Our wholeapproachis to allow
usersto easilytakeadvantageof existingschemesor combinationsof existingschemes.

SFS-HTTPis relatedto a numberof otherproxy-basedapproaches.The Gecko NFS
Web Proxy [BH] hasan overall designsimiliar to SFS-HTTPin its tunnelling of Web
requestsover a differentprotocol,NFS.Gecko presentsdatafrom a web server asa file
systemby translatingfile systemrequestsinto Web requestsandvice-versa. Userscan
accesspagesontheWebserver justasthey accessafile system.Additionally, Gecko offers
usersaWebproxyby whichthey canuseabrowser(speakingHTTP) to accessthesystem.
BecauseGecko usesNFS,it doesnotoffer thesecurityandname-mappingof SFS.

WebNFS[Cal96], from Sun Microsystems,offers similar functionality to Gecko by
providing a modifiedversionof theNFSprotocolwhich is moreadeptto handlingHTTP
requests.UnlikeSFSandGecko, WebNFSrequiresusersto installanew protocol(beyond
stockNFS).Moreimportantly, likeGecko,WebNFSalsolackssecurityandnamemapping.

TheWebFS[Vah98]systemfrom UC Berkeley hassimilar goalsto theabove projects
by providing file systemaccessto theURL namespace,but it usestheHTTPasits network
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protocolinsteadof NFS.A kernelmoduleon theclient interpretsfile systemrequestsand
passesthemto aremote,user-spaceHTTPserver. WebFSaimsto providesecuritythrough
certificationauthoritieslayeredon top of HTTP. WebFSdoesnot provide any proxy for
browsers;usershave no way to sendHTTP headersto servers(makingCGI impossible).
Furthermore,thesecuritymodelin WebFSlackstheprimaryadvantageof SFS-HTTP:easy
andarbitraryhostauthentication.
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Chapter 7

Summary

Key managementis a primarybarrierto deploying securesystems.Existingkey manage-
mentsystemsareoften fixed by the softwaredesignerandareimmutableor awkward to
configure.SFSagentsprovideaflexible andconvenientmechanismfor doingkey manage-
mentin awide varietyof scenariosby providing a “toolkit” approachto theproblem.Any
systemthatrequireskey managementqueriestheuser’sagentto performthenecessaryau-
thentication.Basedon theuser’s configuration,theagenteffectstheappropriatepolicy by
invokingoneor morepluggablecertificationprograms.

Certificationprogramscombinedwith agentsprovide a framework in which userscan
quickly andeasilydesign,build, andconfigurenew key managementpolicies. Although
thepluggablenatureof certificationprogramsprovidesa convenientway to useandcom-
bine existing software, the agentcan ultimately executearbitrarycodeto do server key
management.Thus,theuserhasthepower to authenticatea server usingvirtually any key
managementtechnique.In many scenarios,however, implementingnew key management
policiesis assimpleasaone-lineshellscript.

Thoughoriginally designedfor file systems,SFSagentsaregeneral-purposeandcanbe
usedto solvethekey managementproblemin otherareassuchastheWeb. TheSFS-HTTP
systemallows usersto browse the Web securelywithout dependingon SSL for server
authentication.
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