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Abstract—A capsule-basedactive networkransports capsulecontaining  erability must be addressed is still unclear. The applications that
code to be executed on network nodes through which they pass. Active net-ryn on top of the system will have a substantial effect on all

works facilitate the deployment of new protocols, which can be used with- : .
out any changes to the underlying network infrastructure. This paper de- three of these requirements. For example, the requirements on

scribes the design, implementation, and evaluation of a high-performance Performance are substantially different for a network manage-
active network node which supports multiple mobile code systems. Exper- ment system than for a system that handles all of the data traffic
iments, using capsules executing unsafe native Intel ix86 object code, indi-,, s+t

_ A o within a network.
cate that active networks may be able to provide significant flexibility rel- . ] i
ative to traditional networks with only a small performance overhead (as PAN is an active network system that takes a first step to-

little as 13% for 1500 byte packets). However, capsules executing JavaVM \wards rea"zing a “practica|" Cap5u|e-based active network. It

code performed far worse (with over three times the performance overhead . . . . .
of native code for 128 byte packets), indicating that mobile code system per- . deSIQned to run mobile code in the network node with per-

formance is critical to overall node performance. formance comparable to existing passive networks. Although
Keywords—active networks, networking protocols, PAN, ANTS, perfor-  full safety is not yet provided, it should be possible to obtain
mance, mobile code, Java, capsules, software segments. this through an appropriate safe mobile code system. PAN is
able to obtain performance despite executing mobile code for
I. INTRODUCTION every capsule that passes through the node. PAN achieves per-

AN IS A NEW ACTIVE NETWORK SYSTEM that pro- formance in four ways: by processing capsules in the kernel, by
vides a foundation for building practical active networkdMinimizing data copies, by caching code for immediate execu-

PAN's eventual goal is to provide performance comparable 9N @nd by providing capsules with a flexible execution envi-

existing passive networks while providing a safe execution ignment.

vironment for mobile code. Experience with PAN indicates that By processing capsules in the kernel, rather than in a user pro-
the high degree of flexibility provided by capsule-based acti¢€ss, & PAN node avoids copying data between kernel-space and
networks can be obtained with little performance overhead. User-space, and it greatly reduces interference from the sched-

By allowing application-specific computation within the nettler. By providing a uniform memory management system,
work, active network§1] enable new protocols to be deployedVhich allows handles to regions of memory to be passed around
quickly, without the need for a lengthy standardization proce¥ system, PAN eliminates the need for a node to copy or even
or for the installation of new hardware. Rather than standaf@uch the data body of capsules that are simply being forwarded.
izing protocols that describe how nodes should forward padRY caching native executable or JIT capsule code, a PAN node
ets, an active network standardizes an execution environm@gly incurs the cost of loading and/or compilation the first time
for capsuleshat pass through network nodes. A capsule cof-Ne€w type of capsule is used. By providing a flexible execution
tains both data and a reference to code to execute when it pag§eéronment, PAN enables capsules to do just what they need
through a node. In a traditional network, routers examine pack@tdo, to do it in the most appropriate way, and to work with
headers and decide where to forward the packets. In a caps@stractions rather than fight against them.
based active network, routers execute the code referenced bfAN provides an encouraging answer to a fundamental per-
capsules, and this code tells the router where to forward the ciggmance question: in the base case, in which packets are sim-
sules. ply forwarded to their destination, can an active network node

The implementation of a practical active network poses seachieve performance comparable (in bandwidth and latency) to
eral challenges. Its performance must be comparable to thaadfaditional network? Tests conducted on a 200MHz Intel Pen-
existing networks. It must be at least as safe, secure, andtigmPro running Linux show that when using native object code
bust as existing networks — a difficult challenge when code cémhich does not provide safety, security, or interoperability),
migrate and execute within a huge distributed system encoRAN can forward at least 100Mbps of data; furthermore, com-
passing many administrative domains. Finally, due to the highggred to a traditional router running on the same Linux machine,
heterogeneous nature of an internetwork, it must have the sdPiéN incurs a fixed overhead of roughly only 20 microseconds
high degree of interoperability as a traditional network. per capsule (13% for 1500 byte packets).

Because the uses for active networks are still being deterfurther tests conducted on the same machine have demon-
mined, the degree to which performance, safety, and intergfrated that when using Java bytecodes (which provide interop-

_ erability and some safety), capsule processing times increase
Research supported in part by DARPA contract No. N66001-96-C-8522, maon

itored by the Office of Naval Research. Contact address: nygren@mit.edu. ghbstantially. The active Oyerhead for 12'8 byte packet; being
more information, see http://www.pdos.lcs.mit.edu/nygren/pan/ processed by the JavaVM in user-space is over three times the
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active overhead for capsules executing native code in user-spacegramming language for writing safe and resource-bounded
This indicates that high-performance mobile code systems wilipsule code. PLAN acts as a scripting language by allowing
be crucial to high-performance active network nodes that pidathtweight programs to use the functionality of more powerful
vide safety, security, and interoperability. services.

The flexibility and performance of PAN make it a powerful The PRONTO [12] system from AT&T Research is a discrete-
tool for experimenting with active network technology. Theépproach active networking system that uses control-on-demand
architecture of a PAN node is relatively simple, flexible, antbr achieving performance. Control-on-demand provides for
portable — the current PAN implementation supports multiplgifierent degrees of programmability, ranging from allowing
node operating system environments (within a Linux kernel apdckets to flow through the node without interference to per-
as a UNIX user-space process) and provides support for muiirming active processing on all packets. However, PAN
ple mobile code systems. Almost no changes are required in th@monstrates that it may not be necessary to make this tradeoff
majority of the shared code base when adding support for other packet-oriented networks if the overhead of executing active
operating system environments or mobile code techniques.céde for every capsule is low enough.
public release of PAN will be made available later this year. Joust [13], developed at the University of Arizona, is a
~ Section Il summarizes other work related to this paper, S@gmmunication-oriented platform for building “Liquid Soft-
tion Il describes the design and implementation of PAN, Segmre” [14] systems such as active networks. Built on top of the
tion IV p.resents performance results, and Section V presents gdgpt [15] operating system, Joust provides a high-performance
conclusions. Java runtime system. Experiments [13] have shown that ANTS
runs substantially faster under Joust than under the combination
of Linux and Sun’s JavaVM.

Interest in active networks is fairly recent, having started in In addition to the Liquid Software project, CMU's Proof-
1996 [1]. Surveys of active network research [2] distinguisbarrying Code [16] and Sun Microsystems’ HotSpot [17] tech-
two approaches to active networking: thapsule-basetbrin- nology both aim to develop high-performance mobile code sys-
tegrated approach, used by PAN, and themgrammable switch tems. As this paper demonstrates, these technologies will be
(or discretg approach. The integrated approach usesnks- essential to high-performance active network nodes.
senger paradigni3]: capsules containing both code and data
move through the _network and are executed on thg nodes they I1l. DESIGN AND IMPLEMENTATION
encounter. The discrete approach adds functionality to nodes
out-of-band from the packets being processed by the node.  This section describes the design of PAN and provides in-

Several projects at MIT have been exploring the constructif@rmation about its current implementation; full details can be
and use of active networks. TheTIVE IP Option [4] embeds found in Nygren’s Master’s thesis [18].
small Tcl programs in the option fields of IPv4 packets. The
ANTS system [5] supports rapid prototyping and applications, PAN architecture
specific in-network processing through a capsule-based system ) ) o
written in Java. Several sample applications have been develPAN uses an active network architecture similar to that of
oped using ANTS [5], [6], [7]. The development of PAN drewANTS [5]. In PAN, nodesare connected by unrelialietwork
heavily on many of the ideas developed in the work on ANTENKS. Any node can communicate potentially with any other
Unlike ANTS, however, PAN is designed for performance soode (exceptin the case of network failures) by sendingpa
that it can be used for real applications. PAN introduces tRleacross one or more network links. As capsules pass through
ideas of software segments and panStreams, has a more ffa&-network, they may be processed by any or all of the nodes
ible system for assembling protocols from collections of codgey encounter. Leaf nodes of the network can be connected to
objects, has fewer required elements in the header of capsui@licationsby application links
does not have a global soft state cache, and provides a simplekbstractly, a capsule contains both the data it transports and
and more flexible interface for allowing capsules to deliver dagareference to @aode objectwhich contains instructions to be
to applications. PAN also supports multiple mobile code syevaluated at each node through which the capsule passes. These
tems and optionally runs inside operating system kernels.  instructions can direct the node to pass the capsule towards a

The BBN Smart Packets project [8] is exploring lightweighgestination node, modify the contents of the capsule, pass the
but still expressive, capsule-based active networks. Many &8psule to an application, or access state within the node. If
pects of Smart Packets are similar to PAN. However, the focascode object is not yet available in a nodemand loading
of BBN's work is on network management and diagnosis, whidgtrieves it from some other node.photocolis a group of code
has stronger security requirements and weaker performanceokgects that are designed to work together.
guirements than PAN. Nodes also maintain state that can be accessed by the capsules

Georgia Tech is both developing a programmable switch [8jey process. In non-leaf nodes, this state is alvgayfisstate so
and investigating the use of active networks to reduce netwdhat capsules cannot rely on the persistence of data stored within
congestion. The University of Pennsylvania and Bell Commthe network. Nodes may be restarted periodically, the network
nications are developing a programmable switch that uses Caoglology may be rearranged dynamically, and old data stored
and SML-based programming language technologies [10]. TWéhin nodes may be flushed when capsules attempt to add new
University of Pennsylvania has also developed PLAN [11], @gata.

Il. RELATED WORK
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the kernel.
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C. PAN interfaces

The PAN Node Interfac€PNI) presents code objects, and
hence capsules, with a uniform interface to data types (e.g., hash
tables) and routines for use in accessing memory and other node
resources, for inserting code objects into nodes, for logging sta-
tus information, for sending capsules to other nodes or applica-

A copies and
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Cache
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Code Objest Loader tions, for determining the local node time, and for performing
v 4 v checksum or cryptographic operations. The Java implementa-
PAN Node Interface API tion of the interface was constructed by wrapping the native im-
(provides 3 universalinerface 10 @ network node's esources) plementation and providing finalization routines to free storage
TS # """"""""""" - allocated by that implementation.
Node Operating System Interfaces The PAN Application Library(PAL) enables applications to
[Network nriace ] [ Applcation iniedace ] [Tming ] [Logang ] send and receive capsules. It contains routines for connect-

4 4 %

‘ X ing to nodes, inserting capsules into nodes, and receiving data
Chamorc from nodes. It also provides the same uniform memory creation
and access routines (software segments and software segment
streams) as does PNI.gortmappercode object and associated
PAL routine support the development of port-oriented protocols.

The PNI also provides routines that constrain the interaction
B. Overview of a PAN node between capsules and applications. One method allows capsule

code to obtain an unforgeable reference to the application link

A PAN node evaluates capsule code to completion ierai-  that injected the capsule into the network. This reference can
ronmenthat provides access to node resources through the PAd stored in the persistent state of a code object and used by
Node Interface (PNI). Figure 1 illustrates the node architectuigter capsules to deliver data back to the application. Indeed,
which provides a simple and consistent interface that enabig is the only way for capsules to deliver data to applications.
code objects to run on PAN nodes on a wide range of platformtsus applications can control which code objects can pass data
Uniform interfaces provide portability and code mobility acrosg them, and simple capsules (and some types of server applica-
different node operating systems, and they allow multiple m@ions) can send data rapidly to an application without any need
bile code systems to operate simultaneously within a PAN nogé looking up a port mapping.

Memory within a PAN node is managed throughsaft-
ware segmeninterface, which provides a consistent interface- Code objects

to code objects, minimizes data copies, allows data to be sharegaN code objects contain executable instructions and data,
among code objects, and provides buffer-management functigjkich can be accessed through method or function calls. Code
ality similar to that found in many modern operating systemgpjects specify the type of code they contain and the API the
The memory management abstraction also allows multiple Mmgyde uses (e.g., PAN or ANTS). For the Intel ix86 mobile object
bile code systems to coexist and share the bulk of the underlyge system, each code object contains a single ELF or a.out
node implementation. object (“.0”) file. Nodes link code objects together and resolve
When a capsule arrives at a node, an environment is creagghbols using a binary object code loader derived from a Metro
in which to evaluate it. The environment contains informationink module loader to be included in XFree86 4.0. This mo-
about the origin of the capsule (so that a node can determinefsite code system provides no safety or security, although al-
liably whether the capsule was inserted by an application at #@ugh limited security could be added for some applications
node or received over the network), the capsule’s status (reagyhg cryptographic signatures. For the Java mobile code sys-
to run or waiting for a code object), and the resources the capm, each code object contains a collection of Java class files
sule is using (so that they can be freed when the capsule finistteg are loaded into the node using an instance of a PAN Class-
its execution). In the current implementation, a PAN node onlypader created for that code object.
evaluates one capsule at a time; as in traditional networks, capEach code object has a unigcede object nameavhich con-
sules that arrive when a capsule is being evaluated are quegiets of a cryptographic hash (e.g., SHA-1 [21] or MD5 [22])
for later processing. of the code object’s code. This scheme eliminates the need for
The PAN architecture supports multiple mobile code systenscentralized code naming system, guarantees that capsules are
which can coexist within a node. The current PAN implemem®xecuted using the code objects they specify (assuming that the
tation supports both a simple (and completely insecure) systeapsule wasn’t modified on the wire and that the node has not
for dynamically loading Intel ix86 object code and an interfadeeen compromised), eliminates code versioning problems, and
to any Java Virtual Machine [19] that supports the Java Natigearantees that code objects that reference other code objects
Interface (JNI) [20]. Java is supported currently only in useactually use (the correct version of) those code objects. In addi-
space nodes due to the lack of an in-kernel JavaVM; worktien, capsules enter nodes with a pre-computed hash that can be
in progress on making the Kaffe OpenVM JavaVM work insidased to rapidly look up their code objects in a hash table.

Fig. 1. The architecture of a PAN node.
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Each PAN node maintainscade cachgkeyed by code object transferred and shared between different parts of the system
name, that contains all code objects loaded into the node. Eagthout any need for data copies or virtual addressing tricks.
capsule begins with the name of the code object that should be\ software segment contains a default header and optional ad-
used to process it. On arrival, a capsule’s code object is lookditlonal header fields, which may contain pointers to associated
up in the code cache; if necessary, the code object is loaded dysources. The default header is five words long. It contains a
namically from some node on the path to a home node specifigsinter to a region of data (the “contents” of the software seg-
in the capsule header [5]. Then the code objextseptmethod ment), the length of the data, the (half-word) type of the soft-
is applied to the capsule. In addition to theceptmethod, code ware segment, a (half-word) reference count, a pointer to the
objects may also havait andfinalizemethods that, if present, next software segment in a chain, and a method for finalizing
are called when the code object is loaded and unloaded.  the software segment and freeing any resources associated with

Code objects magependon other code objects, allowing ait.
code object to call functions or access variables or classes iThe networking layers of most modern UNIX-like operating
another code object on which it depends, thereby facilitatisgstems provide a buffer-management system in order to utilize
modular programming and code reuse. Unresolved symbolswwgmory efficiently and to minimize the number of times data
classes within a code object are resolved using the code objéstsopied or touched (e.g., BSD mbufs [25] and Linuxiskfs
on which the code object directly depends. [26]). Software segments provide a buffer management system

Each code object maintains its owoft state— data that cap- for PAN that is able to encapsulate the buffer management sys-
sules leave at nodes for other capsules to access later. Soft $eates of different operating systems, thereby allowing code ob-
can be used, for example, to keep track of protocol state vdeets to run efficiently without knowing anything about the un-
ables, to store capsule data for retransmission, to maintain nagslying operating system. For example, within the Linux kernel
ticast routing tables, or to maintain mappings from port numbémnsplementation, a capsule can be received by a PAN node and

to application links. sent out across the network without copying its contents. Addi-
Because code objects can control which symbols they dienally, no copies are needed when a capsule places its contents
port (e.g., by declaring variables and functions eagern into a node’s soft state for future retransmission. Hence capsules

rather thanstatic ~ or by declaring classes and methods &an be placed speculatively in a soft state cache with almost no
private ), it is possible for a code object to export a narropwerformance overhead.

interface to code objects that depend on it while keeping someSoftware segments allow capsules to be constructed rapidly
state information private. Since soft state is maintained withlry splicing together noncontiguous regions of memory. By
code objects rather than in a global and unified soft state cactieaining together two or more software segments using the
code objects, calleguardians can safely maintain shared state’;next” field, code accessing the software segments can view the
such as routing tables, and require other code objects to ds¢a regions in software segments as being a single contiguous

proper abstractions to access the state. region of memory.
PAN software segments currently can contain regions of mal-
E. Capsules loced or kmalloced memory, memory mapped files, and kernel

Capsules provide the means of communication betweskbuffs. They can also keep track of references to application
P b I'larrﬂ@, overlay portions of some other software segment, and act

nodes in PAN. They contain the name of a code object (a CIYRS containers for other software segments. Different types of

tographic hash), the address of a node on which the code Oblsecﬁware segments may add fields to the default header (e.g.

can be found, and an arbitrary data body. It is up to applica-

. ' . y ay.- up bp ODointers to skbuff headers).

tions and code objects to decide what information goes intd' a rowablesoftwar ment rin iated with h i
capsule’s data body, what needs to be checksummed, and wh owablesoftware segme gassociate each cap

needs to be encrypted. Such a minimal format for capsuless € environment or code object keep track of the software seg-

mtvate by e ert--end argument (2] and by extensiE11e) Eference ey bl sotvareseqmen e e
systems that provide minimal core functionality in order to giv? P J

maximum flexibility to application developers. roL;n the code cach.e. h i ) ¢
The current PAN implementation prefixes capsules with a ecause accessing the honcontiguous reglons of memory en-

link-level header, which contains the next hop destination, tﬁgpsulated by software segments can be tedious, P.AN prowdes
length of the capsule, and any other link-level information r oftware segment stream:ﬂgo callemap_Streamsto s_lmphfy

. : he common tasks of reading and writing sequential items to
quired by the underlying network. . ;

and from a chain of software segments. A panStream contains a

pointer to the current software segment, a pointer into that seg-
ment's data region, and a count of the number of bytes remaining

PAN nodes, code objects, and applications reference regiomshe data region. Operations on panStreams support seeking
of memory through a consistesbftware segmeninterface, forward in streams, copying data between streams, reading and
which hides platform-dependent data structures from code alriting arrays of bytes, performing checksum and cryptographic
jects and from the platform-independent parts of the systeamecksums on regions of memory, reading and writing multi-
Software segments also provide a uniform mechanism to tramke data types in a platform-independent fashion (performing
resources through reference counting. Unlike schemes for stffte-swaps and conversions as needed), and reading and writ-
ware fault isolation [24], software segments allow data to lieg commonly used data types, such as node addresses and code

F. Memory management
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object names. A serializer stub generator generates C code fohen a node receives a capsule, across a network or appli-
reading and writing data structures from and to panStreams. cation link, it calls theaccept method of the capsule’s code

Reading from or writing to a panStream results in a run-timabject, passing the capsule encapsulated as a panStream. When
bounds check. Because of this bounds check, adding panStrearode object sends a capsule to another node, it uses an inter-
primitives to a bytecode language could increase performariaee that sends data starting at the current position of a software
by allowing the elimination of redundant bounds checks. segment. These mechanisms avoid extraneous data copies.

The UNIX user-space implementation uses UDP sockets

G. Soft state to send capsules between nodes using skadmsg and

All soft state stored in a node is associated with individuscvmsg system calls. By usingpvecs , chains of software
code objects. Code objects can store small amounts of sgggments can be sent and received, without the need to copy data
(such as protocol variables) in static variables or static cldesa separate buffer before passing it into kernel-space.
fields, which persist for the code object’s lifetime in the node. The Linux 2.0 kernel implementation sends capsules between
The Intel ix86 mobile object code system requires explicit caliwdes using a special PAN protocol layered on top of IP. This
to make software segments persistent by placing them in a cédteids both interference with other IP-based protocols and the
object’s software segment ring; when container software seyerhead of having an existing protocol, such as UDP, encap-
ments (such as hash tables) are made persistent, the softwalate capsules. PAN wraps the.lskffs that contain arriving
segment resources they contain also become persistent. fiéekets with software segments, thereby giving code objects ac-
Java mobile code system simply uses Java’s garbage collectieas to arriving data without copying it. If a code object wishes
system to prevent software segments stored in fields or objeetpass a software segment back to the node for transmission

from being freed. (as happens in the common case when capsules just send them-
_ . selves on towards their destinations), the node uses thefsk
H. Node implementation already contained within the software segment for retransmis-

There are currently two PAN node implementations, whicfon. The software segment is copied into a nevbs# only if
share most of their code. One runs as a user-space processibi§ 8ewly allocated by the capsule, or if its_bkff is in the pro-
UNIX-like operating system; communication with application§ess of being transmitted by the kernel’s networking layer. This
uses UNIX domain stream sockets, and messages are sergtrégtly minimizes the number of times that capsule data needs
other nodes using UDP/IP packets. The other is implement&de copied.
as a loadable kernel module for the Linux 2.0 operating systemn the common case when a capsule fits within an unfrag-
communication with applications uses a special socket type, dn@nted IP packet and only forwards itself, the data in the cap-
messages are sent to other nodes using a protocol layered or$td is never copied between its receipt by the network interface
of IP. The Linux kernel implementation uses only existing ke®nd its retransmission through another network interface. For
nel interfaces and requires almost no changes to a stock Lifi@me network drivers, untouched capsule data may never even
2.0.32 kernel. It should be relatively straightforward to add a&€ broughtinto the CPU or any caches.
ditional implementations (for example within a BSD-derivative Nodes send capsules to the network by prepending an appro-
such as FreeBSD or even within WindowsNT or on top of driate IP header before calling the kermel_forward ~ func-
Exokernel [27]). tion. PAN nodes let the IP layer deal with fragmenting and un-

Code within the PAN node implementation can be platforfiiagmenting packets that are larger than the maximum size the
independent or platform dependent. The platform-independgfAgerlying network interface can handle. However, the max-
code manages and accesses memory and node resources thiBls capsule size is constrained by the maximum size of an
the unified software segment mechanism, loads and procedBe@acket. At some point it may make sense to allow code ob-
code objects, maintains a cache of code objects, creates cap€@k§ to query nodes as to the largest size capsule that can be sent
environments, and evaluates capsules within their environmetthout fragmentation. This would allow code objects to control
The platform-dependent code handles node addresses, comgansule sizes in order to improve performance—PAN capsules
nicates with applications and across the network, and dispatchegd to be reassembled and fragmented at each node they travel
capsules as they are received. through, while IP routers don't typically incur this cost unless

they need to apply firewall rules.
I. Network links

Nodes within a PAN network communicate with each other IV. EXPERIMENTAL RESULTS

by sending capsules across stateless (and possibly unreliabl&xperiments were conducted to compare the performance of
network links (callechetlinkg. All nodes in a PAN network are the two implementations of a PAN node (in user-space and
identified by unique 128-bitode addresse®ifferent underly- kernel-space) with each other and with a Linux workstation act-
ing implementations are used for the network links, dependiingy as a router. Both the latency incurred by the active network
on whether the network is made up of user-space nodes (whsglstem and the total throughput of the system were measured.
communicate using UDP packets) or kernel nodes (which coiffie experiments demonstrate that an in-kernel active network
municate using a special PAN protocol layered on top of IR)ode executing native object code can forward capsules fast
Since PAN doesn't yet support IPv6, only 48 bits (a 32 bit IEnough to saturate a 100Mbps Fast Ethernet network with 1500
address plus a 16 bit UDP port number) of the node addresslayte packets while taking only 13 percent longer than a tradi-
actually used. tional node to process each packet.
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forwarding to forward packets between the sender and receiver.

{ KEY eersoace || The x/noneconfigurations do not contain a middle node and di-

| @ e cemeinae | LXKEme user/clorw rectly connect the sender and receiver. Finally, inutber/cforw

@ sernose D testa | Ao (O o configuration, the middle node runs a simple user-space UDP

L @smecuoe o 1001 | I ) I POR N ) N POU B forwarder written in C. Comparing the performance of the dif-

sender middle ferent configurations provides insight into where various over-

kernel/active user/active heads come from.

[} @_ﬂ_ _ﬁ_ _‘? The UDP forwarder uses the same system calls as the user-

':“"O'm_d?_o_“ L—ToC_—1°T space PAN implementation, but doesn't do any active process-

cemellpassive sserpassive ing. This conflgurat'lon gives |n§|ght into hqw much of the cost

A aY) 0] of user-space PAN is due to active processing as opposed to how
tato oo i PN ol much is due to the overhead of transferring data to and from

sender middle receiver sender middle receiver user-space.

kernelinone user/none The PAN kernel implementation uses most of the same code
L L@ LU path as Linux IP forwarding, but adds hooks for capsules to per-
‘s Ut ' form active processing, which allow them to take actions other

sender sender than just forwarding themselves towards a destination. As a re-

Fig. 2. Seven different testbed network configurations are used for measurSUIt' the base case performance of PAN will always have S“ghtly

n .
the performance of the user-space and kernel-space PAN implementatlﬁﬁ."er performan(?e tharﬁ standard IP forwardlng._
During the latency experiments, the user-space configuration is used withAll userk configurations were also tested using a JavavVM

both the native ix86 object code and Java mobile code systems. to execute code objects. The JavaVM used was a 1998.12.29
snapshot of Transvirtual’'s Kaffe OpenVM that was configured

. . . . . .to perform JIT translation of JavaVM bytecode.
The experiments using native Intel ix86 object code provmﬁe P y

2 q0od erbound on performance. since the code is nati tIn addition to the seven basic configurations, latency experi-
9 upp u peric » S €1 Ve8nts were also run in kernel/activecopgonfiguration that is
the processor and provides little safety; as a result, it incurs lit

) : o ; entical to thekernel/activeconfiguration except that it uses a
interpretation, compilation, safety, and security overhead. A g P

ditional experiments performed by using a JavaVM to evalu ightly modified PAN kernel node for the middle node alone.

capsules indicate the sorts of performance costs that can be Io_rmally, PAN doesn't need to copy or touch the contents of
P ) P cgpsules, except for capsule headers. The middle node in the
curred by a mobile code system.

kernel/activecopyonfiguration copies all data before sending
it in order to measure how much is actually gained by PAN’s
memory management system.

All experiments were performed on a testbed network con-To see how packet size affects performance, all experiments
sisting of three Linux workstations connected by dedicated 1@@re run using packets that contain 128, 156, 512, 1024, 1500,
Mbps Fast Ethernet network links. In all experiments, a clied604, 2048, and 8192 bytes. In experiments with the PAN ker-
application runs on aendemode and sends capsules towardsrel implementation, these sizes include the 20 byte IP header. In
receivemode, which evaluates the capsules and optionally sed@eriments with the user-space implementation, they include
back a response. The sender and receiver may be connecteliaih the 20 byte IP header and the 8 byte UDP header. This
rectly or through a thirdniddienode. avoids overly penalizing the user-space implementation for hav-

Each machine contains a 200MHz Intel PentiumPro procé’d a larger header size. Because 1500 bytes is the MTU of Eth-
sor, an ISA/PCI motherboard with a 440FX chipset, and 64M&net, the kernel's IP layer fragments and later reassembles any
of RAM. The sender and receiver nodes each contain a singfickets larger than 1500 bytes. Measurements were taken with
DEC DS21140 Tulip-based SMC EtherPower 10/100 netwoBeth 1500 and 1504 byte packets in order to better see the dis-
card running in 100 Mbs half-duplex mode. The middle nodeontinuity caused by packet fragmentation. Note that the Linux
contains two Tulip network cards. The machines are connecl@inel needs to copy packet data in order to fragment packets.
by two Intel Express 100BaseTX hubs. Each machine runs thel he currentimplementation of PAN is essentially untuned. It
RedHat 4.2 distribution of Linux using an unmodified kerneghould be possible to achieve substantial performance gains by
from the kernel-2.0.32-1 package and Version 0.79 ofanalyzing and reducing existing performance bottlenecks.
Donald Becker'’s Tulip ethernet driver.

Seven different testbed configurations are used for the te@ts
(see Figure 2). In the thrdernelk configurations, the sender Measuring and comparing the latencies between PAN nodes
and receiver nodes run the PAN kernelimplementation using ma-different configurations provides insight into the sources of
tive ix86 code objects; in the fourserk configurations, they run performance gains. By comparing the times of tfectiveand
the user-space PAN implementation, also using native ix86 cadpassiveconfigurations, it is possible to determine how much
objects. In thex/activeconfigurations, the middle node runs thenore time is spent performing active processing than simple IP
same PAN implementation as the sender and receiver, and it goowarding. The various/activeconfigurations show how par-
cesses all capsules sent between the sender and receiver. Itichkar design decisions affect performance: Regnel/active
x/passiveconfigurations, the middle node uses the kernel's iEbnfiguration provides a baseline for what can be achieved, the

A. Experimental setup

Measuring latency
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kernel/activecopyconfiguration demonstrates the cost of petarger than the MTU because the overheads are computed rela-
forming copies within the kernel, theser/cforwconfiguration tive to the passive forwarding node which is incurring the cost
helps demonstrate the cost of bringing data into user-spagkgealing with IP fragmentation.
theuser/activeconfiguration demonstrates the cost of running a The user-space PAN implementation has a higher overhead
node in user-space, and flawa-+/activeconfigurations demon- than the kernel implementation, especially for large packet sizes.
strate the additional cost of using a Java mobile code syst@gcause packets are copied to and from user-space, the shape
rather than native ix86 object code. of the overhead curves for the user-space implementation and
Latency was measured for an active ping application, whighe UDP forwarder are similar to the shape of the curve for
behaves similarly to the UNIDping utility that uses ICMP the kernel/activecopygonfiguration. For 128 byte packets, the
ECHO responses to measure round-trip times. Active pinger-space implementation has an overhead relative to the IP
works by sending a ping capsule from a sender to a receiM@rwarder of about 83 microseconds, or over four times the over-
On reaching the receiver, the ping capsule sets a state variafgad of the kernel implementation. For 1500 byte packets, this
indicating that it has reached its destination and then sends itgglérhead increases to almost 130 microseconds, or six times the
back towards the sender. When it reaches the source, the capsudehead of the kernel implementation. Even when compared
uses theportmappercode object to deliver the ping responsegainst the user-space UDP forwarder, the user-space imple-
back to the application. In order to obtain more accurate maaentation still has a considerably higher overhead than the PAN
surements with lower variances, the ping capsule timestaniesnel implementation. It is not immediately clear why this is
itself within the sender node and then calculates the round ttie case.
time on arriving back at the sender node. Each ping capsule confhe performance overhead imposed by using a JavaVM to
sists of a 100 byte header followed by a data body that fills up thepcess capsules is substantial and dwarfs the overhead caused
rest of the packet. Thiava-«/+ experiments run in user-spaceyy copying capsule data across the kernel boundary. For 128
and useping andportmappercode objects that were translateghyte packets, the user-space implementation has an overhead
by hand from their C counterparts. relative to the IP forwarder of about 398 microseconds, which
In addition to being a benchmark, the active ping applicatigs 4.8 times that of the native code user-space version and over
shows how an active network can provide functionality that {51 times the overhead of the kernel-space version. Much of this
special-cased in traditional networks (ICMP ECHO responseg)st seems to be coming from Java’s memory management —
without requiring any special support in the network infrastrughe garbage collector halts capsule processing for hundreds of
ture. microseconds each time it runs. The cost of garbage collection
For each testbed configuration and packet size, 10,000 pis@mortized into thgava-GC-user numbers shown in the fig-
capsules were sent and their round trip times averaged. Thasss. Thejava-noGC-use# numbers do not include the cost
experiments were repeated three times each, and the mediasf @fe garbage collector running (capsules with round-trip-times
the three trials was taken and used. Before any measuremefitsver 150ms are ignored when generating averages since it
were taken, the code objects needed by ping were loaded intdagllkely that the garbage collector ran while the capsules were
of the network nodes. being processed). Even with the cost of garbage collection fac-
Figure 3 shows the end-to-end round trip times of ping catpred out, the processing time for 128 byte packets is still 266
sules under different network configurations. The discontinmicroseconds (or over three times that of the native code user-
ity between 1500 and 1504 bytes is due to packets being fragace version).
mented. To better understand the cost of using the Java mobile code
In Figure 4, the per-capsule latency incurred by the middégstem, timing instructions were hand-inserted to profile where
forwarding node is shown. This latency is calculated by halvingne was being spent during capsule execution on the middle
the difference between the round trip times forile@econfigu- node. This makes it possible to directly compare the cost of ex-
rations and the correspondiagtiveandpassiveconfigurations. ecuting capsules in two mobile code systems while ignoring the
With 128 byte packets, just passive IP forwarding takes ab@dsts of crossing into user-space. The inserted timing instruc-
50 microseconds. For 1500 byte packets the passive forwardiiags return the state of the processor’s cycle counter. This set of
time increases to about 160 microseconds. experiments was performed using 1500 byte packets. Whereas
Figure 5 shows the processing overhead incurred by variassly about 13 microseconds are spent in user-space setting up
configurations relative to either th@assiveor cforw configu- the environment for and executing the native ix86 capsule code,
ration. Because the PAN kernel implementation doesn’t toutB7 microseconds are spent doing the same for the Java cap-
the contents of capsules, the overheadterhel/activerelative sule code. Of this, 45 microseconds are spent creating the cap-
to kernel/passiveemains around a constant 20 microsecondsyle’s execution environment (which primarily involves creating
regardless of packet size. a number of wrapper objects), 72 microseconds are spent read-
This can be contrasted to thernel/activecopyconfigura- ingin the capsule’s header (which involves creating a number of
tion which has an overhead that grows with packet size. Faljects), 29 microseconds are spent writing out modifications to
1500 byte packets, the overheadaativecopyrelative to pas- the capsule header, and 11 microseconds are spentin user-space
sive forwarding grows to over 45 microseconds. Thus, the cakiring the method call to forward the capsule towards its des-
of just copying a packet (about 25 microseconds for a 1500 byitgation. Other parts of the capsule code run in a total of 30
packet) is larger than the entire overhead of active capsule pmtieroseconds. For reference, the instantiation of a single Ob-
cessing. The cost of copying data actually drops for packégst in Java takes about 5.5 microseconds. That it takes more
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Fig. 4. Latency per capsule incurred by forwarding node. The horizontal axis uses a logarithmic scdlgagsilveconfigurations incur similar latencies.
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time for three object creations than for the execution of the ewarding node. This is indicated by the measurements showing
tire native ix86 capsule code (13 microseconds) indicates thiaat theuser/passivandkernel/passiveonfigurations had sig-
substantial improvements are needed in the performance of JaN&antly different throughputs for packets smaller than about
mobile code systems. 4096 bytes. In a system in which end nodes and network col-
Further evaluation is needed to fully understand the impdisions are not limiting factors, both should have had the same
that various aspects of the Java mobile code system have onttlieughputs.
performance of PAN. Additionally, it is possible that other Java For both the kernel and user-space nodes, throughput for
virtual machines may offer better performance than the Kafégnall capsules is limited by the time required for the node to pro-
virtual machine used for these experiments. A number of Jayess the capsules. For the kernel node, these processing times
virtual machines are compared using microbenchmarks in [18}e on the same order as those measured in the latency experi-
Unfortunately, these microbenchmarks don’t compare the cosignts. For capsules larger than about 800 bytes, the throughput
of object creation or garbage collection, both of which havedt over 90 Mbps is high enough to effectively saturate a Fast
significant effect on the performance of capsules running withifthernet network. Prior to this saturation, a small performance
PAN. difference of under 8% can be seen between the throughput of
Finally, Figure 6 shows the active overheads as percentages PAN node and IP forwarding. After the network saturates,
relative to the passive IP forwarder. It shows that the relatiy®th configurations have very similar throughputs.
cost of using an active network drops substantially as packet
size grows. This happens because the passive IP forwarding V. CONCLUSIONS
latency increases with packet size while the active processing
latency remains constant. At its worst, the kernel node has al'he current PAN implementation achieves high performance
38% overhead for 128 byte packets. For 1500 byte packets, & interoperability, but performs only minimal resource man-
kernel-space node incurs only a 13% overhead. For 8192 bggementand does notyet fully address the safety and security is-

packets, this overhead drops to 3%. sues. Experiments performed with PAN indicate that a capsule-
based active network can provide significant flexibility with only
C. Measuring throughput a small performance overhead compared to a traditional network

The throughput of PAN nodes was measured using an gé)_de. The untuned kernel impIemerjtation of PAN is able to sat-
tive flood application that pushes capsules across the netwdfRte @ 100 Mbps Fast Ethernet with .1500 byte' c;apsules with
as rapidly as possible. The flood application first inseftsad an overhead of 13% compared to the time a traditional network
capsule into the source node with an indicator marking it as {igde takes to process capsules. i o
start of a flow. This capsule forwards itself to the receiver node, The most significant challenge to simultaneously providing
where it creates an entry for the flow in soft state, keyed Bygh performance, safety, security, and interoperability in an ac-
the address and port number of the originating application, al\f network is the lack of lightweight and embeddable high-
containing the starting time of the flow. The flood applicatioR€rformance mobile code systems. It may be worthwhile to de-
continues to send capsules towards the receiver, where they/fIOP @ mobile code system just for this purpose — many of the
crement the count of received capsules in the soft state entry/Ritures of the Java virtual machine, such as inheritance, are not
the flow. At intervals specified in the starting capsule, the rg&quired forimplementing active network code objects.
ceiver sends status capsules to the source with the elapsed tinfeiven a mobile code system capable of generating high-
since the start of the flow and the number of capsules receiplity native code, achieving high performance is a matter of
since that time. Updates are sent only periodically to minimi£&reful design. The most important aspects of the implemen-
their effect on measurements. Each flood capsule contains a E§®n involve running within the kernel, not copying or touch-
byte header followed by a data body that fills up the rest of tieg capsule data whenever possible, and evaluating capsules us-
packet. ing code objects that have been converted into native executable
Because flow control and reliable communications prot§ode atload time.
cols have not yet been implemented on top of PAN, measur-Active networks also have the potential to improve overall
ing throughput required care to avoid packet loss. Experimengtwork performance by minimizing redundant or superfluous
were performed by sending as many packets as could be gwiwork traffic. The flexible nature of PAN should help improve
without experiencing significant packet loss, which would hawnd-to-end performance by giving applications as much control
interfered with the measurements. As for latency, the medianasf possible over what happens to their data within the network.
three measurements was taken for each network configuration
and packet size. Also, to eliminate code object load time as a ACKNOWLEDGMENTS
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