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Chapter 1

Intr oduction

Traditionaloperatingsystemssafelymultiplex resourcesfor applicationsby providing commonabstractions

applicationscanuse.While theseabstractionsprovideaportableandprotectedview of thesystem,they only

approximatewhat applicationsneed. Often they provide eithertoo muchor not enoughfunctionality, thus

hindercertainapplication’sperformance.Theexokerneloperatingsystemaddressesthisproblemby applying

theend-to-endargumentto operatingsystems:thekernelonly multiplexeshardwareandprotectsresources,

leaving all softwareabstractionsandresourcemanagementpoliciesfor user-level applicationsto define.To

increaseusability, mostexokernelapplicationsdo not directly communicatewith thekernel,but insteadare

linked with user-level libraries implementingoperatingsystemabstractions.Kaashoeket al [23] showed

that exokernelapplicationsexhibit betterperformance,allow moreflexibility , andoffer morefunctionality

becausetraditionalabstractionscanbeoptimizedbasedonapplicationneeds.

The goal of the thesisis to presenta multiprocessorexokernelcapableof supportingparallelapplica-

tions, and to show that unprivilegedlibrary implementationof operatingsystemabstractionsis viable on

multiprocessorsystems.We aremotivatedby observationsmadeby numerousresearchersthat traditional

multiprocessoroperatingsystemsarenot flexible enoughto supporthigh performanceparallelapplications.

Poorintegrationbetweenuser-level threadsandkernel[3], rigid communicationabstractions[5], andthelack

of applicationspecificinformationin processscheduling[9], for example,canseverelylimit theperformance

gainof runninga parallelapplicationon multiple processors.On an exokerneloperatingsystem,however,

theselimitationsmaynotexist becausetheappropriateschedulingdecisionsandcommunicationabstractions

canbeimplementedby eachapplication.

1.1 Background

Thegoalof exokernelis to securelymultiplex systemresourcesto unprivilegedapplications.Therearefour

importantdesignprinciples.
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1.1.1 Exokernel ProvidesProtection,Not Management

An exokernelprotects,but doesnot manage,systemresources.Throughsystemcalls, it exportsfunctions

that directly affect protection:allocation,sharing,andrevocationof resources.Whento allocate,whento

revoke,andhow to authenticate,on theotherhand,aremanagementpoliciesleft for applicationsto define.

For example,on anexokernelsystem,eachexecutioncontext is known asanenvironment(represented

usingEnv objects).An environmentessentiallyrepresentsa protectiondomain: it definesanaddressspace

andstoresstatesfor thecurrentexecutioncontext. This abstractionis necessaryfor protectedsharingof the

processorandmemory:unlessexplicitly specifiedto be,dataandcodein oneaddressspacearenotvisible in

otheraddressspaces,thereforea maliciousapplicationcannottamperor destroy anyoneelse’s program.On

theotherhand,while exokernelofferssystemcallsfor allocating,deallocating,andschedulingenvironments,

it doesnot imposerestrictionson the organizationof the addressspaceor schedulingof the environment.

Thosedecisionsareleft for applicationsto make.

Dynamicallycreatedhierarchically-namedcapabilities[26] serve asanotherexamplethat protectionis

decoupledfrom management.A processmust specify a capability when usinga systemcall to accessa

resource.Exokernelperformsonly the requestedactionif the capabilitysupplieddominatesthe capability

guardingtheresource.Becausecapabilitiesonaresourcearesuppliedby theapplicationwhenaninitial bind-

ing is created,anexokernelonly enforcesaccessrights,but thedecisionof who shallhave accessprivileges

(i.e.,whatthecapabilitylookslike) is left for applicationsto make.

1.1.2 Exokernel ExposesHardware

An exokernelgivesapplicationsdirectaccessto hardware,ratherthanencapsulatingthemin high-level ab-

stractions.For example,traditionaloperatingsystemsrepresentphysicalmemoryasvirtual memory. Virtual

to physicaladdresstranslationsare managedby the operatingsystem. An exokernel, on the other hand,

multiplexesphysicalmemorydirectly. Virtual to physicaladdresstranslationsaremanagedby applications.

Eachphysicalpageis exposedto applicationsthroughappage object,which storesa pagenumber, status

of thepage(i.e., free,dirty, or usedfor buffer cache),capabilities,andownership.Supplyingthecorrectca-

pabilities,anapplicationcanusesystemcallsto choosewhichphysicalpagesit wantsto use,andwherethey

shouldbe mappedto. Pagefaultsarehandledby applicationsaswell, allowing powerful user-level virtual

memoryabstractionsto beconstructed.For example,anapplicationcanexploit theextra threebits on each

valid x86pagetableentry(i.e.,with presentbit set)to performcopy-on-write;or it canelectto savenetwork

addressesin invalid pagetableentries(i.e., without presentbit set)andperformremotepagingin the page

fault handler.

9



1.1.3 Exokernel Offers BasicInterfaces

Exokerneloffer basicinterfacesthat applicationscanuseasbuilding blocks for higher level abstractions.

Theseinterfacescanhave default behaviors, aslong asthey canbe by overriddenby applications.For ex-

ample,exokernelprovidesa protectedcontrol transfermechanismthat allows context switchingfrom one

environmentto anotherin a safeway: kernelchangesthe programcounterto an agreed-uponvaluein the

callee,donatesthecurrenttime sliceto thecallee,andpassesdatato thecalleethroughregisters.Protected

control transferis basicenoughthatapplicationscanuseit to implementothercontrol transferabstractions,

suchassynchronousor asynchronousIPC. On theotherhand,applicationscanchoosenot to useprotected

controltransferandimplementIPCanotherway. For example,throughsharedmemoryandpriority schedul-

ing, asdoneonUNIX.

1.1.4 Unpri vilegedExtensibility RequiresProtectedSharing

Someextensiblesystems[1, 8, 16, 30] allow applicationsto altersystembehaviors by insertingapplication

specificextensions.To ensuresafety, thesesystemsoftenapplyrestrictionsonwhereandhow extensionscan

be insertedandexecuted.In comparison,the exokernelapproachto extensibility providesmorepower: an

exokernelonly securelymultiplexesavailablehardware,leaving all systemabstractionsfor applicationsto

constructandusein library operatingsystems.Recursively applyingthis approachto extensibility, someab-

stractionsdefinedby thelibrary operatingsystemplacetheirstatesin sharedmemory, giving eachapplication

theoptionof implementingevenmorecustomizedabstractionsbasedon thesestates.

An importantconsequenceof thelibrary operatingsystemstructureis thatapplicationscannottrusteach

other. This propertystemsfrom the fact that unlike traditional implementationsof systemabstractions,li-

brariesareunprivilegedandcanbemodifiedor replacedat will. Thus,whensharinga commonresource,a

processlinkedwith a library cannottrustotherprocessesto exhibit similar behaviors.

Becauseexokernelapplicationsarenot trusted,providing protectedaccessto operatingsystemabstrac-

tionsbecomeimportant.While placingabstractionsin a privilegeddomain(e.g.,insidea protectedmethod

[12] or a server) providesprotection,it reducesextensibility andperformance.Instead,anexokerneloffers

two mechanismsfor implementingsystemabstractionsin anunprivilegedyet safefashion.One,exokernel

requireshierarchically-namedcapabilitiesbe specifiedon eachsystemcall. In orderto accessa sharedre-

source,a processmustsupply the correctcapability[26]. This preventsa maliciousprocessfrom gaining

reador write privilegesto protectedmemorypages.Two, an uniprocessorexokernelprovidesrobust criti-

cal sections:inexpensive critical sectionsimplementedby logically disablingsoftwareinterruptsandusing

restartableatomicsequenceson the rareoccasionthat the critical sectionis interruptedbecauseof fairness

violations[7]. Asidefrom negotiatingconcurrency, critical sectionsarecrucial to protectedsharing:whena

processmanipulatesshareddatain acritical section,it candependontheshareddatato remainconsistentun-

til theendof thecritical section.Consequently, protectedsharingcanbeprovidedif processesusedefensive
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programmingto verify thecorrectnessof theshareddataat thebeginningof eachcritical section.

The advantageof placingabstractionsin sharedmemoryis extensibility. Sometimes,however, shared

memorycannotbe used. Whenapplicationsemanticsrequirestrict invariantsto be preserved, sharedre-

sourcesare often placedin privilegeddomains. Forcing processesto usethesedomainscan be doneby

implementingthedomainsasIPC servers,protectedmethods[12], or downloadablekernelmodules[8]. For

example,whenprocessesshareafile systemthatrequiresfile modificationtimesbeaccurate,diskoperations

mustbe guaranteedto modify file accesstime. Processessharingthis file systemmusteitherhave mutual

trustin eachother, or sharethefile systemthroughaprivilegeddomain.

In threecases,however, placingabstractionsin sharedmemoryis sufficient. One,whenprocesseshave

mutualtrust,shareddatacanbeplacedin sharedmemorypageswith capabilitiesonly theseprocessesown,

hencesafefrom maliciousapplications.Two, sharedmemorycanbeusedbetweenprocesseswith unidirec-

tional trust.For example,sharingof resourcesbetweenaparentprocessandanuntrustedchild processoccur

frequentlyin UNIX. Often, the parentprocesscreatesa resourcefor the child processto use,but doesnot

carehow theresourceis beingusedafterit is handedoff to thechild. In thiscase,if thechild processcorrupts

theresource,it is at theexpenseof thechild processitself. Network serversoftenfollow this organization:a

privilegedprocess(e.g.inetd) acceptsanetwork connections,forks,andthendropsprivilegein thechild to

performactionson behalfof aparticularuser. While theparentandthechild sharestheconnection,thestate

of theconnectiononly mattersto thechild. Three,whenmutuallyuntrustedprocessesshareanabstraction

with verifiableor no invariants,this abstractioncanbeplacedin sharedmemoryaswell. If a maliciouspro-

cesstamperswith thesharedresource,otherprocessescanusedefensiveprogrammingtechniquesto protect

themselves. For example,Engler[13] describesa UNIX pipe implementationthat usesa sharedrecordto

track thenumberof bytesin thebuffer usedfor thepipe. While it would bedesirablefor this bytecountto

remainconsistent,it is asoftwareengineering,ratherthanprotection,issue.Sincetherearenoguaranteeson

thesensiblenessof thedatain thepipe,knowing how many bytesarein thepipeprovidesno gain.

1.2 Contrib ution of the Thesis

This thesisappliestheexokernelprinciplesto a multiprocessorcomputer. Thetwo majorcontributionsare:

1. This thesispresentsa working multiprocessorexokernelthatmultiplexesmultiple processorsto appli-

cations.

2. This thesisdemonstratesthatunprivilegedlibrary implementationof operatingsystemabstractionsis

viableonamultiprocessorsystem.It presentsasimplemultiprocessorlibrary operatingsystem,named

VOS.
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1.2.1 A Multipr ocessorKernel

A multiprogrammedsystemoffers virtual parallelismto applications,whereasa multiprocessorcomputer

offersphysicalparallelism,in the form of multiple processors,to applications.Previousexokernelsareall

designedfor uniprocessorcomputers.We presentSMP-Xok,a working multiprocessorexokernelthatmul-

tiplexesprocessorsusingthreenew interfaces:messagepassingbetweenprocesseson differentprocessors,

kernelsupportfor multithreading,andflexible multiprocessorscheduling.

1.2.2 Building Multipr ocessorLibrary Operating Systems

In previous uniprocessorlibrary operatingsystems,critical sectionshave beenusedextensively to provide

protectedsharingof abstractionsin sharedmemory[11]. Providing critical sectionsin a multiprocessorli-

braryoperatingsystem,however, is moredifficult. Onanuniprocessorexokernelsystem,only oneprocessis

runningatatime. Mutualexclusioncanbeeasilyprovidedby disablingsoftwareinterrupts(notrelinquishing

controlof theprocessoruntil critical sectionis completed),thereforetemporarilydisallowing otherprocesses

from running.On a multiprocessorsystem,however, multiple processesmayberunningconcurrently. This

implies thata critical sectionmustbeguardedusingsystem-wide,not processor-wide, primitives. Existing

multiprocessorsynchronizationtechniques(e.g.memorylocksandconditionvariables)arevoluntary. Criti-

cal sectionscanbeprovidedif processesareexpectedto usethesetechniques.Sinceexokernelapplications

areuntrusted,this expectationcannotbemade.Consequently, traditionalsynchronizationtechniquescannot

beused.

This thesisintroducesthe Copy-Modify-Replace(CMR) algorithmthat negotiatesconcurrency among

untrustedprocesses:first, a privatecopy of theshareddata,writableby oneprocessbut readableby all other

processes,is obtained;then,theprivatecopy of theshareddatais modified;last,if nocontentionhasoccured,

theprivatecopy replacesthepreviousversionof thedatawith apointermodification.TheCMR algorithmis

optimistic. It assumesthatmaliciousprocessesdo not exist. Whenthis assumptionis provenfalsethrough

correctnesscheckson theshareddataand/ordetectionof a brokenvoluntarymutualexclusionprotocol,the

critical sectionis eitherterminatedor retried.

1.3 RelatedWork

Thereis a plethoraof researchliteratureon multiprocessoroperatingsystems,mostfocuson differentsyn-

chronizationstrategiesandtechniques.Severalpapersinfluencedthis thesisheavily.

Andersonet al [2, 3, 4, 5] discussoperatingsystemsupportfor multiprocessorcomputers.In particu-

lar, muchemphasishasbeengiven to the implicationsof differentdesignsandimplementationsof thread,

communication,andschedulingsystems.Threecontributionsfrom theirwork influencedthedesignandim-

plementationof SMP-Xok.One,adecentralizedapproachto structuringsystemservicesonamultiprocessor
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computerremovessynchronizationbottlenecks,thusimprovesglobalperformance.Two, user-level threads

aremoreefficientthankernelthreadsbecausethreadoperationsdonotrequirekernelcrossing.Three,flexible

schedulingsupportandexplicit event notificationcanimprove the performanceandfunctionality of thread

andcommunicationpackages.

Herlihy [19] proposesa generalmethodologyfor implementingconcurrentdatastructureswith non-

blocking synchronization.Whenunexpecteddelays(e.g.,pagefaults,hardwareinterrupts,andscheduling

preemption)and/orfailuresoccurto aprocess,blockingsynchronizationcanpreventotherfasterandhealthy

processesfrom enteringcritical sectionsguardedby locks the failing processholds. This starvationcauses

performancedegradations.Non-blockingsynchronizationtechniquessolve this problemby taking the ap-

proachthat critical sectionsshouldbe provided by individual processes:whenenteringa critical section,

eachprocessoptimistically assumesthat thereareno contention.Anticipating that the assumptionmay be

false,a duplicatecopy of the shareddatais usedto preventmodificationsby contendingprocesses.At the

endof thecritical section,if theassumptionis shown to befalse,thecritical sectionis retried.Otherwise,the

duplicateddatareplacestherealdata(usuallydonethrougha pointerswap). This approachallowsa process

to completeits critical sectionif otherprocesseshavebeendelayedor crashed.This thesispresentsasimilar

synchronizationtechniquethat negotiatesconcurrency amonguntrustedprocesses.In our case,in addition

to fighting delaysandfailures,we alsotry to preventmaliciousprocessesfrom tamperingthedatastructure

while anotherprocessis in a critical section.

1.4 ThesisOrganization

Chapter2 describessynchronizationstrategiesin SMP-Xok.Chapter3 describesthreenew interfacesoffered

by SMP-Xok: messagepassing,kernelsupportfor multithreading,andmultiprocessorscheduling.Chapter

4 describessynchronizationissuesin a library operatingsystem,focusingon analgorithmthatprovidessyn-

chronizationamonguntrustedprocesses.Chapter5 presentssomeexperimentalresults.Chapter6 concludes.

1.5 SoftwareAvailability

Sourcecodeof SMP-Xok,themultiprocessorexokernel,andVOS,themultiprocessorlibrary operatingsys-

tem,canbedownloadedfrom theexokernelhomepage:http://www.pdos.lcs.mit.edu/exo/.

13



Chapter 2

Kernel Synchronization

SMP-Xok usesspinlocksandread-writelocks to synchronizekerneldatastructures.Threeothersynchro-

nizationmechanismsareoften employed in a multiprocessorkernel: semaphores,conditionvariablesand

non-blockingalgorithms.Semaphoresandconditionvariablesarewell suitedfor multithreadedpreemptive

environments,wherea threadwaiting for a busylock canbesuspendedto makeroomfor otherthreads(e.g.

thethreadholdingthelock). An exokernelis non-preemptive,hencethesemechanismscannotbedeployed.

Furthermore,sincenon-blockingalgorithmsaredesignedto combatdelaysfrom preemption,they do not

providevisiblebenefit.

This chapterpresentsSMP-Xok’s synchronizationstrategy. We focuson synchronizationbetweenker-

nels runningon differentprocessorsconcurrently. We discusssynchronizationissuesbetweenkerneland

applicationsin a laterchapter.

2.1 Overview of Synchronization Strategies

The granularityof synchronizationdirectly contributesto the performanceof a synchronizedkernel. With

coarse-grainedlocking,a longcritical sectionor a largeamountof shareddataareprotectedby asinglelock.

Therearetwo advantagesto usingcoarse-grainedlocking. One, the overheadof synchronizationis small

becauseonly onelock acquireoperationis neededfor eachcritical section.Two, it is simpleto reasonand

implement.Coarsed-grainlockingreducescomputationparallelism,however. Whenlongcritical sectionsare

used,contendingprocessorsareforcedto wait for a long time, thusdecreasingprocessorutilization. When

a lock is usedto guarda largeamountof data,critical sectionsthatusedifferentsubsetsof thedataappear

to contendwith eachother. Fine-grainedlocking solvesthesetwo problems:a critical sectioncanbebroken

up into smallercritical sections;anddatacanbe brokendown into smallerpieces,eachsynchronizedby a

separatelock. Fine-grainedlocking increasesthe overheadof synchronization,on the otherhand,because

morelock operationsareneeded.Hence,striking a balancebetweenwhento usefine-grainedlocking and
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whento usecoarse-grainedlocking is very important.

A goodsynchronizationstrategy minimizeslock contention,latency of lock operations,and the over-

all overheadof synchronization.To achieve thesegoals,SMP-Xok appliesthe following principleswhen

decidingwhatform of synchronizationto use:

� When data are localizedto eachprocessor, no synchronization is needed. For example,eachpro-

cessorhasits own quantumvector. Kernelschedulersrunningon differentprocessorsdo not needto

synchronizeagainsteachother.

� When contention is high, but causedmostly by readers,useread-write locks. For example,each

processhasa list of capabilitiesit can useto accesssystemresources.While this list is seldomly

updated,it is readon every systemcall. Thus, usinga read-writelock reduceslocking bottleneck

becausein mostcasesthelock acquireoperationdoesnot block. SMP-Xokalsousesread-writelocks

to synchronizetheuseof packetfilters.

� When contentionon a sharedresourceis high and mostly amongwriters, usefine grained locking

on the resource.For example,synchronizationof theppage objectsthatrepresentphysicalmemory

pagesareprovidedby spinlocks,oneoneachphysicalpage.

� When contention on a shared resourceis low or when it is on the slow path, usecoarse-grained

locking with spinlocks.For example,thequeueof IPCmessagesfor eachprocessis rarelycontented,

andtheentirequeueis guardedby onespinlock.

2.2 Synchronization Algorithms

2.2.1 Wait-in-CacheSpinlocks

Synchronizationusingspinlockshasbeenheavily studiedin pastliterature. Therearetwo major concerns.

One,in a preemptive environment,the useof spinlockscancausesignificantperformancedegradationand

priority inversionwhenthe processor threadholding a spinlockis preempteddueto schedulingdecisions,

pagefaults,or hardwareinterrupts[18, 25, 31]. This is notaconcernin SMP-Xok,however, becauseexoker-

nelsarenon-preemptive. Two, on certainarchitectures,trivial implementationsof spinlockscanslow down

critical sectionsandcausecommunicationbottleneck[2]. We discussthis problemin thenext section.This

sectiondescribestheimplementationof await-in-cachespinlock.

Eachspinlockin SMP-Xokcontainsa lock byteandanusagecounter. Theusagecounterof a spinlock

canbeutilized by applicationsto providedsynchronizedreadof kerneldatastructures(seeSection4.2.1).A

simplespinlockimplementation(Figure2-3presentsalgorithmin C) usesanatomictest-and-setprimitiveto

acquirea lock sitting in mainmemory. If thelock is busy, theacquireoperationblocksuntil thelock canbe

reacquired.To avoid unnecessarymemorywrites issuedby thex86 test-and-setimplementation(presented
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char testandset(char* lock)�
char t = *lock;
*lock = 1;
return t;�

Figure2-1: An implementationof atomictest-and-set.This codesegmentmodelsthexchg instructionon
x86architectures.

unsignedint doublecmpxchg(unsignedint *p1, unsignedint *p2,
unsignedint v1, unsignedint v2,
unsignedint n1,unsignedint n2)�

if (*p1 == v1 && *p2 == v2)�
*p1 = n1; *p2 = n2;
return 1;�

return 0;�

Figure2-2: Specificationfor atomicdoublecompare-and-swap: atomicdoublecompare-and-swapcanbe
implementedusingthecmpxchg8b instructionon x86architectures.

typedef struct�
char lock;
unsignedint owner;
unsignedlong usage;�

spinlock t;

perprocessorvariable
unsignedint my cpu id; /* processoridentification*/

void spinlockacquire(spinlockt *s)�
while (s� lock == 1 ��� testandset(&(s� lock)) == 1); /* first wait in cache,thentry to do testandset*/
s� owner= my cpu id;
s� usage= s� usage� 1;�

void spinlock release(spinlockt *s)�
s� usage= s� usage� 1;
s� lock = 0;�

Figure2-3: Wait-in-cachespinlock
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in Figure2-1), theacquireoperationfirst waitsfor thevalueof thelock to changein its cache.Whenthelock

is released,thecachecoherenceprotocol,implementedin hardware,updatesthecache.

2.2.2 Queue-basedSpinlocks

Whenusedin shortcritical sections,wait-in-cachespinlockcausessignificantperformancedegradation.This

possibledegradationis triggeredby expensive bus transactionsissuedby thePentiumProhardwareto pre-

servecachecoherenceacrossmultipleprocessors[21]. Considerthefollowing sequenceof events.

Referto Figure2-4. Supposeanumberof processorsarespinningreadingthelock variablein theircaches.

Whenthe lock is released,the memorywrite in the lock releaseproceduretriggersa ReadFor Ownership

(RFO)bustransaction,which invalidatesall cachedcopiesof thelock. Eachprocessorwill thenincura read

missto fetchthenew valuebackinto its cache.Eachreadmisscausesa BusReadLine transaction.Thefirst

Bus ReadLine transactionis snoopedby the processorthat just releasedthe lock, andtriggersan Implicit

Write Back response.This responseprovidesthe updatedlock valueto the requestingprocessor, andalso

updatesthememory. SubsequentBusReadLine transactionsobtaindatafrom thememory.

Readmissesaresatisfiedserially. Someprocessorswill receiveasharedcopy of thelock beforethelock

is reacquired.Eachof theseprocessorswill performa test-and-setoperation,andonewill succeed.The

test-and-setoperationissuesaRFOtransactionbecauseit needsto modify thelock 1. Thus,eachtest-and-set

operationagaininvalidatesevery cachedcopy of thelock, forcing processorsthathadbeenspinningin their

cachesaftera failed test-and-setattemptto readmissagain. Eventually, the last processorperformsa test-

and-set,forcing every otherprocessorto incur onelast readmiss. Thesebus transactionsnot only increase

the latency of eachlock operation,but alsomay slow down the processorin critical sectionby consuming

busbandwidth.

This sequenceof eventsis depictedin Figure2-4. In this figure,bustransactions,eventson four proces-

sors,andthestatusof the cacheline (Invalid, Shared,Exclusive, or Modified)containingthe lock variable

areshown on correspondingtime lines, in temporalorder. In this example,processor1 re-acquiresthe lock

after processor0, initially holding the lock, releasesit. Processor2 and3 contendfor busbandwidthafter

processor1 hasalreadyacquiredthelock. Theshadedregionshowsunnecessarybustransactions:processor

2 andprocessor3 eachperformsanunnecessarytest-and-set,andprocessor3 causesprocessor2 to incur an

additionalreadmiss.

Sinceeachprocessorwaiting on the lock cancauseall otherprocessorsto incur cachemissesby per-

forminganunnecessarytest-and-set,thenumberof bustransactionscausedby thehardwarecachecoherence

protocolis proportionalto thenumberof processorssquared.For longcritical sections,thesebustransactions

have insignificanteffectson performance.For shortcritical sections,however, thebustransactionsdominate

1Evenif theimplementationof test-and-setusesa compare-and-swap instructionwhereif thecomparefails theswapnever occurs,
this RFOtransactionstill occurs.TheIntel architecturerequiresthecompare-and-swap instructionto be issuedwith a LOCK prefix to
guaranteeatomicity. Whenaprocessorreceivesa lockedoperation,it first executesaRFOtransactionto bring theline into its cachefor
exclusive write.
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Figure2-4: Bus transactionscausedby the trivial implementationof spinlock: bus transactionsarearrows
with italic labels.RFO:readfor ownershiptransaction.BR: busreadline transaction.ImplicitWB: implicit
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performance,especiallyasthenumberof processorsin thesystemincreases.

Andersonet al. [2] proposeseveralspinlockdesignalternativesto combatthis performancedegradation.

SMP-Xokimplementsoneof thesealternatives,usinga queueanda “ticketsystem.” Insteadof waiting on a

singlelock variable,whena processorcontendsfor a lock, it usesanatomicreadandincrementinstruction

to obtainanuniqueticket. Eachticketcontainsa booleanvariable,initially setto false. Whena processor

is allowedto enteracritical section,its ticketvalueis changedtotrue by thepreviouslock holder. Because

ticket numbersare obtainedusing an atomic readand incrementinstruction,and the processorwith the

lowestticket numberis grantedthe lock first, ticketseffectively ordersall waiting processorsinto a queue.

Thisalgorithmis shown in Figure2-5. Wisniewski et al. [31] alsodescribesa similaralgorithm.

This ticketmechanismreducesunnecessarybustransactionsbecausealock is nevercontended,but rather

handedoff to thenext waiting processor. Whenticketsareallocatedto differentcachelines,eachhandoff

triggersthreebus transactions:a RFO transactionissuedby the previous lock holderprior to changingthe

booleanvalue,a cachemisstransactionissuedby onewaitingprocessorfor readingthebooleanvalue,anda

RFOtransactionissuedby thatwaitingprocessorprior to resetingthebooleanvalue.Hence,theoverheadof

eachlock operationis constant.

2.2.3 Read-Write Locks

On somesharedresources,readoperationsoccurmuchmorefrequentlythanwrite operations.For example,

SMP-XokusestheDynamicPacketFilteringsystem[14] to filter network packets.An applicationdownloads

packet filters for network packetsit wantsto receive. The kernelconstructsa decisiontreebasedon these

filters. Whena packet arrives, the destinationof the packet canbe determinedby searchingthe decision

treeusinga simplebacktrackingscheme.While thedecisiontreeis traversedfor every packet received,it is

modifiedonly whennew filters aredownloaded.

Whenreadoperationsdominatewrite operations,SMP-Xok usesread-writelocks to negotiateconcur-

rency. Read-writelocksprovidemutualexclusionfor write operations,but allow multiple readoperationsto

occursimultaneouslywhenthereareno write operations.This type of synchronizationreducesbottleneck

becausemostlikely readoperationscanoccurwithout spinwaiting.

Figure2-6 presentsan implementationof read-writelock. This implementationusesan atomicdouble

compareandswapoperation(seeFigure2-2) to preventmultiple write operationsor a readoperationanda

write operationto occurconcurrently. SMP-Xokimplementstheatomicdoublecompareandswapoperation

usingthex86cmpxchg8b instruction.

2.2.4 Non-blocking TechniquesAr e Not Useful

Non-blockingsynchronizationalgorithmsuseatomicinstructionssuchasdoublecompare-and-swapor linked-

load/store-conditionalto optimistically updateshareddatawith new values. Whenmultiple updatesoccur
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typedef struct�
bool tickets[P];/* P: numberof processorsin thesystem*/
unsignedint next ticket;
unsignedlong usage;�

queuelockt;

initial values
bool tickets[0]= true;
bool tickets[1...P-1]= false;
unsignedint next ticket = 0;

perprocessorvariables
unsignedint my cpu id; /* processoridentification*/
unsignedint myTicket; /* processor’s ticket,onefor eachqueuelockinstance*/

unsignedint readand increment(unsignedint *v)
/* atomic.modelsthexadd instructiononx86 architectures*/�

t = *v
*v = *v � 1
return t�

void queuelockacquire(queuelockt *q)�
myTicket= readand increment(&(q� next ticket))modP;
while (q � tickets[myTicket] == false);
q� tickets[myTicket] = false;
q� usage= q� usage� 1;�

void queuelockrelease(queuelockt *q)�
q� usage= q� usage� 1;
q� tickets[(myTicket+1)modP] = true;�

Figure2-5: A scalablespinlockimplementationusingqueuesandtickets.
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typedef struct�
unsignedint nreaders;
int writer;
unsignedlong usage;�

rwlock t;

void rwlock readacquire(rwlockt *r)�
unsignedint nreaders;

retry:
while (r � writer != � 1);
nreaders= r � nreaders;
if (doublecmpxchg(&r� nreaders,&r � writer, nreaders,� 1, nreaders� 1, � 1) == 0)

goto retry;�

void rwlock readrelease(rwlockt *r)�
/* usex86atomicdecl to implementthefollowing line */
r � nreaders= r � readers� 1;�

void rwlock write acquire(rwlockt *r)�
while (doublecmpxchg(&r� nreaders,&r � writer, 0, � 1, 0, my cpu id) == 0);
r � usage= r � usage� 1;�

void rwlock write release(rwlockt *r)�
r � usage= r � usage� 1;
r � writer = � 1;�

Figure2-6: Implementationof read-writelock
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concurrently, only oneis permittedby the underlyinghardware. This synchronizationtechniquehasbeen

usedmostly to reducetheadverseeffectsof preemptionduringa critical section[18, 19, 25], animpossible

scenariounderthenon-preemptiveexokernel.

Originally, we hadintendedto usenon-blockingsynchronizationalgorithmsin SMP-Xokfor a different

reason:ondatastructuressuchasqueues,stacks,andlinkedlists,anon-blockingoperationhaslowerlatency

thenspinlockacquireandreleasebecauseacompare-and-swapinstructionthatchangestheheadof thequeue,

stack,or linkedlist atomicallycanoftenreplacea lock acquire,thepointermanipulation,anda lock release.

While this is true in theory, it is not the casein practiceon the x86 architecture:we usednon-blocking

synchronizationon severalkernelqueues(e.g.,memorybuffer queuefor malloc)andobservedno effectson

the performanceof kerneloperationsusingthosequeues.The intuition behindthis observation is that the

performancegainof this trick aresosmall that they areeasilydominatedby cacheperformance,especially

whenprocessorscontendfor the critical sectionby repeatedlyretrying. Subsequently, we have abandoned

non-blockingsynchronizationalgorithmsin favor of theeasyto understandspinlockandqueuelock.

2.3 Implementation

This sectiondescribesthe synchronizationstrategies employed for several datastructuresand algorithms

within SMP-Xok.

2.3.1 Envir onments

An exokernelenvironment,representedby anEnv object,describesa processor a thread.TheEnv object

collectsrun-timestatistics,storerun-timestates(e.g. registersduring a kernel trap), maintaininformation

suchas environmentID and grantedcapabilities,and communicateinformation betweenapplicationand

kernel.

Synchronizationof Env objectsis trivial. Becausean environmentcanonly executeon oneprocessor

at a time, collectionof run-timestatisticsandsaving of run-timestatesareracefree. Somedata,suchas

environmentID andaddressspaceID, aresetonceonly, thereforedonotneedto besynchronized.Datasuch

as the IPC messagering andwakeuppredicatesarerarely contented.They aresynchronizedwith simple

spinlocks. A read-writelock is usedto synchronizethe list of capabilitiessincereadoperationsdominate

write operationson this list.

For synchronizationof theschedulingsystem,seeSection3.4.

2.3.2 Physical Memory

Eachppage objectusesaseparatespinlock.Additionally, thelist of freepagesis synchronizedwith its own

lock. This locking granularityworkswell. Frequentoperationson the list of freepagesareshort(insertion

andremoval), thusa single lock for the list suffice. Sincephysicalmemoryusagefor every environment
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varies,protectingmorethanoneppage objectwith eachspinlockdoesnot make sense:eithertherearetoo

many ppage objectsprotectedby thesamespinlock,thuscausingsynchronizationbottleneck;or thereare

few ppage objectsperlock,andchancesof accessingtwo physicalpagesusingthesamelock becomesmall.

Finegrainedlocksyield low contention.Consequently, simplewait-in-cachespinlocksareusedwithout

sacrificingthroughput. Thereare two benefitsto this decision. The first benefitconcernsmemory. Each

cacheline is 32 byteslong on theIntel memoryarchitecture.Becauseeachticket mustresideon a separate

cacheline for improvedcacheperformance,if asystemsupports16processors,it wouldneedover512bytes

of memoryper lock for storingtickets. Whenresourcesaresynchronizedwith fine grainedspinlocks,this

memoryoverheadcould be overwhelming. For example,on a dual SMP systemwith 256 megabytesof

physicalmemory, thenumberof ppage objectsis well over 60,000.If eachppage objectusesa scalable

spinlock, the amountof memoryoverheadreaches32 megabytes.Using the trivial implementation,each

spinlockresideson a cacheline, yielding a smallmemoryoverheadof lessthan2 megabytes.Thesecond

benefitconcernslatency. The trivial algorithmhaslower lock acquireandreleaselatenciesbecauseit does

not needto performenqueueanddequeueoperations.Sincelatency is a concernwith fine grainedlocking,

thetrivial algorithmbecomesattractive.

The kernelmalloc implementationusespoolsof pre-allocatedbuffers to improve performance.Each

pool is protectedby a singlespinlock.Operationson a pool aremostly insertandremoval of buffers. These

operationsareshortandnot a sourceof bottleneck.

2.3.3 Device Interrupt

SMP-XokusestheAdvancedProgrammableInterruptController(APIC) to handleinterrupts.An IO-APIC

unit is programmedto routeinterruptsgeneratedfrom externaldevices(e.g.,network card)to theAPIC of

every processor, which in turn interruptsthe processor[20, 22]. Thereare two typesof interrupts: edge

triggeredandlevel triggered.A processormustacknowledgea level triggeredinterruptby sendinganEnd-

Of-Interrupt(EOI) signalto theIO-APIC beforeanotherinterruptcanbesentby theIO-APIC.

Synchronizationof edgetriggeredinterrupts,suchasinterruptsfrom devicesontheISA bus,is doneusing

two test-and-setoperations.Thisalgorithmis shown in Figure2-7. Edgetriggeredinterruptsareassertedhigh

for only a busclock cycle. Hence,eachedgetriggeredinterruptwill bedetectedby theIOAPIC only once.

WhenanAPIC interruptsa processor, thekernelrunningon thatprocessorfirst setsaninterruptpendingbit

usingtest-and-set.If no otherprocessorsarein the middle of handlingthis interrupt,the interrupthandler

is called. Mutual exclusionof the interrupthandleris doneby the secondtest-and-set.Furthermore,the

interrupthandlerexecutesin awhile loop,andonly stopsrunningwhentheinterruptpendingbit is no longer

set.

Level triggeredinterrupts,suchas interruptsfrom deviceson the PCI bus, arehandleddifferently. A

level triggeredinterruptis assertedhigh andremainshigh for morethanonebusclock cycle. If theinterrupt

remainsunmaskedon the IO-APIC during this period,the IO-APIC may generatemorethanoneinterrupt
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Eachphysicaldevicehasits owndevice datastructure,containingaintr pending byte
andain intr byte.

In interrupthandler:

testandset(&intr pending);
while (intr pending	 0 && testandset(&in intr) == 0)�

while (intr pending	 0)�
intr pending= 0;
run interrupthandlingcode�

in intr = 0;�

Figure2-7: Algorithm for handlingedge-triggeredinterrupts

messagesto the processors.This effect is called IRQ storming. SMP-Xoksolvesthis problemby masking

theinterruptontheIO-APIC beforesendingtheEOI signal.Whentheinterrupthandlerfinishes,theinterrupt

is unmasked.A consequenceof maskingandunmaskingtheinterruptaroundtheinterrupthandleris thatthe

interrupthandleris automaticallyrace-free.

EachDMA baseddevice usesa linked list of DMA descriptorobjectsto storepackets. Eachtime a

descriptorobjectis removedfrom thelist (e.g.,storedaway for demultiplexing),anew onereplacesit. Onan

uniprocessor, thereis onepool of DMA descriptorring. To avoid a potentialbottleneck,SMP-Xokallocates

aseparatepool for eachDMA device. Becausedevicesarealreadysynchronized,insertionandremoval from

localpoolsareracefree.

Packetsdemultiplexedto applicationsarestoredin packet rings.Eachpacket ring is synchronizedwith a

separatespinlock.

2.4 Summary

SMP-Xokusesthreetypesof locksto synchronizeits datastructures:wait-in-cachespinlocks,queue-based

spinlocks,andread-writelocks.

Wait-in-cachespinlocksusethe test-and-setprimitive to provide mutualexclusionfor processors.Al-

thougheasyto implement,whenusedin shortcritical sections,it causessignificantperformancedegradation.

This degradationis triggeredby expensive bustransactionsissuedby thePentiumProhardwareto preserve

cachecoherence.

Queue-basedspinlocksusequeuesprocessorswaiting to obtaina lock. Whena lock is released,thenext

processoron the queueis notified. Queue-basedspinlocksreduceunnecessarybus transactionsbecausea

24



lock is nevercontended,but ratherhandedoff to thenext waitingprocessor.

Read-writelocks aredeployed in SMP-Xok to synchronizeread-onlydatastructuresor datastructures

thatrarelychanges.
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Chapter 3

Exokernel Support for Multipr ocessing

In additiontouniprocessorexokernelinterfaces,amultiprocessorexokernelmustmultiplex additionalproces-

sorsfor applications.SMP-Xokoffersthreenew interfacesnot foundon uniprocessorexokernels:message

passingthroughkernelmaintainedmessagebuffers;multiple environmentsrunningwithin thesameaddress

space;andmultiprocessorscheduling.

Thischapterfirst describesinter-kernelmessaging,akernelto kernelcommunicationmechanismusedby

SMP-Xokto preserveTLB coherenceandpropagateschedulingrequests.It concludeswith apresentationof

eachof thethreenew interfaces.

3.1 Inter -Kernel Messages

Occasionally, copiesof the kernelrunningon differentprocessorsmustcommunicatewith eachother. For

example,virtual to physicaladdresstranslationsarecachedon TranslationLook-asideBuffers (TLBs) on

eachprocessor. Thekernelis responsiblefor maintainingTLB coherenceacrossmultipleprocessors.Hence,

whena translationis changedon oneprocessor, otherprocessorsthatarerunningin thesameaddressspace

mustbenotifiedof thechange.Wediscusspreservationof TLB coherencein moredetail in Section3.3.3.In

this section,we presentakernelto kernelcommunicationmechanismcalledinter-kernelmessaging.

An inter-kernelmessageis a 64-bit messageaccompaniedby a possibleinterruptionof the processor

receiving themessage.Figure3-1showswhathappenswhenaninter-kernelmessageis sent.Eachprocessor

is givenan inter-kernelmessagequeue.Thesendingprocessorof aninter-kernelmessagepushesthe64 bit

messageontothereceiving processor’smessagequeue.An inter-processorinterruptis thengeneratedby the

sender. Upon receiving the interrupt,the receiving processor’s interrupthandlerdispatchesmessagesin its

messagequeueto specifichandlers.

An inter-processorinterrupt (IPI) is similar to a device interrupt, except the sourceof the interrupt is

anotherprocessorratherthana device. Physically, a processorgeneratesanIPI by talking to thelocal APIC
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Figure3-1: Generationanddelivery of an inter-kernelmessage.Step1: CPU 0 generatesa messageand
putsit ontoCPU2’s messagequeue.Step2: CPU0 asksits APIC to initiate anIPI targetedat CPU2. Step
3: CPU 0’s APIC sendsIPI to CPU 2’s APIC. Step4: CPU 2’s APIC interruptsCPU 2. This last stepis
unreliable.

(AdvancedProgrammableInterruptController).ThelocalAPIC sendstheIPI onabusconnectingall proces-

sors.TheAPIC for thetargetprocessorreceivestheIPI andinterruptsthetargetprocessor. IPIsareunreliable:

althoughan IPI will alwaysreachtheAPIC of the targetprocessor, occasionallythe APIC maynot deliver

theinterruptto theprocessor.

Anticipatingthepossiblelossof IPIs,aroutinethatcheckstheinter-kernelmessagequeuefor all pending

messagesis invokedateverytimerinterrupt.Upondiscoveringpendingmessages,eachmessageisdispatched

to the appropriatehandler. This givesa boundedlatency of 10 ms for processingthe first messageon the

queue.Sincelost IPIs arevery rare,this occasionallong latency is acceptable.Furthermore,unlessIPIs are

lost, the messagequeueis rarely full becauseeachprocessorcanhandlea messageassoonasit comesin.

Whenthemessagequeuebecomesfull, messagesaredroppedfrom theback.

An exokernelsystemdoesnot receive interruptswhile executingin kernelmode. A potentialdeadlock

couldoccurif processorA is spinwaiting for a responsefrom processorB, andprocessorB is spinwaiting

for aresponsefrom processorA. Thisdeadlockis avoidedeasily:whenaprocessorspinwaitsfor aresponse,

it periodicallychecksits messagequeuefor pendingmessages.

3.2 Inter -ProcessCommunication thr oughMessagePassing

On anuniprocessorexokernel,fastinter-processcommunication(IPC) canbe implementedusingprotected

control transfer. Protectedcontrol transferguaranteestwo importantproperties. First, to applications,a
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/* a messagering entry*/
typedef struct msgringent�

struct msgringent*next;
unsignedint free;
char buf[32];�
msgringentt;

unsignedint sysmsgring setring (msgringent t head)
unsignedint sysmsgring modring (msgringent t new, msgringent t old, unsignedint replace)
unsignedint sysmsgring delring ()
unsignedint sys ipc sendmsg(unsignedint e,unsignedint size,unsignedint address)

unsignedint sys ipi (unsignedint k, unsignedint c, unsignedint e)

Figure3-2: IPC relatedsystemcalls in SMP-Xok. Theargumentc is a processorID. Theargumente is an
environmentID.

protectedcontrol transferis atomic: onceinitiated it will reachthe calleeimmediately. Second,the kernel

will not touchcalleesavedregisters,hencetheseregisterscanbeusedasbuffersto passdatafrom thecallee

to thecaller. IPC on amultiprocessorsystem,however, hasdifferentrequirements.We examinewhy:

� Atomicity is impossibleto achieveacrossprocessorsbecausetwo processescommunicatingwith each

othermaynotberunningconcurrently.

� With appropriateschedulingsupport,usingsharedmemoryto implementIPConamultiprocessorsys-

temcaneliminatethecostof context switch[5]. Sinceeachenvironmentmanagesits own physicalto

virtual addresstranslation,exokernelmustprovidea mechanismthatapplicationscanuseto negotiate

thephysicaladdressof a sharedmemoryregion.

� While protectedcontroltransfercanbeusedfor thatpurpose,becauseit is upcallbased,onamultipro-

cessorsystemit mayforceaprocessqueuedto runononeprocessorto migrateto adifferentprocessor.

This is againsttheexokernelprincipleof providing only protection,but not managementof resources.

� Alternatively, passingdatabetweenprocessesondifferentprocessorscanbeachievedthroughmessage

passingusingkernelmaintainedmessagebuffers.SMP-Xoksupportsthis form of messagepassing.

3.2.1 MessagePassingWith Kernel Maintained Buffers

An IPCmessageis 32byteslong. SMP-XokmaintainsanIPCmessagering for eachenvironment.Thestruc-

tureof themessagering is definedby thekernel,but themessagering objectof eachenvironmentis created

in user-spaceanddownloadedinto thekernelby thatenvironment.This approachallows anenvironmentto

processIPC messagesby readingandwriting to thering objectdirectly, without makingany systemcalls.

Figure3-2presentsmessagepassingrelatedsystemcalls.Semanticsof thesesystemcallsare:
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� sysmsgring setring: downloadsthespecifiedring into kernelastheIPC messagering for thecurrent

environment. The kerneldoesnot usethis ring directly. Instead,it constructsa duplicatering using

kernelvirtual addresses(the entirephysicalmemoryis mappedinto the higherhalf of eachaddress

space,accessiblyonly by thekernel),ratherthanapplicationvirtual addresses,aspointersin thering.

While constructingthis secondring, the kernelverifieseachpointer in the ring, makingsurethat it

pointsto a region of the memorythat the environmentis allowed to modify. Having a separatering

preventsthering structureor virtual addressmappingto bechangedto point to aprivilegedlocationof

thememory.

� sysmsgring modring: modifiesapreviouslydownloadedring at thegivenpointerin thering.

� sysmsgring delring: removesapreviouslydownloadedring.

� sys ipc sendmsg:exokernelkeepsaring index for eachmessagering. If thedesignatedenvironment’s

messagering hasa free entry at its currentring index, the IPC messageat the specifiedaddressis

copiedontothatentry. Thering index is subsequentlyincremented.If themessagering doesnot have

afreeentryat theoriginal ring index, themessageis dropped.Sincethemessagering is createdin user

space,anenvironmentcanfreea messagering entryby settingits freefield.

A sleepingenvironmentcanusea wakeuppredicate[15, 23] to monitor its IPC messagering: a wakeup

predicatethat returnstruewhenever the IPC messagering becomesnon-emptycanbedownloadedinto the

kernelbeforeanenvironmentgoesto sleep.WhenanIPC messagearrivesat thering, thekernelscheduler

wakesup theenvironment.

3.3 Kernel Support for Multithr eading

SMP-Xokallowsmultipleenvironmentsto executewithin thesameaddressspace.Onanuniprocessorexok-

ernel,eachenvironmentrunswithin its own addressspace.Thenotionof multiple threadswithin anaddress

spaceis left for the applicationto define. This decisionwas influencedby the observation that user-level

threads,givenadequateschedulingsupport,aremoreefficient [3, 5]. While this observation is still trueon

a multiprocessorsystem,physicalprocessorsmustbe multiplexed. Becausean environmentcanonly exe-

cuteon oneprocessorat a time, to supportthreadsexecutingconcurrentlyon differentprocessors,multiple

environmentsmustbe allowed to executewithin the sameaddressspace,thereforesharingthe samesetof

user-level threads.

3.3.1 Interface

SMP-Xokoffersthefollowing new systemcall:
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� sysenv clone(unsignedint k) - createsan environmentthatusesthesameaddressspaceasthe cur-

rent environment. k is a capability index. The correspondingcapability is usedto protectthe new

environmentandits Uareaobject.

3.3.2 Implementation

Thedecouplingof environmentandaddressspaceis donein threesteps:

1. Decouplepagedir ectory fr om addressspace.Ona multiprocessorexokernel,aseparatecopy of the

kernelrunson eachprocessor. Eachkernelrequiresits own kernelstackandsomephysicalpagesto

storeper-kerneldata(e.g.,CPUidentifier, pagefault mode,etc). Insteadof indexing anarrayof stack

objectsandphysicalpages,SMP-Xokusesa separatepagedirectoryfor eachprocessor. Thesepage

directoriesbelongto the sameaddressspace:all virtual to physicaladdresstranslationsareshared

amongthesedirectories,exceptthosefor kernelstackandper-kerneldata.Pagedirectoriesof thesame

addressspacearestoredin anAddrSpace object,synchronizedusinga spinlock.

2. Decoupleenvir onment fr om addressspace.Insteadof embeddingapagedirectory, eachEnv object

hasa pointerto anAddrSpace object.

3. Insert Uareapageandpick appropriate pagedir ectoryon contextswitch. Eachenvironmenthasan

Uareapagewheredatasharedbetweenthekernelandapplicationarestored(e.g.addressesfor upcall

handlers).Whenakernelcontext switchesto anenvironment,it insertsthatenvironment’sUareapage

into thepagedirectoryfor thecurrentprocessor. Thatpagedirectoryis thenusedto performthecontext

switch.

Sinceit is uncommonthat differentenvironmentsof the sameaddressspacewill be runningon the

sameprocessor, this pagedirectory insertionis not alwaysdone. A tag is usedto rememberwhich

environmentlastuseda pagedirectory. If thevalueof the tagmatchestheenvironmentidentifier, no

insertionis done.

3.3.3 Preservation of TLB Coherence

Whenthephysicaladdressmappingof avirtual addressis modifiedononeprocessor, thekernelis responsible

for flushingtheTLB entry for this virtual addresson all processorsrunningin theaddressspacewherethe

changeoccured.Thisprocedureis calledTLB shootdown.

Figure3-3 presentsthe TLB shootdown algorithmusedin SMP-Xok. The first for loop sendsa TLB

invalidateinter-kernelmessageto every processorrunningin the addressspacewherethe mappingchange

occured. The secondfor loop waits for ever TLB flush to completebeforeproceeding.The inter-kernel

messagecontainsa TLB INVALIDATE command,anda pointerto a 32 bit locationcontainingthe virtual
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unsignedint vaptr[P][P];
void tlb invalidate(unsignedint va,unsignedint addrspaceid)�

int i;
if (currentaddressspaceID == addrspaceid)

invalidatelocalTLB;
for (i=0; i 
 P; i ��� )�

vaptr[my cpu id][i] = 0;
if (i == my cpu id) continue;
if (addressspaceof processori == addrspaceid)�

vaptr[my cpu id][i] = va;
sendinter-kernelmessageto processori, encodingtheTLB INVALIDATE

commandand&vaptr[my cpu id][i] in the64 bit message;�
�
for (i=0; i 
 P; i ��� )�

while (vaptr[my cpu id][i] != 0)
checkinter-kernelmessagequeueandprocesspendingmessage�

�

Figure3-3: TheTLB shootdown algorithm

addresswhosemappinghasbeenchanged.Upon receiving a TLB INVALIDATE inter-kernelmessage,a

kernelflushestheTLB entryfor thegivenvirtual address,thenwritesa zeroto theaddresscontainedin the

message.This laststeptells thesendingprocessorthata TLB flushis completed.

3.4 Multipr ocessorScheduling

Traditionaloperatingsystemsmultiplex theCPUthrougha priority-basedschedulerimplementedin kernel,

oblivious to the run-timebehaviors of applications.Consequently, the schedulingneedsof an application

cannotbesatisfied[3, 6, 9]. Exokernelsolvesthisproblemby exportinga minimal schedulingabstractionto

its applications[15]. Schedulingcanbedoneeitherin acentralizedfashion,throughahierarchicalscheduler

applications,or in a decentralizedfashion,by applicationsthemselves.

An uniprocessorexokernelrepresentsa processorasa linearvector, whereeachelementcorrespondsto

a time slice,or quantum.An application,supplyingthecorrectcapability, canscheduleitself ononeor more

quantaon thevector. Thevectorprovidesthenotionof executionorderandtime bound:schedulingis done

round-robinby cycling throughthe vectorquantumby quantum,andinvoking the applicationscheduledat

eachquantum.At theendof thequantum,kerneldeliversasoftwareinterruptto theapplicationby upcalling
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unsignedint sysquantum alloc (unsignedint k, int q, unsignedint c, unsignedint e)
unsignedint sysquantum set(unsignedint k, int q, unsignedint c, unsignedint e)
unsignedint sysquantum fr ee(unsignedint k, int q, unsignedint c)
unsignedint sysquantum get (unsignedint k, unsignedint c)
unsignedint syscpu revoke (unsignedint k, unsignedint c, unsignedint e)

Figure3-4: Schedulingrelatedsystemcallsin SMP-Xok.Theargumentc is a processorID. Theargumentq
is a quantumID. Theargumente is anenvironmentID.

to a known address.Theapplicationis thengivena shortgraceperiodto give up theprocessorbeforebeing

forcefully interrupted.

A multiprocessorexokernelextendsthis abstraction:SMP-Xok representseachprocessorwith a single

quantumvector. An exokernelapplicationcanscheduleitself onquantafrom any oneor all vectors.Thisab-

stractioncanbeusedto provide latency or throughput.A compute-intensiveapplicationwith a high amount

of parallelismcancreateandschedulea threadto run on eachprocessor, thereforeusingconcurrency to im-

proving executionlatency. On theotherhand,applicationswith limited parallelismcanschedulethemselves

evenlyacrossall processorsto achievebetterthroughput.

3.4.1 Interface

Figure3-4presentsschedulingrelatedsystemcallsin SMP-Xok.Thesemanticsof thethesesystemcallsare:

� sysquantum alloc: allocatesquantumq onprocessorc for environmente. If q is not free,returnerror.

� sysquantum set: replacestheenvironmentscheduledfor quantumq onprocessorc with environment

e. If q is not alreadyscheduled,returnerror.

� sysquantum fr ee: deallocatesquantumq onprocessorc. If q is not free,returnerror.

� sysquantum get: returnthequantumnumberof thecurrentquantumon processorc.

Eachof thesesystemcallstake,asoneof its arguments,acapabilitynumberk. Thekernelusesk to index

the list of capabilitiesownedby the calling environment. During a sysquantum alloc call, the supplied

capabilityis copiedontothenewly allocatedquantum.Subsequentsysquantum setandsysquantum fr ee

callsmustsupplya capabilitythatdominatesthecapabilityon thisquantum.

Thesyscpu revokesystemcall reschedulesenvironmente if it is runningonprocessorc: if environment

e hasnot received a software interruptduring the durationof the currentquantum,processorc generates

thesoftwareinterrupt. This systemcall servesasa resourcerevocation[15] mechanismfor multiprocessor

scheduling.Onanuniprocessor, this serviceis not necessaryasonly oneenvironmentis runningat a time.

Revocationis implementedusing inter-kernel messaging(seeSection3.1). When syscpu revoke is

invokedon a processor, the local kernelchecksif environmente is indeedrunningon processorc. If so, it
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void syscpu revoke (unsignedint k, cpuid c, envid e)�
if (cpu[c].currentprocess.id!= e)

return;
if (currentprocess.capabilities[k]doesnotdominateremotequantum)

return;
sendinter-kernelmessageto c with e encodedin the64 bit message�

Onprocessorc, in theinter-kernelmessagehandlingroutine:

if (currentprocess.id!= e)
continue;

if (currentprocessalreadybeennotifiedof a revocation)
continue;

revoke processor(); /* revoke processor()proceduresendssoftwareinterruptto currentprocess*/

Figure3-5: An algorithmfor revokingaprocessrunningon anotherCPU

sendsaninter-kernelmessageto c, with e encodedin themessage.Uponreceiving themessage,processorc

ensuresthate is running,andgeneratesasoftwareinterruptif onewasnotsentearlier. Checkingto ensurethat

e is runningon c occurstwice, onceon theprocessortheoriginal systemcall is invoked,onceon processor

c. Only thesecondoneis necessary. Thefirst checkalonewould resultin a racecondition,we do it solelyto

cutdown generatingunnecessaryinterrupts.Thisalgorithmis depictedin Figure3-5.

syscpu revokealsotakesa capabilitynumberk. Thecorrespondingcapabilitymustdominatethecapa-

bility on thequantumthattherescheduleenvironmentis scheduledon.

3.4.2 Implementation

Eachquantumvectoris implementedasavectorof quantum objects.Thequantum datastructurecontains

theidentifierof theenvironmentscheduledto runat thisquantumandthenumberof clock ticksaccumulated

by this environmentduring the durationof the quantum.Thereareseveralplacesthata quantumvectoris

modified: in the systemcalls exportedto managethe vectorand in a kernel’s round-robinscheduler. The

systemcallsaresynchronizedusingspinlocks.Thekernelround-robinschedulerdoesnot requiresynchro-

nizationfor two reasons.First, quantumvectorsarelocalizedto eachprocessor, thereforeconcurrentkernel

schedulersdo not contendwith eachother. Second,for eachquantum instance,theIntel memoryarchitec-

tureguaranteestheenvironmentID variableandtheclock tickscounter, both32bits,canbereadatomically.

Becausesystemcallsmanipulatingthequantumvectorsonly modify thesetwo variables,nosynchronization

is necessary.

An exokernelallows an environmentto be runningonly on oneprocessorat a time, becausethe data

structurerepresentingtheenvironmentis usedto communicateandstoreinformationbetweenthe threadof

computationin theenvironmentandthekernelthattheenvironmentis runningon. Whena kernelscheduler
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encountersa quantumwith anenvironmentcurrentlyrunningon anotherprocessor, thequantumis skipped.

SMP-Xok doesnot guaranteekernelschedulersrunningon differentprocessorsaresynchronizedwith

eachother. For example,if oneprocessoris currentlyrunningusingquantumnumberone,otherprocessors

may be usingquantaof differentpositionson their respective vectors. This asymmetryis dueto the non-

uniform loadon eachprocessor.

3.4.3 User-level Scheduling

Hierarchicalschedulers[17, 29] can be usedon uniprocessorsystemsto implementdifferent scheduling

policies.Exokernelsystemsoffer a yield interfacefor hand-off scheduling.A schedulerfor a processgroup

canallocatea setof quantumandscheduleits processesvia yield. Subsequently, eachprocesscanfurther

scheduleotherprocessesor threads.A yieldoperationinvolvesakernelcall, acontext switch,andanupcall.

On a dual PentiumPro 200Mhz machinerunning SMP-Xok, it takes 4 microseconds.On quantaof 80

milliseconds,this is anacceptableoverhead.

On a multiprocessorsystem,user-level schedulerscanbesimilarly constructed.A multithreadedsched-

ulercanallocateasetof quantumacrossdifferentprocessors.Eachthreadof theschedulerrunsonadifferent

processor. Theseschedulingthreadscansharea singlerun queue,or useper-processorrun queueandwork

stealingto dispatchotherprocesses[4, 10]. Synchronizedscheduling(e.g.,gangscheduling[27]) canbe

doneby usingthesyscpu revoke interface.

3.5 Summary

SMP-Xokusesinter-kernelmessaging,a kernelto kernelcommunicationmechanismimplementedwith In-

tel’s inter-processorinterrupts. Inter-kernelmessagingis usedfor two purposes:preserve TLB coherence

acrossprocessorsandactively notify anotherprocessorof schedulingrequests.

A multiprogrammedsystemoffersvirtual parallelismto applications,whereasamultiprocessorcomputer

offersphysicalparallelism,in the form of multiple processors,to applications.SMP-Xokoffers threenew

interfacesfor multiplexing processors:messagepassing;multiple environmentsrunning within the same

addressspace;andmultiprocessorscheduling.
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Chapter 4

Synchronization in a Multipr ocessor

Library Operating System

The atomicity of a critical sectiondictatesthat whena processentersa critical sectionto modify a shared

state,thestatecannotbechangedby anotherprocessuntil thecritical sectionends.Thisguaranteeenablesan

efficient implementationof protectedsharing.Uponenteringa critical section,a processcanusedefensive

programmingtechniquesto verify thecorrectnessof thesharedstate.If thestateis correctat thebeginning

of a critical section,thena processcanexpectthestateto becorrectat theendof thecritical sectionaswell.

In previousuniprocessorlibrary operatingsystems,asidefrom negotiatingconcurrency, critical sectionshave

beenusedextensively to implementprotectedsharingof abstractionsin sharedmemory[11].

On uniprocessorexokernelsystems,inexpensivecritical sectionsareimplementedby logically disabling

software interruptsandusing restartableatomicsequenceson the rareoccasionthat the critical sectionis

interruptedbecauseof fairnessviolations[7]. Disablingsoftware interrupts,however, doesnot work on a

multiprocessorsystembecauseprocessesrunningon differentprocessorsmay concurrentaccessthe same

resource.Hence,a system-wide,ratherthanprocessor-wide, synchronizationtechniquemustbe employed

to providecritical sectionson a multiprocessorsystem.Popularsystem-widesynchronizationtechniquesare

memorylocks,semaphores,or optimisticnon-blockingalgorithms.Becauseexokernelapplicationsarealso

untrusted,thesevoluntarytechniquescannotbeused.

Synchronizationbetweenuntrustedprocessesdiffer from traditionalsynchronizationproblemsonly in

that maliciousprocessesexist. Malicious processescan do two things. One, while in a critical section,

maliciousprocessescantamperwith theshareddataandthereforeviolatetheatomicityguaranteeof acritical

section.Two, maliciousprocessescanperformdenialof serviceattacksby neverrelinquishrightsto acritical

section. Thesetwo problemsaresimilar to the two problemsthat Herlihy’s non-blockingsynchronization

techniques[19] address:delaysandfailures.

Whenunexpecteddelays(e.g. pagefaults,hardwareinterrupts,andschedulingpreemption)and/orfail-
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uresoccurto aprocess,blockingsynchronizationcanpreventotherfasterandhealthyprocessesfrom entering

critical sectionsguardedby locksthefailing processholds.Thisstarvationcausesperformancedegradations.

Non-blockingsynchronizationtechniquessolve this problemby taking the approachthat critical sections

shouldbeprovidedby individualprocesses:whenenteringa critical section,eachprocessoptimisticallyas-

sumesthat thereareno contention.Anticipating that the assumptionmay be false,a duplicatecopy of the

shareddatais usedto preventmodificationsby contendingprocesses.At theendof thecritical section,if the

assumptionis shown to befalse,thecritical sectionis retried.Otherwise,theduplicateddatareplacesthereal

data(usuallydonethrougha pointerswap). This approachallowsa processto completeits critical sectionif

otherprocesseshavebeendelayedor crashed.

In a library operatingsystem,denialof serviceattackson a critical sectionareanalogousto unexpected

delaysandfailures.Preventingmalicioustamperingof shareddatacanbeconsideredaspreventingmodifica-

tionsby contendingprocesses.Therearethreedifferences.One,duplicatedcopiesof theshareddata,made

by eachprocessthatwantsto modify thedata,needto beprotectedfrom otherprocessesto preventmalicious

tampering.Two, becausepreviousmodificationsto theshareddatacannotbe trusted,theshareddatamust

bevalidatedbeforeuse. If theshareddatais found to be incorrect,thequestionof how to continueshould

beleft for programmersto decide.Three,retriesshouldbedonecarefullyto preventstarvationby malicious

processes.

This chapterpresentsa synchronizationtechniquethatcapturesthesesimililarities anddifferences.Like

Herlihy’s algorithm,this techniquehasthreesteps:first, a privatecopy of the shareddata,writable by one

processbut readableby every otherprocesses,is obtained;then,theprivatecopy of theshareddatais mod-

ified; last, if no contentionhasoccured,the privatedatareplacesthe previous versionof the shareddata

with a pointermodification.While thecopy stepcanbeexpensive,we demonstratethat it canbeavoidedin

severalcommoncases.Additionally, wedescribehow this techniqueis usedin implementingconcurrentand

protectedsharingof TCPsockets.

We do not addresssynchronizationissueswithin a library or betweentrustedprocesses.Suchsynchro-

nizationcanbetrivially providedwith voluntarytechniques(e.g.,thosedescribedin Chapter2).

4.1 An Algorithm For Synchronization BetweenUntrusted Processes

WeintroducetheCopy-Modify-Replace(CMR) algorithmfor synchronizedaccessto shareddataamongun-

trustedprocesses.beforeenteringa critical section,a processmakesa copy of the sharedstate. While in

critical section,the processworks on this copiedversion,free of tampering.After the critical section,the

process“replaces”thesharedstatewith thecopiedversion,by modifyingapointer. To negotiateconcurrency,

CMR assumesthatno maliciousprocessesexist: it usesa voluntarysynchronizationprotocol,suchasmem-

ory lock, to provide mutualexclusionfor cooperative processes.If this assumptionis false,the algorithm

recoverseitherthroughvalidatingtheshareddataor by detectinglock failures.In a latersection,we present
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a variantof theCMR algorithmthatusesnon-blockingsynchronizationinsteadof memorylocks.

Figure 4-1 presentspseudo-codefor the CMR algorithm. We usethreekinds of variablesto model

sharingof memoryin an operatingsystem.A global variablecanbe readandmodifiedby every process.

This is equivalentto placingthevariablein unprotectedsharedmemory. A privatevariablecanonly beread

andmodifiedby the oneprocess.This modelsa programvariablein the addressspaceof that process.A

protectedvariablecanbereadby everyprocess,but canonly bemodifiedby oneprocess.Thisis equivalentto

placingthevariableon a memorypagemappedread-writein theaddressspaceof oneprocessandread-only

in addressspacesof all otherprocesses.

Whenaprocesscreatesa pieceof data,thecontentis storedin data[i].buf, wherei is theID of the

creator. Whenthisdatabecomesshared,theinitial valueof latest is settoi by thecreator. Whenaprocess

Pwishesto modify theshareddata,it copiescontentof data[latest].buf todata[P].buf (linesA3

to A10). ProcessP thenmodifiesdata[P].buf (linesA14-A16). Sincedata[P].buf is protected,no

otherprocesscanmodify it. Lastly, to replacetheshareddatawith themodifiedversion,latest is changed

to P (line A17). By usingthelatest variable,we avoid having to copy theshareddatatwice.

To ensuregracefulrecovery from corrupteddata,after a copy of the shareddatais obtainedfrom an

untrustedprocess(line A11 determinesthe trust relationship),thevalidate procedureis calledto verify

its correctness(line A12). If verificationfails,thebail procedureis called(line A13). Theimplementations

of validate andbail areapplicationspecific.Generally, it would bea goodideato throw anexception

in thebail procedureto warnuserthatamaliciousprocesswasdetected.

The mem barrier() routine is neededto serializereadingof the versionnumberand the memory

copy. ThePentiumPromemoryarchitectureperformsreadoperationsspeculatively [22]. Sincetheversion

numberis updatedon anotherprocessor, the most recentupdateto the versionnumber, althoughalready

retiredby thatprocessor, maybesitting in thatprocessor’spendingstorequeueinsteadof theglobalmemory

image(a combinationof cacheandmain memory, but not the pendingstorequeue),thereforenot visible

to other processors.If the secondversionnumberread(line A11) is speculatively performedbeforethe

memorycopy, aninconsistentmemorycopy canbeexecutedeventhoughthetwo versionnumbersreadare

equal.Memorybarrierspreventoutof orderreads.They canbeimplementedon PentiumProwith eitherthe

cpuid instructionor a lockedread-modify-writeinstruction.

Thecopy-modify-replacesequence(linesA2 to A17) alonepreventstamperingof datain a critical sec-

tion, but doesnot provide mutualexclusion: cooperative processescanstill modify differentcopiesof the

shareddataat the sametime. To solve this problem,the CMR algorithmprotectsthe copy-modify-replace

sequencewith a voluntarymutualexclusionprotocol, suchasacquiringandreleasinga memorylock, as

shown in Figure4-1 (linesA1 andA18). Thevoluntaryprotocolis usedoptimistically: we assumethatno

maliciousprocessesexist, andrecover whenthis assumptionis false. Thereare two waysto detectwhen

this assumptionis false:throughvalidationof theshareddata(line A12) andthroughdetectionof whenthe

voluntarymutualexclusionprotocolis broken.

37



typedef struct�
unsignedint version;
char *buf;
unsignedint size;�
versioneddatat;

/* globalvariables*/
unsignedint latest; /* lastmodifiedby thisprocess*/
memorylock t l; /* aspinlock*/

/* privatevariables*/
unsignedint self; /* ID of currentprocess*/

/* protectedvariables*/
versioneddatat data[self]; /* to eachprocess:data[self]is writable,*/

/* for eachi != self,data[i] is readable*/

A1 memorylock acquire(&l,t) /* acquirelock, wait for t ticks */
A2 if (latest!= self) /* did I lastmodify this data?*/
A3 tmp v = data[latest].version; /* copy versionnumber*/
A4 if (tmp v % 2) /* someoneis modifying thedata,lock corrupted*/
A5 bail();
A6 membarrier(); /* seeSection4.1*/
A7 memcpy (data[latest].buf,data[self].buf,data[latest].size); /* memcpy(from,to, len) */
A8 membarrier(); /* seeSection4.1*/
A9 if (data[latest].version!= tmp v) /* versionchanged,lock corrupted*/
A10 bail();
A11 if (!trusted(latest,self)) /* trustthis process?*/
A12 if (!validate(data[self].buf)) /* is datacorrupted?*/
A13 bail();
A14 atomic inc(data[self].version); /* atomicallyincrementversionnumber*/
A15 ... /* updatedata[self].buf */
A16 atomic inc(data[self].version); /* atomicallyincrementversionnumber*/
A17 latest= self; /* let everyoneknow I have thelastestversion*/
A18 memorylock release(&l); /* releaselock */

Figure4-1: CMR: a synchronizationtechniqueamonguntrustedprocesses

38



typedef struct�
unsignedint lock;�
memorylock t;

unsignedint memorylock acquire(memorylock t *m, unsignedlong t)�
/* acquire,wait for t amountof time*/

unsignedlong i = currenttime();
while (currenttime() 
 i � t)

if (testandset(&(m� lock))) /* seeFigure2-1 for specification*/
return 1;

return 0;�

unsignedint memorylock release(memorylock t *m)
�

m � lock = 0;
�

Figure4-2: A memorylock implementationwith limited waiting in its acquireoperation

Becausethememorylock livesin unprotectedsharedmemory, a maliciousprocesscanprevent it from

working correctly by either hoardingthe lock or prematurelyreleasethe lock when anotherprocesshas

it. The CMR synchronizationtechniqueguardsagainstthe secondform of attackby attachinga protected

counter(i.e. only one processcan incrementit, but everyonecan readit) with eachcopy of the shared

data.All countersareinitially zero. Eachtime a processwishesto updateits own copy of theshareddata,

it incrementsthe counterbeforeandafter the update(lines A14 andA15, respectively). Therefore,if the

counteris odd (lines A3 to A5), or if the counterafter memorycopy doesnot equalto the counterbefore

memorycopy (linesA9 andA10), thelock is corrupted.Thebail procedureis calledto recover from such

corruptions(linesA5 andA10).

Preventinga maliciousprocessfrom hoardingthe memorylock is muchmoredifficult. A lease-based

lock, whereeachprocesscanonly hold the lock for a limited amountof time, solvesthis problem. Lease-

basedlocks,however, requirea trustedentity to enforce“leasing”, thereforenot practicalin oursystem.

We choseto addressthis problemreactively, ratherthanproactively. This decisionstemsfrom thereal-

ization that if a maliciousprocesshoardsthe lock, that processcanalsocorrupt the shareddataandcause

thebail procedureto becalled.Therefore,trying to protectagainsthoardingis not necessary. If a process

waitson thelock for too long, a warningcanbeissued,or bail canbeinvoked. Figure4-2 givesa simple

memorylock implementationthatwaitsfor a givenamountof time in its acquireoperation.

Synchronizationusingblockingmemorylockscanexhibit performancedrawbacksdueto possiblepre-

emption[31]. In Figure4-3,wepresentavariantof theCMR algorithmthatusesnon-blockingsynchroniza-

tion insteadof memorylock. A doublecompare-and-swapprimitive (specificationgiven in Figure2-2) is

usedto implementtheoptimistic non-blockingmutualexclusionalgorithm. Beforemakinga privatesnap-

shotof thedata,a processP savestheglobalcountercounter, andtheID of thelastwriter, latest (line

B1). After modification,processP comparesthevaluesof counter andlatest with thesavedvalueto
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typedef struct�
unsignedint version;
char *buf;
unsignedint size;�
versioneddatat;

/* globalvariables*/
unsignedint latest; /* lastmodifiedby thisprocess*/
unsignedint counter; /* counterto preventABA problem*/

/* privatevariables*/
unsignedint self; /* ID of currentprocess*/

/* protectedvariables*/
versioneddatat data[self]; /* to eachprocess:data[self]is writable,*/

/* for eachi != self,data[i] is readable*/

B0 retry:
B1 last c = counter;last latest= latest; /* savecounter, latest*/
B2 if (last latest!= self) /* did I lastmodify this data?*/
B3 tmp v = data[lastlatest].version; /* copy versionnumber*/
B4 if (tmp v % 2) /* someoneis modifying thedata,lock corrupted*/
B5 goto retry;
B6 membarrier(); /* seeSection4.1*/
B7 memcpy (data[lastlatest].buf,data[self].buf,data[lastlatest].size);/* memcpy(from,to, len) */
B8 membarrier(); /* seeSection4.1*/
B9 if (data[lastlatest].version!= tmp v) /* versionchanged,lock corrupted*/
B10 goto retry;
B11 if (!trusted(lastlatest,self)) /* trustthis process?*/
B12 if (!validate(data[self].buf)) /* is datacorrupted?*/
B13 bail();
B14 atomic inc(data[self].version); /* atomicallyincrementversionnumber*/
B15 ... /* updatedata[self].buf */
B16 atomic inc(data[self].version); /* atomicallyincrementversionnumber*/
B17 if !double cmpxchg(&counter, &latest,last c, last latest,last c� 1, self)
B18 if (latest== self) /* someonecorruptedtheglobalcounter*/
B19 bail();
B20 goto retry; /* atomicallycompareandswapversion,latest*/

Figure4-3: A CMR variantthatusesnon-blockingsynchronizationinsteadof memorylock
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detectpossiblecontention.If no contentionhasoccurred,P incrementscounter andupdateslatest. If

therearecontention,P retriesthecritical section.Atomicity of thecompareandupdateoperationis guaran-

teedby thedoublecompare-and-swapprimitive(line B17). Thismutualexclusionalgorithmis optimistic: it

assumestherearelow contentionon sharedresources.Whenthis is thecase,thedoublecompare-and-swap

rarelyfails,henceno retriesareneeded.

Becausedetectionof contentiondoesnot occuruntil thevery end,eachprocesscanupdateits own copy

of thedatawhile anotherprocessis attemptinga memorycopy. We usecountersattachedto privatecopies

to avoid this contention.Racescanbedetectedby checkingif thecountervaluereadbeforememorycopy

is odd and if the valuechangedafter memorycopy. The numberof retriescan be boundedto prevent a

maliciousprocessfrom hoardinga resourceby constantlychangingits own copy or by constantlyupdating

thecounter or latest variable.

4.2 CommonCases

4.2.1 SynchronizedReadof Trusted Data

Frequently, a trustedprocesshaswrite privilegeon a shareddata,andall otherprocessescanonly readthe

data.Modificationsto theshareddatamustgothroughthetrustedprocess,via IPCor protectedmethods[12].

To eliminatetheoverheadof domaincrossingon readoperations,memorycontainingtheshareddatacanbe

exportedread-onlyto untrustedprocesses.Untrustedprocessescanusethealgorithmdepictedin Figure4-4

to obtaina consistentvalueof theshareddata.This is merelythe“copy” partof theCMR algorithm.Since

thedatais trusted,no validationis needed.

This techniquecanalsobe usedto synchronizean exokernelapplicationagainstthe kernel. Exokernel

exposesto applicationsseveralkerneldatastructuresandthespinlocksusedto synchronizethem.Exokernel

applicationsmayusethesedatastructuresto constructabstractions.Synchronizedreadof kerneldatastruc-

turescanbe implementedusinga modifiedversionof thealgorithmin Figure4-4, usinga kernelspinlock’s

usagecount(incrementedonacquireandrelease)asthecounter. In practice,this form of synchronizationbe-

tweenapplicationsandkernelseldomlyoccur. In a multiprocessorlibrary operatingsystemimplementation,

we observedthatonly a handfulabstractionsdependon readingexposedkerneldatastructures,andmostof

theseabstractionsonly needto readoneor two independentvariables.Suchreadsareguaranteedto beatomic

by theunderlyinghardware.

4.2.2 Temporal Locality

Frequently, sharedresourcesare accessedmultiple times by one processin a short period of time, then

anotherprocessin a shortperiodof time. Interleaving accessto sharedresourcestendto beseparatedby a

long time. For example,whenfile descriptorsaresharedbetweenparentandchild processes,frequentlythe
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/* globaldata*/
char *data;
unsignedint datasize;
unsignedint counter;
spinlock t l;

/* synchronizedreadof globaldatainto localbuffer (tmp) */
retry:
v1 = counter;
if (v1%2)goto retry;
membarrier();
memcpy(data,tmp,datasize); /* memcpy(from,to, len) */
membarrier();
v2 = counter;
if (v1 != v2) goto retry;
... /* usetmp asa snapshotof theglobaldata*/

/* updatingdata- performedby privilegedprocessesonly */
spinlockacquire(&l)
counter��� ;
... /* modify globaldata*/
counter��� ;
spinlock release(&l)

Figure4-4: An optimisticalgorithmfor synchronizedreadof shareddata.

parentprocessopensandclosesthedescriptor, while thechild processusesthedescriptorwhile it is open.

Whenusagesof asharedresourceexhibit temporallocality, thevalueof thelatest variablewill almost

alwaysequaltoself. Hence,theextramemorycopy andthevalidationof thesnapshotcanbothbeavoided.

Figure4-5presentsthiscase.Theshadedcodesegmentsarenot executed.

4.2.3 Unidir ectionalTrust

Our experiencebuilding uniprocessorlibrary operatingsystemsindicatesthatsharedmemoryareusedmost

frequentlyto implementsharingof commonresourcesbetweenparentandchildrenprocesses.In this case,

childrenprocessescantrusttheparentprocess.

Whensharingoccursbetweenprocesseswith unidirectionaltrust,a processdoesnot needto validatethe

privatecopy of a trustedprocess.This eliminatesthe validationstep. Figure4-6 presentsthis case. The

shadedcodesegmentsarenot executed.

4.3 Implementation

We have implementedthe CMR algorithmin a simple library operatingsystem,VOS.This sectionbriefly

discusseshow sharingandthesynchronizationtechniqueareimplemented.
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A1 memorylock acquire(&l,t) /* acquirelock, wait for t ticks */
A2 if (latest!= self) /* did I lastmodify this data?*/
A3 tmp v = data[latest].version; /* copy versionnumber*/
A4 if (tmp v % 2) /* someoneis modifying thedata,lock corrupted*/
A5 bail();
A6 membarrier(); /* seeSection4.1*/
A7 memcpy (data[latest].buf,data[self].buf,data[latest].size); /* memcpy(from,to, len) */
A8 membarrier(); /* seeSection4.1*/
A9 if (data[latest].version!= tmp v) /* versionchanged,lock corrupted*/
A10 bail();
A11 if (!trusted(latest,self)) /* trustthis process?*/
A12 if (!validate(data[self].buf)) /* is datacorrupted?*/
A13 bail();
A14 atomic inc(data[self].version); /* atomicallyincrementversionnumber*/
A15 ... /* updatedata[self].buf */
A16 atomic inc(data[self].version); /* atomicallyincrementversionnumber*/
A17 latest= self; /* let everyoneknow I have thelastestversion*/
A18 memorylock release(&l); /* releaselock */

Figure4-5: A commoncasefor synchronizationamonguntrustedprocesses:accessesto thesharedresource
exhibit temporallocality. Shadedlinesarenot executed

A1 memorylock acquire(&l,t) /* acquirelock, wait for t ticks */
A2 if (latest!= self) /* did I lastmodify this data?*/
A3 tmp v = data[latest].version; /* copy versionnumber*/
A4 if (tmp v % 2) /* someoneis modifying thedata,lock corrupted*/
A5 bail();
A6 membarrier(); /* seeSection4.1*/
A7 memcpy (data[latest].buf,data[self].buf,data[latest].size); /* memcpy(from,to, len) */
A8 membarrier(); /* seeSection4.1*/
A9 if (data[latest].version!= tmp v) /* versionchanged,lock corrupted*/
A10 bail();
A11 if (!trusted(latest,self)) /* trustthis process?*/
A12 if (!validate(data[self].buf)) /* is datacorrupted?*/
A13 bail();
A14 atomic inc(data[self].version); /* atomicallyincrementversionnumber*/
A15 ... /* updatedata[self].buf */
A16 atomic inc(data[self].version); /* atomicallyincrementversionnumber*/
A17 latest= self; /* let everyoneknow I have thelastestversion*/
A18 memorylock release(&l); /* releaselock */

Figure4-6: Anothercommoncasefor synchronizationamonguntrustedprocesses:sharingwith unidirec-
tional trust.Shadedlinesarenot executed
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4.3.1 Shared Memory

Eachexokernelprocessmaintainsandmanagesits own physicaladdressto virtual addressmappings.Con-

sequently, sharedmemorymustbe describedusingphysicaladdresses,ratherthanvirtual addresses.Our

library operatingsystemusessbuf (shortfor sharedbuffer) objectsto describesharedmemory. A sbuf object

containsa physicalpagenumber, anoffsetinto thephysicalpage(0 to 4095),andsizeof thebuffer. Hence,

eachsbuf describesa physicalmemorysegmentwithin a page(thegranularityof protection).To representa

memorysegmentlargerthana page,a list of sbuf objectsis used.Whena processallocatesa sbuf object,it

alsoallocatesthecorrespondingsharedmemorysegment.

Exokerneluseshierarchicalcapabilities[26] asanaccesscontrolmechanism.Whenaprocessallocatesa

sbuf objectfor sharing,it mustassignthephysicalmemorypagedescribedin thesbuf objecta correctsetof

capabilities.If thesbuf objectdescribesa sharedmemorywritableby all processes,thepagemustbewrite

andreadprotectedby a capabilityotherprocesseshave. On the otherhand,if the sbuf objectdescribesa

sharedmemoryusedfor read-onlysharing,thepagemustbewrite protectedby a capabilityotherprocesses

lack.

Most sharedresourcesare no more than a few hundredbytes. Sincethe granularityof protectionis

a page,sharingresourcescancauseinefficient memoryutilization if eachsharedresourceis placedon a

separatepage.To minimizeinefficiency, we coalescesharedmemorysegmentsprotectedby thesamesetof

capabilitiesontothesamepages.Similar memorymanagementstrategy alsoappearsin IO-Lite [28].

4.3.2 Sharing A Resource

TheCMR algorithmrequiresthemappingbetweena trustedprocessandits privatecopy of theshareddata

to be trusted.This is to preventa maliciousprocessfrom pretendingto be a trustedprocess.An untrusted

processcanpublisha pointerto its privatecopy (we useda where variable)whenupdatingthelatest

variable.Sincemaliciousprocessescancorruptthelatest variablealready, thecorrectnessof this pointer

is not important. A trustedprocesscan passthe location of its private copy of the shareddatato other

processeswhentrust is established,throughIPC call or forking.

Eachsharedabstractionhasits own sharedmemoryregion. Along with thelatest, where, andlock

variables,the region mustalsoleave spacefor a copy of thesharedresourceitself. This is to allow a dying

processto relocateits privatecopy if it happensto havedonethelastmodification.

Section4.4describeshow theCMR algorithmis usedin theimplementationof concurrentandprotected

sharingof TCPsockets.Below, we presenttwo simplerexamples.

4.3.3 Example: Pipe

Two mutuallyuntrustedprocessescancommunicatewith eachotherusinga pipe. Thepipeis implemented

asaFIFOin asharedmemory. Its memorylayoutis dividedinto two sections:thefirst sectioncontainsmeta
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datadescribingtheFIFO; thesecondsectioncontainstheFIFO itself.

Processespassthesbuf descriptorfor a pipeamongeachothervia IPC. A IPC handlermapstheshared

memoryusedby thepipeontoits own addressspace.TheCMR algorithmis usedto synchronizeoperations

on the pipe. To avoid unnecessarycopying of data,only the first sectionof the sharedmemory, containing

the metadata, is copied. After eachmodification,a processupdatesthe latest andwhere variables

appropriately. Most of the time, readingby one processand writing by anotherprocessare interleaved.

Hencefor eachreadandwrite, copy andvalidationarebothperformed.

4.3.4 Example: ProcessTable

VOSusesprocd, aprivilegedprocess,to manageprocesstable.Eachrunningprocessinsertsanentryinto the

processtablevia anIPC call. Theentrycontainsshareddatabetweenthis processandotherprocesses.For

example,schedulerhintsfor hierarchicalschedulers.Thetrustrelationshipis unidirectional:a processP can

trustotherprocessesthatuseP’sprocesstableentrybecausecapabilitiescanbeusedto protecttheentry. On

theotherhand,processesusingP’sentrycannottrustP. TheCMR algorithmis usedto synchronizeaccessto

processtableentries.

For example,we implementsignalsusingprocdandtheprocesstable.Eachprocesstableentrycontains

a tableof signalspostedto thatprocess.WhenprocessP1postsa signalto processP2,P1makesanIPC call

to procd. procdexaminestheprocesstableentrysharedwith P2,possiblycopiesandvalidatestheentryif P2

hasthelatestversion.procd thenupdatesthetableof signalsandthelatest variable.WhenP2wakesup,

it copiestheprocesstableentry from procd (verificationcanbeskippedbecauseprocd is trusted),modifies

thetableof signals,andupdatesthelatest variable.Currently, aprocesstableentryis lessthan128bytes,

thereforethecostof memorycopy andverificationareminimal.

If P2corruptsits processtableentry, theverificationstepperformedby procdwould fail. Subsequently,

procdcanchooseto terminateP2.

4.4 Efficient, Concurrent, and ProtectedSharing of TCP Sockets

Previous exokernel literatures[13, 15, 23] give guidelinesfor constructingprotectedsharingof common

abstractions,but doesnot describeany implementationof suchanabstraction.Briceño [11] implementedan

UNIX flavor library operatingsystemby leaving all abstractionsin sharedmemory, completedunprotected

from attacksby maliciousprocesses.Thissectiondescribesanefficient implementationof protectedsharing

of TCPsocketsbasedonsharedmemory. By doingso,wedemonstratethatamultiprocessorimplementation

of protectedsharingof TCPsocketsamonguntrustedprocessesis viable.
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4.4.1 Organizationof An User-level TCP Socket Implementation

OurTCPsocketsarebasedonanexistinglibrary implementationof TCP, usedin earlierexokernelnetworking

applications[24, 23]. Theprogramminginterface,similar to thatof traditionalUNIX, offerseightprocedures

of significance:socket, bind, listen, connect,accept,read,write, andclose. Their semanticsaredescribed

below.

� Thesocket procedurecreatesa datastructure,calledtcpsocket info, thatcontainsa list of tcp-

socket objects,with onememberinitially. A tcpsocket objectrepresentsaTCPsocket. A handle

to thefirst tcpsocket objectis returnedasthesocketdescriptor.

� The bind andconnectprocedureseachcreatea new packet filter andan associatedpacket ring for

thegivensocket. Dynamicpacket filters (DPFfilters) [14] andpacket ringsareinterfacesexposedby

an exokernel to supportuser-level networking. Whena packet arrivesin a device driver, the kernel

passesthe packet througha filtering systemand identifiesa packet ring which the packet is copied

onto.Applicationscanfreepacket ring entriesaspacketsareprocessed.

A DPF filter comparesan input packet with specifiedvaluesat given byte positions. The bind and

connectprocedureseachcreatea DPFfilter for the addresseswhich they areboundor connectedto.

For example,if bind is calledon a socket with port 1234andIP address18.26.4.102asarguments,

theDPFfilter createdwill matchincomingTCPpacketswith 1234asthedestinationport numberand

18.26.4.102asthedestinationIP address.

� The listen andconnectprocedureseachinsertsa DPFfilter into kernel.

� Theacceptprocedureblocksuntil anew TCPconnectionis received.Whenthishappens,anew tcp-

socket objectis createdandinsertedinto thetcpsocket info object.New DPFfilter andpacket

ring arecreatedfor this connection.Thenew DPF filter capturesthe TCPconnectionby matchinga

TCPpacket’ssourceanddestinationport numberandIP addresses(four criteria).A handleto thenew

tcpsocket objectis returnedastheconnectedsocketdescriptor.

� The readandwrite proceduresprocesspacketson thepacket ring andsendoutgoingpacketsvia the

kernel’snetwork device interface.

� The closeprocedureclosesthe currentTCP connection,if oneexists. It also removesthe socket’s

packet ring andDPFfilter from thekernel,anddeallocatesthetcpsocket object. If this is the last

tcpsocket object,thetcpsocket info objectis alsodeallocated.

4.4.2 Concurrent Sharing of TCP SocketsAmong Untrusted Processes

SharingoccurswhenaprocesspassesaTCPsocketdescriptorto anotherprocess,or morefrequently, whena

child processinheritsa TCPsocket from its parent.Passingof socket descriptorsonly occursamongtrusted
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processes.An untrustedchild, however, caninherit a TCPsocket from a parentin two commonsituations.

One,a network server canlistenon a setof TCPsocketsusingtheselect interface.EachTCPsocket

usesa separatelyprotectedsharedmemoryregion to storeits data.Whena network connectionarrivesat a

socket, theserver forks, dropsprivilege,andloadsup another, potentiallyuntrusted,executablebinary. The

child process,now untrusted,hasa copy of the socket. In this case,concurrentandprotectedsharingcan

be easilyachieved usingthe CMR algorithm. Wheneitherthe parentor the child processwantsto access

the socket, it canexecutein a critical section. Two optimizationsaredone. First, sincethe parentprocess

only caresaboutthe stateof the socket, only thetcpsocket andtcpsocket info objectsarecopied

(ignoring all TCP packets). Thesetwo datastructures,together, areaboutonekilobytes in size. Second,

sincechild processwill be accessingthe socket for the durationof the network connection,the common

casedescribedin Figure4-5 apply. Memory copy andvalidationsareavoided. If at anytime the network

server wishesto usethesocket anddiscoversaninvalid tcpsocket or tcpsocket info object,it may

deallocatethesocket,kill thechild process,andcreateanew socket. A parallelversionof theUNIX daemon

inetd canbeimplementedin this fashion.

Two, a network server canlistenon a singleTCPsocket. Whena connectionarrives,theserver usesthe

accept procedureto createaconnectedsocket. Theserver thenforksandclosestheacceptingsocket in the

child process.Whenthechild processloadsanuntrustedexecutablebinary, only theacceptedsocketremains

shared.Protectedsharingcanbeachievedin two steps.First, theparentprocessreadandwrite protectsall

of its sharedmemory, exceptthoseusedfor thetcpsocket objectandthe packet ring for the connected

socket. This ensuresthat a maliciouschild processcannottamperwith otherconnectionsthat the parent

processmayacceptata latertime. Sincethechild processonly hastheDPFfilter for thecurrentconnection,

it alsocannotreceive packetsdesignatedfor otherTCP connections.Second,the parentprocessandchild

processbothusetheconnectedsocket in critical sectionsprovidedby theCMR algorithm.Sincetheparent

processandthechild processonly sharethetcpsocket object,any corruptionof thatobject,if detectedby

theparent,cancausethechild processto beterminated.We have implementedsomenetwork serversin this

fashion.

This secondcaseof sharingdiffers from the first oneonly in that a tcpsocket info object is not

createdon calls to the accept procedure.This is doneto optimize for the commoncasethat processes

sharingconnectionsthrougha singleTCP socket areoften trusted. Allowing themto sharetcpsocket

objectsandpacket ringsof all connectionsopenup possibilityfor performanceoptimizations.

4.5 Summary

This chapterintroducestheCopy-Modify-Replace(CMR) algorithmthatnegotiatesconcurrency amongun-

trustedprocesses:first, a privatecopy of theshareddata,writableby oneprocessbut readableby all other

processes,is obtained;then,theprivatecopy of theshareddatais modified;last,if nocontentionhasoccured,
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theprivatecopy replacesthepreviousversionof thedatawith apointermodification.TheCMR algorithmis

optimistic. It assumesthatmaliciousprocessesdo not exist. Whenthis assumptionis provenfalsethrough

correctnesscheckson theshareddataand/ordetectionof a brokenvoluntarymutualexclusionprotocol,the

critical sectionis eitherterminatedor retried.

This chapteralsodemonstrateshow theCMR algorithmcanbeusedto implementprotectedsharingof

abstractionsin unprotectedsharedmemory. An implementationof TCPsocketsis given.

48



Chapter 5

Experimental Results

This chapterpresentsperformancecomparisonof threesynchronizationprimitivesusedin SMP-Xok: wait-

in-cachespinlock,queue-basedspinlock,andread-writelock. This chapteralsopresentstheperformanceof

messagepassingin kernelandCMR, thesynchronizationalgorithmfor untrustedprocesses.

VOS,a simplemultiprocessorlibrary operatingsystem,servesasthetestbedfor SMP-XokandCMR. It

implementsprocesstable,sharedmemory, threads,pipes,tcpandudpsocketsandIPCabstractions.Because

several importantabstractions,suchassignals,files, andterminalemulation,have not beenimplemented,

ExOS[11], anuniprocessorlibrary operatingsystem,is usedto bootstrapVOS:systemcritical binariessuch

asinitd andshellsarelinkedwith ExOS.Binarieslinkedwith VOSareexecutedfrom theshellby anuser.

Additionally, VOSreadsandwritesfilesby communicatingwith a file server implementedin ExOS.

Experimentsareperformedon anIntel SMPworkstationwith four 180Mhz PentiumProprocessorsand

128megabytesof RAM and128kilobytesof cachefor eachprocessor.

5.1 Performanceof SMP-Xok

5.1.1 Performanceof Kernel Synchronization Algorithms

Threesynchronizationprimitivesareusedin SMP-Xok: wait-in-cachespinlock,queue-basedspinlock,and

read-writelock. Wait-in-cachespinlockusesanatomictest-and-setprimitiveto acquirea lock sitting in main

memory. If the lock is busy, the acquireoperationspin-waits in its cacheuntil the lock canbe reacquired.

Queue-basedspinlockissuesa ticket,who initial valueis setto “f alse”,to eachprocessorwaiting on a lock.

Waiting processorsareorderedinto a queuebasedon their ticket numbers.Whenthe lock is released,the

ticket valueof the processorat the top of the queueis changedto “true”, allowing that processorto enter

thecritical section.Queue-basedspinlockreducesbuscontentionbecauseprocessorsarenot competingfor

onelock. Read-writelock allows multiple readoperationson a sharedresourceto executeconcurrently, but

forcesawrite operationto executeexclusively.
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Operation Cost � s Costcycles

Emptyprocedurecall 0.05 9
Acquireandreleaseof wait-in-cachespinlock 0.29 53
Acquireandreleaseof spinlockwith tickets 0.43 78
Acquireandreleaseof a read-writelock for reading 0.43 78
Acquireandreleaseof a read-writelock for writing 0.33 59

Table5.1: Latency of kernelsynchronizationalgorithms

Table5.1presentsperformancecomparisonof thethreesynchronizationalgorithms.Wait-in-cachespin-

lock hasthelowestlatency. Enqueueingon theacquireoperationanddequeuingandnotifying thenext ticket

holderonthereleaseoperationcontributeto thehigherlatency exhibitedby ticketbasedspinlocks.Acquiring

andreleasinga readlock hasa higherlatency thanacquiringandreleasinga write lock becauseinsteadof

zeroingout thenumberof writerson release,anatomicdecrementinstructionmustbe issuedto decrement

thenumberof readers.

In anotherexperiment,four processorsarecontendingfor a single lock, eachexecutingin a loop. In

eachiterationof theloop, a processoracquiresa spinlock,computesfor a smallamountof time, releasethe

spinlock,thencomputessomemore. Ideally, the averagedurationof eachiterationwould be slightly less

thanfour timeslonger(lessthanfour timesbecausethecomputationafter releasingthe lock canbecarried

out in parallelwith otherprocessors)thantheiterationwould take onanuniprocessor.

2

4

6

8

10

12

14

16

18

0 1 2 3 4 5 6 7 8 9

S
lo

w
 d

ow
n 

w
ith

 4
 p

ro
ce

ss
or

s 
co

nt
en

di
ng



Duration of critical section and delay (microseconds)

queue based spinlock
wait-in-cache spinlock

Figure5-1: Slow down of critical sectiondueto buscontention

Figure 5-1 presentsthe slow down of averageiteration duration. The x-axis representsthe duration
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Operation Coston Xok � s Coston SMP-Xok � s

Null systemcall 1.5 1.5
Pagefault 5.8 5.8
Protectedcontroltransferroundtrip 6.8 7.7
Creatinganddestroying anenvironment 124 152
Cloninganenvironment - 37
Mapping128physicalpagesinto virtual memory 530 1350

Table5.2: Overheadof multiprocessingon kerneloperations

of eachiterationof the loop underno contention,and the y-axis representsthe slow down of the average

iteration durationwhen four processorsare contending. This figure shows that when the critical section

is small (lessthan3 microseconds),the slow down of a critical sectionsynchronizedwith a wait-in-cache

spinlockis dramatic(6 to 17 times). Whenthe numberof processorsincreases,we expectthe slow down

to increasefor larger critical sections.The resultssupportthe useof queue-basedspinlock in SMP-Xok:

queue-basedspinlocksareusedto synchronizelinked list operationsandupdatesto systemstatistics,short

critical operationswith high probabilityof contention.

5.1.2 SMP-Xok Multipr ocessingOverhead

Table5.2presentstheperformanceof kerneloperationsin SMP-Xok,comparedwith thosein Xok, anunipro-

cessorexokernel. Theoverheadof multiprocessingcomesfrom synchronizationexclusively. For example,

while nospinlockis usedontheprotectedcontroltransferpath,acompare-and-swapinstructionis performed

to ensureno two processorsareupcallingto thesameenvironment.Furthermore,therathersignificantover-

headsin creatinganddestroying anenvironmentandmappingphysicalpagescomefrom thedecisionto use

fine-grainedlocking on eachphysicalpage’sppage object. Fine-grainedlocking resultsin a largenumber

of spinlockacquireandreleaseoperations.

5.1.3 Communication Performance

Table5.3 presentsperformancecomparisonof different implementationsof IPC, usinginterfacesexported

by SMP-Xok. In our experiment,two processescommunicatewith eachotherby makingIPC requestsand

replies.We measuretheroundtriptimeof eachIPC requestandreply.

In themessagepassingexperiment,a serverprocesswaitsfor availablemessagesby examiningthemes-

sagering downloadedinto the kernel. Whenboth the server andtheclient arescheduledto executeon the

sameprocessor, the latency of anIPC reply andrequestis 14.7 � s, which equalsthespeedof a full context

switch plus the overheadof passingmessagesin kernel. On the other hand,when the two processesare

scheduledto executeon differentprocesses,muchof thecontext switchtime canbeeliminatedif theserver

candetectnew IPC messagesassoonasthey appearon thering. This wasthecasein our experiment,asthe

51



Operation (roundtrips) Cost � s

Protectedcontroltransfer, processeson thesameprocessor 7.7
Messagepassing,processeson thesameprocessor 14.7
Messagepassing,processeson differentprocessors 6.4
Sharedmemory, processeson thesameprocessor 9.0
Sharedmemory, processeson differentprocessors 2.0

Table5.3: Performanceof differentIPC implementations

server wastheonly processrunningon the secondprocessor. Similarly, in the sharedmemoryexperiment,

a server processwaits for availablemessagesby examininga pipe in sharedmemory. Whentwo processes

arescheduledto runondifferentprocessorsconcurrently, nocontext switchesandsystemcallsarenecessary,

thusthespeedof anIPC roundtripis dramaticallyimproved.While IPC oversharedmemoryis preferredon

a multiprocessorsystem,messagepassingis neededto establishmemorysharingbetweenserver andclient

processesbecauseeachexokernelprocessmanagesits own physicalto virtual addresstranslation.

5.2 Overheadof Synchronization in a Library Operating System

A sendto operationon an UDP socket in VOS createsan Ethernetpacket composingthe UDP datagram

andpassesit directly to theEthernetcardthroughanexokernelsystemcall. Thesystemcall placesthepacket

ontothedevice’s transmitqueueandreturns.VOSthenwaits for thedevice to completethetransmitbefore

returningfrom sendto. This laststepallowsVOSto freememoryallocatedfor theEthernetpacket.

Table5.4 presentstheperformanceof CMR, thesynchronizationalgorithmfor untrustedprocesses(see

Figure4-1). In this experiment,anUDP socket is beingsharedbetweena parentprocessanda child process

(Section4.4 describesthe semanticsof sharinga network socket in VOS). Eachprocessexecutes10,000

sendto operationsin a loop. Eachiterationof the loop containsonesendto operationandsomecom-

putation.To obtaintheoverheadof CMR, we measuretheperformanceof eachiterationwhenthesocket is

synchronizedwith CMR andwith a voluntarysynchronizationalgorithm. We presentthe averagecostper

iteration.

sendto operation Averagecost � s

socketsynchronizedby disablinginterrupts,oneprocesssending 96.2
socketsynchronizedwith CMR, oneprocesssending 96.4
socketsynchronizedby disablinginterrupts,two processessendingon thesameprocessor 193.1
socketsynchronizedwith CMR, two processessendingon thesameprocessor 195.0
socketsynchronizedby spinlock,two processessendingon differentprocessors 181.7
socketsynchronizedwith CMR, two processessendingon differentprocessors 184.5

Table5.4: Performanceof sendto on socketssynchronizedby CMR
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The first row shows the basecostof a sendto operation. As a crudecomparison,running the same

experimenton Linux resultsin 30 � s persendto operation.sendto in VOS is slower becauseit waits

for thenetwork device to finish sendingthepacket beforereturning,whereassendto in Linux placesthe

packet ontoa queueandimmediatelyreturns.Sincesocketsareimplementedin kernelon Linux, thekernel

canfreememoryallocatedfor thesocketat a latertime (e.g.whenthedevicefinishestransmitting).

Thefirst two rows show thatwhenonly oneprocessis sendingpackets,CMR doesnot introducesignif-

icantperformancedegradation.This is expectedbecausewhenonly oneprocessis usinganabstraction,the

latest variablewill alwayspoint to thatprocess,thusno copying or validationis necessary.

Thenext four rowsshow thattheperformanceoverheadof CMR dueto copying andvalidationis minimal

whentwo processesaresharingandusingthesamesocket. Therearetwo interestingpoints.One,theaverage

costpersendto operationis doubledwhentwo processesaresendingpacketson thesameprocessor, but

is slightly lessthandoubledwhentwo processesaresendingon differentprocessors.This decreasein cost

is causedby the parallalizablecomputationafter the sendto operationin eachloop iteration. Two, the

overheadof CMR is moreevidentwhentwo processesaresendingpacketson differentprocessors,because

copying databetweenprocesseson two differentprocessorsinvolve invalidatingoneprocessor’s cachefirst.

Whenprocessesarescheduledonthesameprocessor, datato becopiedcanlikely befoundin theprocessor’s

cache.

Operation Cost � s

Synchronizationusingspinlock 86
Actualsendto operation 84
Copying by CMR 2
Extracomputation 12

Table5.5: Overheadof CMR

Table5.5 shows the costbreakdown of eachiteration of the loop when two processesaresendingon

differentprocessors.The costof synchronizationincludesspin waiting for the otherprocessto releasethe

lock. This cost,appropriately, equalsto thecostof eachsendto operationandtheoverheadof CMR. Row

threeshows thattheoverheadof CMR is 2 � s,which is consistentwith thenumbersshown in Table5.4.

5.3 Summary

Thischaptermeasurestheperformanceof SMP-Xok.Theresultsdemonstratethatmostkerneloperationsin

SMP-Xokarecompetitivewith thosein Xok. A few kerneloperations,suchascreatinganenvironmentand

insertingphysicalpagesinto a virtual addressspace,areslowedconsiderablybecausefine-grainedsynchro-

nizationis usedto synchronizeppage objects.

This chapteralsomeasuresthe performanceof CMR, the synchronizationtechniquefor untrustedpro-
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cesses.Theresultsshow that theoverheadsof synchronizationcausedby CMR areonly slightly worsethan

thosecausedby voluntarysynchronizationalgorithms.
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Chapter 6

Conclusions

This thesispresentsSMP-Xok,a synchronizedmultiprocessorexokernelcapableof supportingparallelap-

plications.SMP-Xokoffersthreenew interfacesnot foundonpastuniprocessorexokernels:messagepassing

betweenprocesseson differentprocessorsusingkernelmaintainedmessagebuffers,kernelsupportfor mul-

tithreading,andflexible multiprocessorscheduling.

ThisthesisalsopresentsVOS,amultiprocessorlibrary operatingsystem.Althoughincomplete,it demon-

stratesanunprivilegedlibrary implementationof operatingsystemabstractionsis viableon a multiprocessor

computer. Unprivilegedanddecentralizedsystemabstractionsareimplementedby library operatingsystems

in sharedmemory. In previousuniprocessorlibrary operatingsystems,critical sectionshavebeenusedexten-

sively to provide protectedsharingof theseabstractions[11]. Providing critical sectionsin a multiprocessor

library operatingsystem,however, is muchmoredifficult for two reasons.One,asystem-wide,notprocessor-

wide primitive mustbeusedon a multiprocessorsystem.Two, voluntarysynchronizationprotocolssuchas

spinlockandsemaphorescannotbeusedbecauseapplicationsaremutuallyuntrusted.This thesisintroduces

theCopy-Modify-Replace(CMR) algorithmthatnegotiatesconcurrency amonguntrustedprocesses:first, a

privatecopy of theshareddata,writableby oneprocessbut readableby all otherprocesses,is obtained;then,

theprivatecopy of theshareddatais modified;last,if no contentionhasoccurred,theprivatecopy replaces

the previousversionof the datawith a pointermodification. TheCMR algorithmis optimistic. It assumes

thatmaliciousprocessesdo not exist. Whenthis assumptionis provenfalsethroughcorrectnesscheckson

theshareddataand/ordetectionof abrokenvoluntarymutualexclusionprotocol,thecritical sectionis either

terminatedor retried.

Severalopenquestionsandtasksremainfor futureinvestigationandwork:

� Is the schedulinginterface offered by SMP-Xok adequate? We have only implementeda simple

load balancingmultiprocessorscheduler, but we believe that the interfacesSMP-Xok offers canbe

usedby a hierarchicalschedulerto implementmoreaggressive multiprocessorschedulingalgorithms

suchasgangscheduling[27] andwork stealing[10].
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� Is symmetric multipr ocessingthe right exokernel abstraction? SMP-Xok is a symmetricmulti-

processingsystemin thateachprocessorrunsthesamecopy of thekernel. Is this theright exokernel

abstractionfor multiprocessing?Would a master-slave stylekernelbebetterfor flexible andhigh per-

formancemultiprocessing?

� We still needa completemultipr ocessorlibrary operating system. VOS is merelya testbedfor

demonstratingthata library implementationof operatingsystemabstractionsis viableon a multipro-

cessorcomputer. It lacksmany realabstractionssuchasbuffer cacheandfile system.

Despitetheseopenquestions,this thesispresentsa working multiprocessorexokernelsystem. Source

codeof SMP-XokandVOScanbedownloadedfrom http://www.pdos.lcs.mit.edu/exo/.
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