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Abstract— We describe a system that allows computer any user with money to benefit from those available
owners who have unused cycles to rent out their machines resources.
to people who want to run many computational jobs. The  Aspen is intended to facilitate distributed processing
system is designed to run 1-_2 hourjo_bs with determini_stic of computations that are easy to parallelize. That is,
results that do not require intermediate communication — qhen \works best with computations that can be broken
between nodes or computation checkpoints. 1) We in- down into small jobs whose results can be computed
troduce a payment and accounting scheme according N . )
to a simple measure of worker machine quality: the solely as a deterministic function of their arguments.
speed of computing jobs, 2) we implement policy to FOr example, Aspen makes it easy for programmers
detect cheating workers, 3) we safely handle worker to distribute to different computers computations per-
node failures through replication jobs across multiple formed inside the body of a loop. The types of com-
machines, 4) we allow untrusted CPU owners to modify putations that are suitable for Aspen require that each
their worker client code, and 5) we check the correctness parallelizable unit of computation be deterministic and
of clients by comparing replicated results. run long enough to justify the overhead of network
communication.

Offering financial compensation to CPU owners in-

Aspen allows people in need of extra computingreases the potential computational resources, but adds
resources to purchase computing time from other comew challenges to the system; for example, there is a
puter owners. Typical uses of computing resources igubstantially higher motivation for sellers to try to cheat
clude Pharmaceutical research [8], indexing algorithntie system; Aspen detects cheaters by replicating jobs
[2], and machine learning [9]. Organizations involvecand comparing the results and the completion times of
in this type of research could benefit from a need-basegch job. Furthermore, Aspen has a responsibility to en-
computing grid [8]. sure that buyers of computing resources receive the re-

Unlike other grid computing initiatives, Aspen en-sources they are paying for. For example, the purchased
ables any computer owner to make his or her computingsources could potentially degrade over time; when
resources available to anyone who needs extra rde system slows down, whether it is due to network
sources. Computer owners receive financial compendatency, load on the seller's machine, or intentional
tion in exchange for completing computations requestestller cheating, Aspen uses benchmark testing to detect
by those in need of computing resources. Aspen creatié® performance degradation and to take corrective
a free market for the exchange of computer resourcesgtion. In the event that a purposeful slowdown by the
where sellers and buyers set their own prices based seller (to earn more money) is detected, Aspen will not
the quality of the resources they offer or require. charge the buyer of the resource and will not pay the

Although many examples of grid computing ex-seller.
ist today, they are limited in scope. Projects like This paper is divided into 11 sections. The Goals sec-
SETI@home [13] only benefit one organization andion identifies the key problems that Aspen addresses.
require charitable users to offer their spare resources fbhe Design section explains the main functionality of
free. Projects like PlanetLab [12] make computation rehe Brokerage System and Runtime Architecture and
sources available to the general population, but offer repecifies how parties on either side can participate in
financial incentive to project participants. Furthermorehe Aspen project. The Goals Revisited section explains
PlanetLab operates in a community model and requiré®w the presented design meets the stated goals. The
users of resources to contribute to the resource paélternative Designs section lists a few of the alternate
by offering their own computation resources. Aspempproaches that were considered and explains why the
is unique because it provides a financial incentive tohosen approach is superior to the alternatives. The
users who contribute computation resources and allokelevant Work section situates the contribution of the

I. INTRODUCTION



Aspen project in relation to existing grid computingA. Make spare computing resources generally avail-
projects. The Future Work and Conclusion sectionable, cost-effectively

summarize the contributions of the Aspen project. Aspen should enable anyone with a fast and reliable

Internet connection to rent out spare CPU cycles. Fur-
A. Terminology thermore, it should allow anyone with a credit card or
i i a Paypal account to use these resources. The payment
This paper uses the following terms: to the Worker should cover at least the cost ofinternet
Consumer: A machine that must execute a larg&gnnectivity and the cost of electricity while Aspen is
suite of parallelizable jobs, has inadequate computati%ing the system. The pool of resources Aspen offers
resources, and requires other machines to perform ¥goyid be attractive and affordable so that running
computations in a timely manner. The consumer own@gmputations through Aspen is a viable alternative to
wants to execute the aggregate computations faster thamning computations locally. We include in this cost

his resources allow, and is therefore willing to payhe extra effort necessary to modify existing code to
money for extra computation resources. use the Aspen system.

Worker: A machine that owns excess computational
resources and makes those resources available to cBn-Operate with untrusted Workers

sumers. The worker owner offers his machine’s re- gg.a,5e Aspen allows any Worker to join the Aspen
sources to the.Aspen community for a specified m'nEystem, Aspen does not have any control over a given
mum hourly price. Worker machine. As a result, Aspen cannot trust that
Job: A job is the smallest unit of computation ongj| Workers will return the correct results of a compu-
Aspen and runs on a single machine. A consumefigtion. Furthermore, Aspen cannot trust that a Worker
parallelizable computation will be broken down intojg executing a given computation at the agreed speed.
many jobs. Jobs must be deterministic, and therefoggspen should assume that the client software on some
may not make use of sources of randomness sugfbrkers could be incorrect. Aspen should detect faulty

as random number generators or multiple threads. Wi cheating workers and deal with them appropriately.
introduce this restriction because Aspen uses redun-

dant computations to ensure correct results. A job 8. Operate reliably in a dynamic environment
expected to run on the order of 1 or two hours. A

lConsumer IS Ilkelyf run rrany JObSi asfpart qfas:ngl given Worker machine, Aspen cannot ensure the
arge computation. A simple example of this is style o vailability and reliability of a given Worker. It is

computatlon IS the "map” .func'u.on [2_] which applies uite likely that the available resources of a Worker
a single function to each item in a list and produce%liII vary depending on a variety of factors (time of
a list of results. Aspen allows parts of the list to b ay, machine load, network state, etc.). Aspen should
sent to different machines so that the function may bﬁ"e able to operate reliably in the face of dynamic
run in parallel be'fore the results are collated on thWorker behavior. The dynamic Worker behavior takes
consumers machine. _ the form of failures and degraded resources. Aspen
Aspen: In the context of the Aspen system design, thenoyid gracefully handle these situations and still return

term Aspen refers to one or more servers that, under thes appropriate computation results to the Consumer.
control of the Aspen project, distribute jobs to workers,

return results to consumers, manage executing jobs, abd Meet Consumers’ pricing and timing constraints
handle financial transactions.

Aspen System: The term Aspen system encompass
the entire computation network, including Aspen, a?ﬁu
workers, and all consumers.

Because Aspen does not have full control over

Because Consumers will pay money to execute com-
tations through Aspen, Aspen should ensure that
onsumers get what they pay for. Consumers should
be able to specify the speed of the machine they want
to use and the maximum price that they are willing
1. GOALS to pay. Aspen should ensure with high probability that
Consumers are indeed given the appropriate resources
In light of the enumerated challenges, Aspen seeksd that Consumers are charged only for utilizing
to fulfill the following goals: resources that meet their speed and cost specifications.



i(z) 4) Jobs are relatively short. The longer a job

f(x)/’—m takes, the more susceptible it is to network or
aspen . . .

consumer worker worker failure. We therefore restrict maximum

worker job lengths to around 1 or 2 hours.
W C. Market
=1
7o ¥ = fix) Aspen creates a free-market for the rental of com-

putation. Workers advertise their speed and minimum
Fig. 1. The life-cycle of an Aspen job, computing f(x). 1. Thehourly wage. Consumers set price and speed constraints
consumer sends f and x to Aspen. 2. Aspen forwards copies to tvmat guide Aspen in selecting computers to run their
workers. 3. The workers send back y, the result of computing f(x). ,
4. Aspen forwards y back to the consumer. Jobs. Aspen selects Workers based on the Consumer’s

constraints and those required by Aspen’s design goals.

Constraints specified by the Consumer are maximum

price and minimum speed.
I1l. DESIGN

D. Bundling Resources

Wi q i i A hich Workers have many properties that may contribute
€ now describe our system, Aspen, which meets o speed of a computation. Some properties vary

the above goals. The life-cycle of a job in the aspeflin time (such as CPU load and network usage),

system Is as fo!lows. 1. A consumer owner pleudes Rhile others vary with hardware (such as memory, CPU
run a computation job. She sends the binaries and tg?

d A 5 A i he iob chitecture, cache size, etc.). Still other propertieg var
ata to Aspen. 2. Aspen replicates the job on two 9k their mean time to failure. Due to these variations, it

more wor_ker machines which theq perform the actu:?é not always correct to say that one machine is faster

A. Introduction to Aspen

. : . : endeavors to bundle all of these variations into a single
details of worker tracking, cheating detection, and faultc—Iuality metric to evaluate and compare workers on a
tolerance from the consumer. linear scale. We arrive at this evaluation by averaging
B. Nature of Computations suitable for Aspen the result of a diverse and representative set of bench-

Aspen is tailored for particularly simple distributeme;ktjﬁ:SAs en model. the basic unit purchased b
computations that can be divided into a number of mod- P ' P y

. : : .. _a Consumer is an hour of computation on a single
ular jobs. Each job must have the following qualities:
Worker. However, consumers need not purchase exactly

1) The time spent transmitting data and code shoulghe hour of resources; instead, when a Consumer sends
be small compared to the time spent performs o 15 the Aspen, he agrees to pay a certain hourly

ing the computation. This requirement limits th€, 556 prorated depending on the job's completion time.
size of the combined consumer data and code.

If the combined size is too large, the networkE- Market Value

bandwidth becomes the bottleneck, rather than The market value of a Worker is based on the

the actual computation. computational speed of the Worker. The higher the
2) Jobs must be computable independently, withowbmputational speed of a computer, the higher a price

communication back to the consumer or any othdts resources will fetch in the open market.

worker. Worker code does not send communica- Aspen’s design is built around the potential for

tion over the network until the job is finisheduntrusted workers, possibly running modified source

computing. code. Consequently Aspen cannot rely on the Worker to
3) Jobs are deterministic. That is, the code definesagcurately report its own CPU speed or quality rating.

pure function from each argument to one correcto achieve good estimates on both these values, Aspen

result. We do not allow access to sources daifises trusted external observations.

randomness such as accesses to the system clockCPU speed is measured using benchmarking. When

or multiple threads. a user initially registers his machine to be an Aspen



Worker, Aspen sends the machine a series of unfamiliar2) The effective CPU speed of the Worker is calcu-
benchmark jobs to test its performance. Aspen checks lated bys, = L/t,, where L is the estimated
that the Worker returns correct values. Based on the length of the job calculated in step 1, and is
latency of the benchmark jobs relative to the latency  the time the Worker took to complete the same
of the same jobs run on a local machine of known job.

speed, Aspen estimates the effective CPU speed of3) The effective CPU speed of the Worker is com-
the Worker. At this point, the CPU owner enters a pared against the Worker’s advertised CPU speed.
contractual agreement to provide this same level of  If the Worker’'s effective CPU speed is substan-
computational power to consumers. Over time, if Aspen tially slower ( 15%) than the speed recorded
detects that a Worker is offering resources that do not  during benchmarking, the Worker does not get
meet the contractual agreement (for example, due to  paid for completing that job.

a heavy local CPU load), Aspen reserves the right to |f the replicated job is run on another Worker:
revoke payment for a job.

During benchmarking, it is in the Worker owner’s
best interest to demonstrate his machine’s true poten-
tial because of Aspen’s competitive incentive scheme,
which will be described in section IlI-F. 2)

As a Worker continues to run jobs for the Aspen
system, Aspen will periodically re-benchmark workers
by replicating jobs on a local, trusted machine of known
speed,_ anq com_par_ing the untrusted \_Nork_er’s actual compared against the trusted one.lif s is
execution time with its expected execution time. within 15% of L;,..;, then we pay both Workers.

A variety of events may occur to cause an assigned it not, only the "trusted” worker gets paid.
job to fail: Worker crashing, network partitioning, or

cancellation of a job by a Worker's owner. Aspen U?‘”g this comparison strategy,_ we prov_lde an n-
centive for Workers to not overestimate their effective

recor IIn failures that i rves. When advef: o ) .
ecords all node failures that it observes en ad eE:PU speed. It is in the Worker’s best interest to provide

tising the quality of a machine to Consumers, Aspen L . .
, . : . @ realistic account of his resources. Complications that
takes into account the machine’s mean time to failure. . S : . :
. . . . . arise from this incentive system are addressed in section
Failure-prone machines are likely to contribute to jo

. : l-G.
slow-down just as slow machines are.

1) In this scenario, both machines are untrusted, so
we must to choose one of them to consider as the
"trusted” machine, against which we can make

comparisons.

For both Workers, we calculate = t,, * s,,.

We select the computer which yielded the smaller
L (the lower amount of standard CPU cycles)

as our trusted computer. The other computer is

. G. Detecting Cheaters
F. Worker Incentives

, _ _ _ Because there is real money at stake, and because
Aspen’s goal of timely execution and accurate priCye aliow modified worker implementations, we must

ing requires that Workers exgcute code at the speed thgy prepared for the possibility that workers may try to
haye agreed'upon. Aspen tries to'guarantee that Workpc‘?'?eat. A worker may try to cheat the system either by
abide by their agreement by paying Workers accordingy speeding up jobs that it believes are benchmark jobs
to a competltlve_ mcentlvg system. As de_scrlbed ifthereby improving its published speed rating), or by (2)
section IlI-A, all jobs run in Aspen are replicated ongjwing down jobs that it believes are not benchmark
at least two machines, one of which may be a locglyps (thereby making Aspen think that the jobs took
trusted, Aspen machine. The payment incentive systqghger than they actually should have).
works as follows: A worker may speed up its benchmark results by
If the replicated job is run on an Aspen-ownedsjnply making up a return value and returning it as
machine: fast as possible. To prevent this style of cheating, we
1) The length of the job, with units in standard CPWtompare the deterministic results of jobs replicated on
cycles, is estimated by, = ¢, * s, Wheret, is different machines. If the replicated results differ, seme
the length of time in hours taken by the Asperthing must be wrong. If this situation is encountered,
benchmarker machine to complete the job, and Aspen will have to replicate the job on another external
is the estimated standard CPU speed of the Aspemachine or on an internal trusted machine to determine
machine in standard cycles per hour. the culprit. Once Aspen determines which worker is



tures, workers may have different amounts of pageable
disk space, memory, and cache. We therefore introduce
a threshold to account for this variability. The threshold
defines the minimum acceptable speed of a worker in
comparison to its agreed speed.
However, due to this threshold, it is possible for a
worker to abuse the system if it knows the threshold,
| . (Gt by slowing down ju.st enough to still be acceptable
spee.d\¥ agreed spasd _(say 15%). If all re_glstered workers behaved this way,
it would be possible for the system to undergo a

threshold

uonesuadurod

Fig. 2. Worker compensation vs. worker speed. If the worker run%ImUItaneous slow-down creep. Aspen prevents this

jobs faster than its agreed speed dictates, the jobs will appear shoffastability by randomly choosing some jobs to run on
and the Worker will be compensated less (because he perfortruisted Aspen-owned machines to determine the true

less work). If a worker W1 runs a job significantly slower than itsjqp length. While some workers may get away with
agreement specifies (according to a threshold set by Aspen), then . th t f hort iod of ti thev d
another worker, W2, running a replication of the same job wilgaming the system tor a short period of ume, they do

complete sooner (with respect to its own speed). This allows Aspdtot know when we may choose to verify their behavior,

to determine that W1 either has a loaded CPU or that he is cheatirgnd the odds are that they will eventually get caught.
W1 should therefore receive no compensation.

H. Fault Tolerance

Aspen operates across an unreliable network with

responsib|e, it records the suspicious behavior, and dd&renab'e machines. Furthermore, the owners of worker
not pay the Worker for the job. machines may decide to temporarily disable the worker
Non-benchmark jobs take an unspecified amount éfient code (for example, when they are using their
time to execute. Aspen cannot trust the consumer tgachine for their own purposes). Aspen must therefore
tell us how long their job should take (they mightPe tolerant of workers who come and go. To accomplish
have made a mistake while analyzing their code, dhis, Aspen tracks the status of workers by pinging them
they m|ght be trying to Cheat)_ Furthermore, the hanm@eriodically. If a worker becomes unreachable for a
problem states that it is provably impossible to predideéw minutes while running a job, Aspen assumes it has
the running time of an arbitrary program. Since Aspefiled, starts a new replication of the job, and does not
cannot afford to run every job on its own trustedday the failed worker.
machines, Aspen must place some trust that the workersSince workers may fail at any time, it is difficult to
will execute jobs at the agreed speed. However, Aspéiarantee the running time of a job. Though Aspen
has a strategy to detect intentional or unintention&loes not know the expected running time of a job,
worker slow-down. the consumer may have expectations about the total
As seen in Figure 2, and described in IlI-F Asperunning time. To try to keep jobs on time, Aspen must
provides an incentive for workers to operate at th&eep track of worker reliability. Ultimately, Aspen’s
speed they have agreed to during benchmarking. Feerceived usefulness will be affected by the reliability
example, if a job takes 1 hour to complete on worke®f its workers and Aspen’s ability to handle unreliable
W1, a 1 GHz machine, and it takes 2 hours on W2vorkers.
a 250 MHz machine, then Aspen knows that W1 ran
half as fast as it could potentially have run (assuming, _ )
of course, that W2 was running at its agreed speed).ft Make spare computing resources generally avail-
must therefore be the case that W1 had a loaded CPYI€, cost-effectively
or that the owner was intentionally cheating with an The purpose of this goal is to open Aspen to a large
altered worker implementation. In either case, W1 wilpool of potential workers, and to allow anybody to be
not be compensated for its work. a consumer. We can safely say that the current Aspen
The speed of a worker is inherently variable duenodel enables this type of open community. Further-
to many different factors: a worker's CPU load andnore, the free-market guarantees that prices will settle
network bandwidth fluctuates over time, instructionsn a fair range for both Consumers and Workers. In the
execute at different speeds on different CPU architecdeal market system, Workers would behave in such a

IV. GOALS REVISITED



way as to become as attractive as possible to potentisspen must deal with potential job failures due to
Consumers. Consumers will likely be more intereste@/orker failures or network failures. With the constant
in paying Workers more if they have a higher guaranteginging of Workers, Aspen keeps a clear picture of
of expected performance on the Worker’s part. Aspewhich Workers are up/down and which Workers are
tracks the historical behavior of each Worker and weeddle/busy. Aspen can easily detect that a Worker has
out any Workers that do not comply with their agreedjone down. The failure tolerance scheme enables Aspen
speed. It is not clear what the actual prices will be antb use replication and to recover from failed Workers.
we certainly anticipate that the prices will vary basedhe failure tolerance happens transparently from the
on the type of Consumer and the type of computatioGonsumer’s point of view. Restarting jobs should not
he/she would like to perform. Nevertheless, the frebe too costly because of the nature of computations
market system will ensure that Workers will not beperformed in Aspen (lost work will be at most 1 hour).
utilized at a rate under the minimum rate they specifyn the case of restarting a job, a Worker crash is the
Furthermore, Aspen guarantees that Consumers will na@sponsibility of the Worker and hence the Consumer
pay for resources that do not meet their specificationwill not be charged for the running time before the
As both parties settle into an equilibrium that makefailure occurred.

both of them happy, the resulting cost should be cost- aApother important source of dynamic behavior is
effective with regards to each party’s expectations. e changing load on the Workers. Aspen can once

B. Operate with untrusted Workers again detect that a Worker is not meeting its advertised

_ o performance through replication. Aspen will also ensure
Since any computer is eligible to be a worker, Aspefhat a Consumer is not being charged for computing

must be able to handle unexpected Worker behavigegoyrees that do not meet her specifications. Further-
The unexpected behavior can take the form of cheatingore by keeping a trust rating of Workers over time,
by falsifying results and/or cheating by not adheringyorkers who constantly fail to meet their advertised
to the original performance agreement. Aspen is ablgformance and/or Workers who have demonstrated
to detect cheaters by replicating jobs on more thag,or reliability will become quite unattractive. The

one Worker and by replicating jobs on a trusted Aspefiee market system will drive those Workers down and
machine. While complete cooperation between Workegg,entyally their usage will become quite rare.

might enable Workers to cheat, periodic replications on
trusted Aspen machines will readily catch any cheaters.
Aspen’s competition-based incentive, however, makes o o _
it in everybody’s best interest to play by the rulesP- Meet Consumers’ pricing and timing constraints
The replication approach enables Aspen to assume
nothing about new Workers, and it opens the possi- Meeting the above three goals directly enables cer-
bility that a Worker can completely rewrite the Aspertain guarantees within Aspen. The final goal deals with
Worker code. Furthermore, running benchmarks thaguaranteeing certain properties of the computation to
are indistinguishable from actual computation jobs wilthe Consumer. Because of the nature of the system,
enable Aspen even more enforcement capabilities. espen will never be able to give 100% guarantees about
certainly hope that Workers will understand that theyhe performance or reliability of Workers. However,
cannot gain an advantage by cheating (quite the cotlwough replication, fault-tolerance, cheating detettio
trary) and that they can profit by playing by the rulesperformance tracking, and compensation based on fair-
If the enforcement works well enough and cheaters aptay, Aspen can achieve a high level of predictability.
readily caught, honesty should prevail in the systenThe level of predictability will increase with the matu-
further encouraging fair play. rity of the system. Aspen can guarantee that Consumers
will not pay for computations that have not completed
and for workers that do not meet a Consumer’s speed
Because Workers aren’t trusted, Aspen must also Ispecifications. As the system matures and as Consumers
able to deal with unexpected behavior that is unrelatdtecome more sensitive to how long they expect their
to cheating. Because Aspen does not control the Workeomputations to take, we envision that Aspen will be
machines, Aspen has no guarantees about the netwalile to fully guarantee that those expectations will be
reliability and the "up time” reliability. Consequently, met.

C. Operate reliably in a dynamic environment



V. USABILITY

that extends Compute and has a new method afpen

be conceptually simple and easy to use for both tH&W jobs to Aspen and collating the results as they

consumers and workers.

A. Consumer

return. In the new code, the consumer must authenticate
herself to Aspen with a username and password. She
must also specify a maximum acceptable price per

The consumer must be able to parallelize her code @PU-hour and minimum acceptable execution speed.
an intuitive and partially automated way. The followingAside from these changes, however, the consumer can
code samples provide an example of the manual soureave the rest of the code completely unchanged.
code modifications that are required to run code in 1) Debugging: Despite developers’ best testing ef-

Aspen.
Old Code:

Compute ¢ = new Conpute();

/! Each loop of this '"for’' bl ock

/1l could be conputed in parallel,

/1 but is currently serialized.

for(int i=1;i<xs.length;i++) {
ys[i] = c.f(xs[i]);

}

Command line:

aspeni ze
-sour ce_cl ass=Conput e
-source_functi on=f
-target _cl ass=Conput e_aspen
-target _functi on=aspen_f

New Code:
i nport Aspen. *;

Aspen. aut henti cat e("user nane",
Aspen. passwor dPronpt () ) ;
/1 WIIl pay 4 cents per
Aspen. set MaxPri ce(0.04);
/1 Should be at |east as fast as

[/ on al Gz CPU

Aspen. set M nSpeed( 1. 0) ;
/linstantiate the "aspeni zed" cl ass

hour

Conput e_aspen ¢ = new Conpute_aspen();

/1l Method call replaces the entire
/1 for’ loop in the original code

/1 Entire arrays are used as argument
/1 and return val ue.

ys = c.aspen_f(xs);

forts on their local machines, unexpected errors are
bound to occur on remote machines. For example,
code that runs smoothly on a Consumer machine might
attempt operations that are restricted by the security
policy of a Worker machine (like disk access). Aspen
assists the software developer in correcting such errors
by propagating any exception or error thrown during
the execution of the code back to the Consumer.

B. Worker

In order for Aspen to succeed, it must be very easy
for CPU owners to participate. For that reason, instal-
lation and setup of the aspen worker client program
should be extremely simple, and the software should
require little or no user interaction. At installation time
a CPU owner need only register their payment infor-
mation and their minimum desired hourly wage. After
installation, the client program will be automatically
started each time the machine reboots. Jobs that meet
the minimum hourly wage requirement will be started
without user intervention on the Worker machine. Fur-
thermore, the Aspen job will run as a low priority
process with limited memory resources, so that it will
not significantly hinder the regular availability of the
CPU to its owner. Aspen tracks the history of jobs that
were run on each Worker and keeps this information in
persistent storage. Worker owners are given access to
this information through the Aspen website.

V1. SECURITY

The notion of security in the Aspen system is very
broad. Each type of participant in the Aspen system
has different needs and expectations of what kinds of
assurances the system should provide.

A. Worker Security
Any situation where a machine runs foreign code

The old code sample simply loops over an arrafrom untrusted sources creates critical security con-

of arguments, applies a function to these argumenterns. Unrestricted foreign code could create, delete
locally, and stores their results in another array. Ther modify arbitrary files, generate unreasonable net-
command line produces a new class, Commagpen, work traffic, or even install unwanted software. Even



non-malicious code might accidentally corrupt memorwhen he first registers with Aspen.
or files, hog processor cycles, or throw up dialog

boxes. Our system must give Workers a high level VIl. PAYMENT SYSTEM
of confidence that the arbitrary code they accept from

Consumers cannot harm their system or inconvenience/\SPeN acts as a broker between private parties look-
them in any significant way ing to exchange money for services. Financial transac-

We handle such concerns in several ways. Firdions do not occur directly between the private parties,

Consumer code is run at a low priority so that its exelut rather between the private parties and Aspen. Aspen

cution cannot usurp the host machine’s CPU resourcédStributes income received from Consumers among

Second, the foreign code only has access to a limitddfOrkers, thereby hiding the source of the money. Aspen
memory address space. Next, we "sandbox” the foreiéﬁkes a cut 01_‘ all money traveling through its hands as
code so that it has very few system privileges. In odfS source of income.

prototype implementation, foreign code running on a A Consumer owners may provide Aspen with a credit
Worker is restricted to accessing and processing if&rd, & bank account, or a Paypal account from which
allocated memory, and returning a result. The code médysPen can draw funds. Consumer owners may also
not access the disk, communicate across the network, 3t UP @ debit account with Aspen from which Aspen
utilize the GUI. Thus, the Worker may be assured thdP@y deduct money as jobs are performed. Workers may
foreign code may not cause damage to the machine Rjiovide Aspen with a bank account or Paypal account
usurp its resources beyond what is explicitly allocated® Which Aspen may deposit funds.

A Worker Would ||ke to be assured that he iS properly Since indiViduaI transactions are I|ke|y to inVOIVe
compensated for any work he performs. Since théery small sums of money, and because transactions of
Worker must trust Aspen to properly pay the Worker fothe nature described above involve per-transaction fees,
computation, the risk exists that a malicious third partf\spen waits for a significant balance to accrue on the
might try to fool the Worker into doing illegitimate Workers’ account before paying them. We expect such
work without compensation. Aspen solves this probleffiansactions will usually occur in monthly intervals.
by implementing an authentication and authorizatiofOnNsumers may or may not be charged immediately
certificate scheme between the Aspen servers and @#éer their jobs complete. The many transaction fees
Worker. Workers will only accept connections from arfising from many Consumer transactions may be offset
authenticated Aspen server and will only execute cod®y Potential income from investing money for the
that has been signed by Aspen. period of time between collection from Consumers and

A Worker should also be somewhat concerned abofstribution to Workers.
other machines claiming to be the Worker. Although a
Worker would not care if another machine performed VII. A LTERNATIVE DESIGNS
work for which he was being compensated, a malicious
machine might want to cause the Worker to have
low rating by drawing jobs away from the Worker anch/
purposely failing to return results. Because of suc
pQSS|b|I|tles, the Worker may also WIS-h to guthentlcatﬁ_ SSH Model
himself to Aspen before he can receive a job.

In designing and implementing Aspen, we consid-
ed a number of different design alternatives which
e describe below.

An alternative way to provide distributed computa-
tion is via remote login. In this model, the consumer

The Consumer has significantly different securityvould be granted access to executing commands from
expectations than the Worker, since he is not exe shell in real time (such as ssh or rlogin). If a
cuting foreign code or receiving compensation. Sinceomputation fails, the consumer could simply restart
a Consumer pays for each job he sends through titeWhile this model appears to have more flexibility, it
Aspen system, he would like to be assured that narovides no means of verification and measurability.
other Consumer may spoof his identify and soliciBenchmarking will not work, since the worker may
computation time with his money. To prevent sucldecide to give 100% of its CPU to a benchmark
spoofing, all jobs sent from a Consumer are qualifiedrogram, while it may decide to allocate only 1% of
with a username and password, which the user sets itp CPU to the consumer without any repercussions.

B. Consumer Security



B. Inter-Job Communication fine-grained control about what type of machine they
If workers executing related jobs were allowed t&€ hiring to do computation for them. We chose instead

communicate over the network, workers may be abl@ take the simple route, bundling all of these character-
to execute large computations more efficiently (Sucﬁtics into a single quality measure reflecting the overall

as distributed sorting). However, since network packefyStém’s performance for "typical” jobs. This simplified
are routed in a non-deterministic order. the result@ua“ty measure is valid if most user tasks use resources

may be non-deterministic. In general, it is difficult tol similar ways or if most worker machines offer similar

ensure determinism of processes communicating ov&Sources. We are operating under the assumption that

a network. Non-deterministic jobs prevent Aspen fronit least one of these conditions is true. Furthermore, it is
detecting cheaters. much more difficult to design benchmarks to remotely

verify the other system properties of a computer such
C. Per-Instruction Payment as cache size, disk space, etc. For the time being, we

Rather than timing computations, we may have corhelieve that the simplest observable property—the job
sidered counting the actual number of machine instru§ompletion time—is sufficient for the level of accuracy
tions the machine executed. To prevent cheating, viesired by consumers.
would compare the counts from the two machines. I|£ scheduling jobs ahead of time

they differed, we would decide that the higher count _ _
was cheating. However, since jobs may run on a wide We may have considered a payment model that in-

variety of worker machines, this measure does not dyolved reserving machines ahead of time for particular
rectly measure what we are paying for: the computatiottif”e slots. This would allow for sophisticated schedul-
time necessary to run a job. For example, a multipl{?@ algorithms to take into account user's urgency
instruction may take 3 cycles on one processor and pseferences to prioritize jobs in times when Aspen is
on another. Furthermore, we would like to allow forunder heavy load. However, since Aspen has no way of
dynamic optimizations of code "hot spots” in softwarepPredicting the true length of a job before it is run, we
These dynamic optimizations may alter the number drave chosen to allocate computing resources on demand

soon as they become available. We believe that as the
D. Long Jobs number of workers grows, there will always be some

Aspen relies on the assumption that jobs take @uUmber of available workers that meet the consumer’s
relatively short time to complete (on the order 1 or Bpecifications.
hours). While this assumption is valid for a large class
of problems, other classes of problems may require
each job to run for a longer time. For long running Internet-wide grid computing has been around since
jobs, the current fault tolerance mechanism would bé@e mid 1990s. The pioneer projects of Internet-wide
inappropriate because the cost of lost work would bgrid computing are the SETI@Home project [13] and
much more significant. If Aspen were to support longhe Distributed.net project [3]. More recent projects of
running jobs, it would need to introduce a checkpointhe same flavor include the Folding@Home project [5].
mechanism so that intermediate work steps can Bdese projects are special-purpose applications that re-
recorded to minimize the cost of Worker failure beforejuire computer owners to go to the relevant project web
job completion. Putting a limit on the running time forsite and download the specific binaries for each project.
jobs enables Aspen to keep Consumer implementatidiie motivation for computer owners to join the grids of
simple (no checkpoint required) and to make guarante@8ch project relies largely on a sense of goodwill and
with a higher level of confidence (as to what perfora willingness to participate in the advancement of a
mance a Consumer is getting from a given computeryaluable cause (e.g. genetic code sequencing through

_ _ _ _ o protein folding [5]). None of these projects involve
E. renting with more complicated quality statistics financial contributions for its participants. Furthermore,

One way that we may have built Aspen is to advertisthese projects are specific to a single application and
each individual characteristic of worker machines sepd&ave no aspiration to enable generic grid computing.
rately: CPU speed, cache size, memory, hard disk spaceConversely, various organizations have sought to
network speed, etc. This would have given users moprovide the general-purpose infrastructure that is re-

IX. RELEVANT WORK



quired for generic Internet-wide grid computing [1]. XIl. CONCLUSIONS

Among these organizations, UNICORE [14], Gridbus |, this paper, we proposed a system that addresses
[7], Globus [6], and Legion [10] appear to dominaténe practical issues of scaling distributed computation
the literature. The focus of these organizations hag the global, internet-wide scale. We address issues of
been on defining the enabling technologies and preneasurement and markets for exchanging computation
tocols. However, these organizations do not provide @y real money. We cover issues of cheating that may
brokerage service to mediate the relationship betweghise from workers who are free to modify the code that
computer owners and organizations. Furthermore, noRssides on their own machine, and we tolerate node and
of these infrastructures mention incentives for owners tQatwork failures.
offer their computers or for commercial organizations Tpe Aspen team believes that this system has the
to utilize the computational grid. potential to be a practical solution to people who are in
Furthermore, other projects aim to create large nodfeed of more computing resources. We therefore plan

communities that can be utilized for general purposg follow through with the next stages of development
computations. Such projects include PlanetLab [12]nd deployment.

and Emulab [4]. In the case of Emulab, the grid is

completely owned and managed by Emulab. In the XIl. REFERENCES

case of PlanetLab, the grid contains arbitrary nodes'tl] Asadzadeh, P., Buyya, R., Kei, C. L., Nayar, D.
around the Internet. However, both of these projects are  \enugopal, S. Global Grids and Software Toolk-
available for non-commercial research purposes only. jts: A Study or Four Grid Middleware Tech-
Moreover, these projects rely heavily on the goodwill of nologies. Grid Computing and Distributed Sys-
participants in matters of security, resource utilization tems (GRIDS) Laboratory. The University of Mel-
and reliability. bourne, Australia, 2004.

Internet-wide grid computing is becoming mature [2] Dean, J., Ghemawat, S. MapReduce: Simplified
technologically. The remaining piece of the puzzle lies  Data Processing on Large Clusters. Google, Inc.
in popularizing grid participation both for commer- To appear in Proceedings of the 6th Symposium
cial organizations and for computer owners. Existing  on Operating System Design and Implementation
projects such as the SETI@Home project have been OSDI 2004, April 2005.
successful by relying mostly on the goodwill of partici- [3] Distributed.net. http://www.distributed.net/.
pants. The Aspen project seeks to unleash the full powef4] Emulab. http://www.emulab.net.
of grid computing by providing financial incentives [5] Folding@Home. http://folding.stanford.edu/
to grid participants. Furthermore, the Aspen project[6] The Globus Alliance. http://www.globus.org/.
seeks to popularize grid computations among commert7] The Gridbus Project. http://www.gridbus.org/.
cial organizations by supplying an infrastructure where[8] Ricadela, A. Slow Going on the global grid.
organizations can execute computations reliably and Information Week. February 21st, 2005.
safely in a time and cost-effective manner. A survey[9] Isbell Jr., C. L., Husbands, P. The Parallel Prob-
of the literature has shown that these issues have yetto lems Server: an Interactive Tool for Large Scale
be addressed. Machine Learning.

[10] The Legion Project. http://legion.virginia.edu/.
X. FUTURE WORK [11] The Mathworks. MATLAB Distributed Comput-

) ing Toolbox User’s Guide. Version 1. November
The Aspen project team plans to pursue several 5404

avenues to bring this product to fruition in the COM119] PlanetLab. http://www.planet-lab.org.

ing months. We have already communicated with the 31 seTi@Home. http://setiathome.ssl.berkeley.edul.
Microsoft iCampus awards team, as well as with th 4] The UNICORE Grid System.

Athena 1I/S staff about the possibility of installing a
large prototype testbed at MIT. We also hope to begin
deploying the final version of the software with the help
of commercial software developers.

One of the team members is already using the Aspen
system for a computer vision project.

http://www.unicore.org/.



