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Abstract—The Flume system is an implementation of decentralized
information flow control (DIFC) at the operating system levd. Prior work
has shown Flume can be implemented as a practical extensiomw the
Linux operating system, allowing real Web applications to &hieve useful
security guarantees. However, the question remains if thelkme system
is actually secure. This paper compares Flume with other reent DIFC
systems like Asbestos, arguing that the latter is inherengl susceptible
to certain wide-bandwidth covert channels, and proving th& absence
in Flume by means of a noninterference proof in the Communicting
Sequential Processes formalism.

. INTRODUCTION

Recent work in operating systems [1], [2], [3] makes the ¢ase
Distributed Information Flow Control (DIFC) [4] solves irnpant
application-level security problems for real systems. Example,
modern dynamic web sites are trusted to safeguard privdeefda
millions of users, but they often fail in their task (e.g.],[B], [7],
[8], [9], [10]). Web applications built atop DIFC operatirgystems
can achieve better security properties, by factoring s$earitical
code into small, isolated, trustworthy processes, whilenahg the
rest of the application to balloon without affecting the TCB
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This paper presents the first formal noninterference siycargu-
ment for a real DIFC operating system — in this case, FlumelA®D
OS with provable security guarantees is an important fotiowldor
provable application-level security, both in web servi@iesime'’s first
application) and in other security-sensitive application

The roadmap is follows. Section Il reviews the Flume systeih a
its intended policies at a high level: first and foremostt tnarust-
worthy applications can compute with private data withoetng
able to reveal (i.e. leak) it. Section Il describes potnpitfalls,
motivating a formal approach. Section IV describes the irgma
parts of the Flume System using a formal process algebraglgam
Communicating Sequential Processes (CSP). This modelireapa
trustworthy kernel, untrustworthy user-space appliceticand user-
space applications with privilege, which can selectivedyeal or
declassifysensitive data. Next, Section V proves that this model
fulfills noninterferencethat unprivileged user processes cannot leak
data from the system, whether via explicit communicatiomulicit
channels. Flume meets a CSP definition of noninterferenaeviie
have minimally extended to accommodate user-space déigess
Though the arguments focus on secrecy, the same model anfl pro

To achieve such a split between trustworthy and untrushyortalso applies to integrity.

components, DIFC must monitor and regulate the informafiions
among them. Enforcement today exists in two forms: staticam
extension of a programming language’s type system; andndigna
as a feature of an OS’s system call interface. These twosshdee
their strengths and weaknesses: DIFC for programming kgeg
gives fine-grained guarantees about which parts of the anodrave
been influenced by which types of data, but it requires rewrif
existing applications using one of a few compiled langua@dsC
at the OS level gives coarser-grained information flow tiragKeach
process is its own security domain) but supports existirgiegtions
and languages. In particular, popular Web applicationgtevriin
popular interpreted languages (e.g. Python, PHP, Perl aihg)Rean
achieve improved security on DIFC OSes. A case can be made
both techniques, but to date, only DIFC at the language |basl
enjoyed formal security guarantees.

In sum, this paper contributes the following new results:

1) A formal model for a real DIFC Linux-based operating syste
which captures a trustworthy kernel, and both privileged an
unprivileged user-space applications; and

2) A formal proof of noninterference.

There are important limitations. First, the actual Flumglemen-
tation is not guaranteed to follow the model described inpteeess-
algebra. Second, there are no guarantees that covert ¢hatmnaot
exist in parts of the system that the model abstracts. Iricpdat, the
Flume model does not capture physical hardware, so coverinets
might of course exist in Flume’s use of the processor, thé, dis
memory, etc. What our result does imply is that those opagati
é%tems the follow the given interface (like Flume) have ancle of
achieving good security properties; i.e., wide leaks are“baked”
into their specifications. We leave a machine-checkablefprad a

This paper considers the Flume system: a DIFC OS implementggified implementation of the model to future work.

as a 30,000-line extension to a standard Linux kernel [3]nfel

allows legacy processes to run as before, while confiningetho

that need strong security guarantees (like web servers atvabrk
applications) to a tightly-controlled sandbox, from whi of their
communication must conform to DIFC-based rules. This tepien
produces real security improvements in real web applinatidike
the popular Python-based MoinMoin Wiki package. But allrokaof
application-level security presuppose a correct OS keapgealing
to intuition alone to justify the OS’s security. Intuitiorarc mislead:
other seemingly-secure OSes ([1], [11]) have inadvestentiuded
high-bandwidth covert channels in their very interfacdpvaing
information to leak against intended security policie®(Section Il
for more details).

II. REVIEW OF FLUME

This section reviews Flume’s security primitives, prewlyure-
ported elsewhere [3]. Flume ustxgs and labelsto track data as it
flows through a system. L&t be a very large set of opaque tokens
calledtags A tag carries no inherent meaning, but processes generally
associate each tag with some category of secrecy or integiit
example, a tag € 7 may label Bob’s private data.

Labelsare subsets off. Labels form a lattice under the partial
order of the subset relation [12]. Each Flume procgskas two
labels, S, for secrecy and, for integrity. Both labels serve to (1)
summarize which types of data have influengeid the past and (2)
regulate wherg can read and write in the future. Consider a process



p and a tagt. If ¢t € S, then the system conservatively assumesould leak information to a procegsby either adding or refraining

that p has seen some private data tagged withn the future,p from adding a pre-specified tag ). A second restriction is that no

can read more private data tagged withut requires consent from process can enumeraté or O, (otherwisep could poll |\O|| while

an authority who controlg before it can reveal any data publicly. If ¢ allocated new tags, allowingto communicate bits tp). Processes

there are multiple tags if,,, thenp requires independent consent forcan, however, enumerate their non-global capabilitiessghnO,),

each tag before writing publicly. Proceg’s integrity labell, serves since they do not share this resource with other processes.

as a lower bound on the purity of its influencest i I,,, then every A processp can grant capabilities i, to process; so long as

input to p has been endorsed as having integrity foiffo maintain p can send a message ¢op can also subtract capabilities frof,

this property, the system only allowsto read from other sources as it sees fit.

that also have in their integrity labels. Files (and other objects) also )

have secrecy and integrity labels; they can be thought ofaasiye C: Security

processes. The Flume model assumes many processes running on the same
Distributed Information Flow Control (DIFC) is a generafion of machine and communicating via messages, or “flows”. The fisode

centralized IFC. In centralized IFC, only a trusted “seyudfficer” goal is to track data flow by regulating both process comnatitno

can create new tags, subtract tags from secrecy labelslassify and process label changes.

information), or add tags to integrity labelendorseinformation). 1) Safe Label Changesin the Flume model (as in HiStar), the

In Flume DIFC, any process can create new tags, which giwes thabels S, and I, of a procesg can be changed only by an explicit

process the privilege to declassify and/or endorse infaamafor request fronp itself. Other models allow a process’s label to change

those tags. as the result of receiving a message [1], [13], [11], but iniplabel

changes turn the labels themselves into covert channels [2R

(see Section IIl). Only those label changes permitted byoegss’s
Flume represents privilege using tveapabilities per tag. Capa- capabilities are safe:

bilities are objects from the s&P = 7 x {—,+}. For tagt, the o
capabilities are denotetl and¢~. Each procesg ownsa set of Definition 1 (Safe I(,abel change)For a proces9, let the labelL be
capabilitiesD, C O. A process witht™ € O, ownsthet ™ capability, Sp or I, and IetL/ _be the_ requested new value of the label. The
giving it the privilege to add: to its labels; and a process withchange fromL to L' is safeif and only if:
t~ € Op can remqvet from its labels. In t_erm_s of secrecg_/,*_ lets L' - LC (Op)+ and L—L' C(0,) .
a process add to its secrecy label, granting itself the privilege to
receive secret data, whilet~ lets it removet from its secrecy label, ~ For example, say procegswishes to subtract tag from S,,, to
effectively declassifying any secretdata it has seen. In terms ofachieve a new secrecy lab§}. In set notationt € S, — S;,, and
integrity, t~ lets a process removefrom its integrity label, allowing such a transition is safe only if owns the subtraction capability for
it to receive lowt-integrity data, whilett lets it addt to its integrity ¢ (i.e.t~ € O,). Likewise, ¢ can be added only if* € O,.
label, endorsing the process’s current state as higlegrity. A 2) Safe Messagesinformation flow control restricts process
process that owns both™ and ¢~ hasdual privilegefor ¢ and can communication to prevent data leaks. The Flume model otstri
completely control howt appears in its labels. The sgt, where communication among unprivileged processes as in traitid-C:
o n _ p can send a message ¢oonly if S, C S, (“no read up, no write
Dp S{t[t7 €Op N1~ € Op} down” [14]) andI, C I, (“no read down, no write up” [15]).

represents all tags for whigh has dual privilege. Flume relaxes these rules to better accommodate declessifie

Any processp can invent or “allocate” a new tag. Tag allocationSpecifically, if two processesould communicate by changing their
yields a fresh tag € 7 and setsD, «— O, U {t", ¢}, grantingp labels, sending a message using the centralized IFC rulesthan
dual privilege fort. Tag allocation should not expose any informatiofiestoring their original labels, then the model can safdignathe

A. Capabilities

about system state. processes to communicate without actually performingllebanges.
For a set of capabilitie® C O, we define the notation: A process can make such a temporary label change only forirtags
oA N . B D,, i.e., those for which it has dual privilege. A proceswith labels
o"={t|tT €0}, O ={t[t” €0}. S,, I, would get maximum latitude in sending messages if it were
B. Global Capabilities to lower its secrecy &, — D, and raise its integrity td, U D,. It

could receive the most messages if it were to raise secregyld),,
and lower integrity tol,, — D,,.

The following definition captures the$gpotheticallabel changes
to determine what messages are safe:

Flume also supports global capability setO, Every process has
access to every capability ift, useful for implementing key security
policies (see Section II-D). A procegs effective set of capabilities
is given by:

Op 2 0,U o} Definition 2 (Safe message)A message fronp to ¢ is safeiff

Similarly, its effective set of dual privileges is given by: S,—-D,CS,uD, and I,—D,CI,UD, .
D, 2{t|t" €0, ANt™ €0y}

Tag allocation can updaté; an allocation parameter determines 3) External Sinks and Sourcesiny data sink or source outside
whether the new tag's™, ¢, or neither is added t® (and thus of Flume’s control, such as a remote host, the user's teimma
to every current and future procesgs). printer, and so forth, is modeled as an unprivileged proeessth
Flume restricts access to the shared @eflest processes manip- permanently empty secrecy and integrity labels:= I, = {} and
ulate it to leak data. A first restriction is that processes oaly alsoO, = {}. As a result, a procegscan only write to the network
add a tag toO during the tag's allocation (otherwise a process or console if it could reduce its secrecy label{tp (the only label



g o= of those bits during the attack.
S, = {1} @ S, =} Next, p communicates selected bits of the secret to its helpers. If
Sy =1 the ith bit of the message is equal @ thenp sends the message
“0” to the processy;. If the ith bit of the message i4, p does
nothing. Figure 2 shows this step. When receiving idit, ¢1's

the secret starts out initialized to dlk, but it will overwrite some

Fig. 1. The “leaking” system initializes.

label changed, floating up frof} to {¢}, as the kernel accounts for
y | s . how information flowed.
o oo In the last step (Figure 3), thg processes wait for a predefined
S =1t 9} 5= time limit before giving up. At the timeout, eaah which did not
e receive a message (her@,) sends a message™to ¢, and upon
Fig. 2. psends a0” to g; if the ith bit of the message 8. receipt of this message updates the bit at position to 1. The
remaining processesg() do not write tog, nor could they without
affectingq’s label. Now,q has the exact secret, copied bit-for-bit from
o Sa=t p. This example shows 2 bits of data leak, but by forkingrocesses,
=T P =D p andq can leakn bits per timeout period. Because Asbest@vsnt
Sp = U} processabstraction makes forking very fast, this channel on Asizest

can leak kilobits of data per second.

This attack fails against the Flume system. In Figure 2, each
must each make a decision: should it raise its secrecy labf¢),t=
{t}, or leave it as is? If; raisesS,, then it will receive messages

with S, C S;), and a process can only read from the network Jl:om_p » but it won't fbe a?le tt% write tay. Other\;V'Slf’Qi.tW'll never
keyboard if it could reduce its integrity label # (the only label receive a message from In €lther casey; cannot after 1S messages
with I, C I,). to ¢ in response to messages frgmAnd crucially, ¢; must decide

whether to upgradé,, beforereceiving messages from

Fig. 3. If ¢; did not receive a0” before the timeout, it assumes an implicit
“1" and writes “1” to ¢ at positions.

D. Security Policies IV. THE FORMAL FLUME MODEL

The most important security policy in Flume egport protection
wherein untrustworthy processes can compute with sectatwigh-
out the ability to reveal it. An export protection tag is a taguch
thatt™ € O andt™ ¢ O. For a procesg to achieve such a result, it
creates a new tagand grants™ to the global ser), while closely

That the above attack fails against the Flume model is useful
intuition but proves nothing. This section and the next seétrmal
separation between the Asbestos style of “floating” labeld the
Flume style of “explicitly specified” labels. The ultimat®d is to
guardingt~. To protect a filef, p creates the file with secrecy labelPOV€ that Flume exhibitnoninterferencefor example, th?t processes

with empty ownership and whose secrecy label contaicannot in

{t}. If a process; wishes to read’, it must first add: to .S, which . )
it can do sincett € O C O,. Now, ¢ can only send messages 12y way alter the execution of those processes with emptyidab

other processes with in their labels. It require®’s authorization Such a noninterference result requires a formal model ofmElu

to removet from its label or send data to the network. Additiona hich we build up here. Section V p.rowdes th? proof that the
. o . . lume Model meets a standard definition of noninterferendd w
Flume policies exist, like those that protect integrity.

high probability.
I1l. COVERT CHANNELS IN DYNAMIC LABEL SYSTEMS We present a formal model for the Flume System in the Commu-
nicating Sequential Processes (CSP) process algebrarghééwed

As described in Section II-C, processes in Flume change thgj Appendix A). The model captures a kernel and arbitrary pse-
labels explicitly; labels do not change implicitly upon rs@ge cesses that can interact through a system call interfaceeBses can
receipt, as they do in Asbestos [1] or IX [11]. We show by ex®Mp communicate with one another over IPC, changing labelscating
why implicit label changes (also known as *floating” labets)able 545 and forking new processes. The model dictates whicheke
high-throughput information leaks (as predicted by Degr{?]).  details are safe to expose to user-level applications, evii& can

Consider a procegs with secrecy labeb, = {t} and a procesg  safely happen, which return codes from system calls to gegwtc.
with S, = {}, both with empty ownership set, = O, = {}. Ina |t does not capture lower-level hardware details, like CRaghe,
floating label system like Asbestos,can send a message ¢gpand  memory, network or disk usage. Therefore, it is powerlesfigprove
q will successfully receive it, upon which the kernel autoitelly ihe existence of covert channels that modulate CPU, cacbmony,
raisesS, = {t}. Thus, the kernel can track which processes hayfwork or disk usage to communicate data from one process to
seen secrets tagged witheven if those processes are uncooperativgnother.
Such a scheme introduces new problems: what if a progeéls®sn't  Figyre 4 depicts the Flume model organization. At a highlleve
want its label to change fron§; = {}? For this reason, Asbestosine model splits each Unix-like processunning on a system (e.g.,
also introduces “receive labels,” which let processesrfii traffic 5 \vep server or text editor) into two logical componentsuser
and avoid unwanted label changes. half U; that can take almost any form, andkernel half i:K that

The problem with floating is best seen through example (S@@haves according to a strict state macHirEhe user half of a
Figures 1-3). Imagine processpsand ¢ as above, with a sender process can communicate with its kernel half (and thus réatly,
procesgp wanting to leak the 2-bit secre01” to a receiver process yith other user processes) through the system call interfatich

g. Their goal is to transmit these bits withoygs label changing. takes the form of a CSP channéls between theU; and i:K.
Figure 1 shows the initialization launches two helper processes

(g1 and¢2), each with a label initialized t&,, = {}. ¢’'s version of 1The CSP notatiori: K means thei-th instance of a template process



The Flume model places no restrictions on higs other than
on their communication. A proceds; can communicate with: K
via channeli.s; it can communicate with itself via channels that it
invents; otherwise, it has no other communication channels

:QUEUES SWITCH j:QUEUES

ip B. Kernel Processes

Each process has an instantiation of the kernel processthat
obeys a strict state machine. We apply CSP’s standard tpaodrior
“relabeling” the interior states of a process, giving . By definition,
Fig. 4. Two user processes/; and Uj;, in the CSP model for Flume. ;: K and j:K have different alphabets far+# j, so their operations
K and j:K are the kemel halves of these two processes (respectively,\not interfere. Each processk takes on a state configuration

TAGMGRIs the process that manages the global set of tags and desoci . e
privileges, PROCMGRmanages the process ID space, &WITCHenables ased on process labels. That isj:Ks,r,0 denotes the kernel half

all user-visible interprocess communication. Arrows der®SP communica- Of processi, with secrecy labeb; C 7, integrity label/; C 7, and
tion channels. ownership of capabilities given bg; C O.
At a high level, a kernel process starts idle, then springs to life

) ) ) upon receiving an activation message. Once active, itvesedither
The kernel halves communicate with one another to delivésIP gy siem calls from its user half, or internal messages frdrardternel

initiated by user processes..AIso !nside the kernel, a @lphbacess processes on the system. It eventually dies when the useegso
(TAGMGR manages the circulation of tags and globally-sharediis |n cSP notation:

privileges; another global proceBROCMGR manages the process

ID space. The procesSWITCHis involved with communication K = b7(S,1,0) = Ks 1,0

between user-level processes. The remainder of this gefili® out
the details of the Flume model.

whereb is the channel thaK listens on for its “birth” message. It
expects arguments of the for(, I, O), to instruct it which labels
A. System Call Interface and capabilities to start its execution with. Subsequerly ;.o

. . ) handles the bulk of the kernel process’s duties:
The “system-call” interface consists of events on the cbhans

betweenU; and i:K. Each user-level process has access to the Ks,;,0 = SYSCALE, 7,0 | INTREC\ 1,0

following system calls: where SYSCALLis a subprocess tasked with handling all system

« ¢« create_tag(which) . . calls, andNTRECVis theinternal receivingsub-process, tasked with
Allocate a new tag, and depending on the parametenich  yecejving internal messages from other kernel processes.
make the associated capabilities toglobally accessible. Here, gach system call gets its own dedicated subprocess:
which can be one oNone, Remove or Add. For Remove, add

t~ to O, effectively granting it to all other processes; likewise, SYSCALk, 1,0 = NEWTAG 1,0 |
for Add, add¢* to O. CHANGELABEL /.0 |
« rc < change_label(which L) READMYLABEE.; o |

Change the processihich label to L. ReturnOk on success

and Error on failure. Here,which can be eitherSecrecy or READMYCAPS,.0 |
Integrity. DROPCAPS 1.0 |
o L — get_label(which) SENDs, 7.0 |
Eead thihs_ F;]rocesst’)s ovyr;llz:gel out of th(le kern_el’s data s}lr_ast RECV:.; 0 |
ere, which can be eitherSecrecy or Integrity, controlling
which label is read. FORKs.1.0 |
« O« get_caps() GETPIDs, 1,0 |
Read this process’s ownership set out of the kernel's data EXITs, 1,0

structures.
« send(j, msg X)
Send messagmsgand capabilitiesX to processj. (Crucially, C. Process Alphabets

Section IV-D presents all of these subprocesses in morél.deta

the sender gets no indication whether the transmissioedfailie In the next section, we will prove properties about the systia
to label checks.) particular, that messages between “high processes” (tiasenave
+ (msg X) < recv(j) a specified tag in their secrecy label) do not influence thigigcof
Receive messagasgand capabilitiesX' from processj. Block  «jow processes.” The standard CSP approach to such protifssisiit
until a message is ready. the system’s alphabet into two disjoint sets: “high” synshahose
o j < fork() that the secret influences; and “low” symbols, those thatilshnot
Fork the current process; yield a procgssork returnsj inthe  pe affected by the secret. We must provide the appropriateabkts
parent process and 0 in the child process. for these processes so that any symbol in the model unamisityuo
o i« getpid() belongs to one set or the other.
Returni, the ID of the current process. For example, take processwith secrecy labelS; = {t} and
» drop_caps(X) integrity label I; = {}. When U, issues a system call (say
SetO; — 0; — X. create_tag(Add)) to its kernel halfi:K, the trace forl; is of the

See Appendix E for a description of teelect system call that allows form
receiving processes to listen on multiple channels at once. (...,i.s!(create_tag,Add),...)



and the trace for the kernel haliK is of the form In both cases, the user process specifies a new label, a@HBEEK
subroutine determines if that label change is valid. In tiezess case,
the kernel process transitions to a new state, reflectingételabels.
That is,U; is sending a messagdereate_tag, Add) on the channel In the failure case, the kernel process remains in the sambe Jthe

i.s, andi: K is receiving it. The problem, however, is that looking aCHECK process computes the validity of the label change based on
these traces does not capture the fact tisasecrecy label contains the process’s current capabilities, as well as the globadluisities O

and therefore thal/; is in a “high” state in which it should not affect (captured by a global process listening on thehannel):

(...,1.s7(create_tag,Add),...) .

low processes. Such a shortcoming does not inhibit the acgur _ ’

of the model, but it does inhibit the proof of noninterferenn CHECKs.r.0 =2(L, L) — , B

Section V. g!(check-, L—-L" —O0") — gir —
A solution to the problem is to include a process’s labelshia t g!(check+, L' =L —0") — g% —

messages it sends. That is, orideas a secrecy label of = {t}, its I(r Aa) — CHECKs.1.0

kernel process should be in a state sucKas ¢y ;. When a kernel
process is in this state, it will only receive system callsha form
1.s7({t}, {}, {}, create_tag, Add). Thus,U; must now send system
calls in the form:

As we will see below, the global tag register repligsue to
(check-, L) iff L € O~, and repliesTrue to (check+, L) iff
L C O*. Thus, we have that the user process can only change from
label L to L' if it can subtract all tags i, — L’ and add all tags in
i.s!({t}, {}, {}, create_tag, Add) L' — L, either by its own capabilities or those globally owned (see
Definition 1 in Section II-C).

The user half of a process can call the kernel half to detegritin
own S or I labels and its capabilitie®:

READMYLABEE, ;0 =
(s?ﬂ(get_label, Secrecy) — 515 — Ks,r0 |

In this regime,U; must do its own accounting &f; and ;. If it fails
to do so and sent a system call of the form

i.s!({}, {}, {}, create_tag, Add)

the kernel would reject the call. Such a failure Gris part does not
compromise security guarantees.

Messages of the form!(S,7,0,...) and ¢?(S,1,0,...), for s7(get_label, Integrity) — s!I — Ks,z,o)
various channels, occur often in our model. For concision, whefg r ’{
I and O can be inferred from context in a kernel procésss .o, READMYCAPS .0 = (s”.;(get_caps) — 8/20 — Ks,z,o)

we use this notation:
c,'ﬁ(x) £ ¢(S,1,0,2), c{:{(m) £ ¢?(S,1,0,1)

A process also can discard capabilities usbigOPCAPS

DROPCAPS ;0 = (s?ﬁ(drop_caps,X) — Ks,1,0-x)

For example, kernel processkK . _+'s call to s?(fork) is »
P P (o {ub {67} s 7 (fork) On a successful drop of capabilities, the process transitio a new

expanded as?({t}, {u}, {t" },fork). kernel state, reflecting the reduced ownership set.

D. System Calls The next process to cover is forking. Recall that each atéisk:

on the system has two components: a user compdieand a kernel
component: K. The Flume model does not capture what happens to
U; when it callsfork,® but the kernel-side behavior fifrk is specified

We now define the sub-processes I6k,r,0 that correspond to
the kernel's implementation of each system call. The firstteay
call subprocess handles a user process’s request for newNagh

of this system call is handled by a subroutine call to the gldhg as follows:
managelTAGMGR After tag allocation, the kernel process transitions FORKs,1,0 = (s?ﬁ(fork) —
ioza different state, reflecting the new privilege(s) it doegh for tag pé(fork, 0) —p?j —
NEWTAG; 1,0 = (s?ﬁ(create_tag,w) - sli — Ks,r,0)
g! (create_tag, w)?(t, Onew) — Recall that.p is a channel from théth kernel process to the process
K manager in the kerneRROCMGR (The latter allocates the child’s
Sét - KSJ,OUOnew) process IDj and gives birth tgj: K.)
The CHANGELABELsubprocess is split into two cases, one for The process handlingetpid is straightforward:
secrecy and one for integrity (the latter elided for bré\ity GETPIDs, 1,0 = (s;;(getpid) —
CHANGELABEL,;,0 = S-CHANGE, 1,0 | I-CHANGE:s 1,0 p!(getpid) — p?i —
S-CHANGEJ’O = (check: CHECKgJ,o// Séi — KSJ#O)

2 / . . .
(s 7 (change_label, Secrecy, 5') — And user processes issue exit system call as they terminate:

check(S, S") — checkr — EXITs.r.0 = (s ? (exit) —

. ' ,
it rthen s 1Ok — Ksr.1,0 g!(clear) — pl(exit) — SKIP)

elses LError — Ks,1.0 ) Once a process with a given ID has run and exited, its ID iseeti

never to be used again.
2A note on notation: the channel betwegpand:: K is named.s as stated
earlier. However, thes” prefix is induced by the CSP renaming operator on 3In Flume’s concrete implementation of this model, forkingshthe fa-
the “template” kernel procesk. In this section we define the subprocessesiliar semantics of copying the address space and confmyuhia execution
of K, so the channel is named merely environment of the child process.



E. Communication 1) The Tag ManagefTAGMGR): The tag manager keeps track of

The communication subprocesses are the crux of the Flume C%BJObal universe of tagg(), and the global set of privileges available
model. They require care to ensure that subtle state tiamsin high to all processes(). It also tabulates which tags have already been
processes do not result in observable behavior by low psese#t allocated, so as never to fe'ssF‘e the same tag. Thé' sefers to
the same time, they must make a concerted effort to delivesayes, those_tags that were allocated in the _pgst. Thus, the taskgadsa
S0 that the system is useful. state is parameterized IAGMGR; ;. Initially, O andT" are empty:

The beginning of a message delivery sequence is the process TAGMGR= TAGMGR} (}
1:SENDs, 1,0, invoked whenU; wishes to send a message 9. ) )

Messages are of the forfiX, m), where X is a set of capabilites, ~Once active, the tag manager services several calls:
andm is an arbitrary string. To send, the kernel shrinks the msise TAGMGR; ; = NEWTAGH; ; |
S label and grows its integrity label as much as allowed by its ’ ’

privileges. The kernel also winnows the transmitted cdjiegs to NEWTAGs, 7 |
those thatU; actually owns & N O). The messagéX, m) passes NEWTAGO, 7 |
through the switchboard proce&WNITCH via channeli.c, which DUALPRIV%T |
forwards it . CHECK+4 7 |
CHECK+
SENDy,1,0 = (s?(send,j, X,m) — oo .

K Many of these subprocesses will call upon a subroutine that
g!(dual_privs,0) — g?D — randomly chooses an element from a given set. We define that
A(S—D,JUD,j; XNO,m) — Ks O) subroutine here. Given a skt

The processSWITCH listens on the other side of the receive CHOOSE = 7(5,1,0) — I _,.('y) — STOP

channeli.c. It accepts messages of the foim?(S, I, 7, X, m) and

’ ) ) That is, the subproces€HOOSE nondeterministically picks an
forwards them to the procegsK asj.c!(S, I,i, X, m):

elementy from Y and returns it to the caller. As we will see
SWITCH = |vs (z‘.c?(S,I,j,X m) — in Section V,CHOOSEs refinement (i.e., its instantiation) has an
. . important impact on security. It can, and in some cases dhtaike

((Ge(8, 1,4, X,m) — SKIP) ||| SWITCH) into account the labels on the kernel process on whose béhalf

The SWITCH process sends messages in parallel with the neXperates.

receive operation. This parallelism avoids deadlocking siystem  The first set of calls involve allocating new tags, such as:

if the receiving process has exited, not yet started, or igtivga NEWTAGH; ; = chooseCHOOSE, _.//

to send a message. In other words, 8ITCHprocess is always ’ )

willing to receive a new message, delegating potentidibgking |Vi (z.g?ﬁ(create_tag,Add) -

send operations to an asynchronous child process. choosé(S, I,0)?t —

Once the message leaves the switch, the receiver procedie$an il {t7)) —
it with its INTRECVsubprocess. After performing the label checks T
given by Definition 2 in Section [I-C2, this process enqueties TAGMG%u{t+},:ﬁu{t})

incoming message for later retrieval: That is, the subproce$¢EWTAG+picks a channel such that.g has
INTRECM: 7.0 = ¢?(Sin, Iin, j, X, m) — input available. Then, it choos_es an unallocated¢tatp CHOOSE
and returns that tag to the calling kernel process. It sesvibe next

! i ?
g'(dual_privs, 0) — 7D — request in a different state, reflecting that a new capglidiavailable

if (Sn CSUD) A (I =D ClIn) to all processest{) and the tag is now allocated.
then g!(enqueue, (X, m)) — Ks,1,0 We next defineNEWTAG-and NEWTAGOsimilarly:
elseKs,r,0 NEWTAGy ; = choose CHOOSE. _; /

The final link in the chain is the actual message delivery ierus ]W (z.g k(create_tag7 Remove) —

space. For a user process to receive a message, it callbénkernel,
asking it to dequeue and deliver any waiting messages. Regeilso ‘ N
updates the process's ownership, to reflect new capasilttigained. igl(t, {t7}) —

choos&(S,1,0)7t —

RECVs 1,0 = (s’.;(recv,j) — TAGMG%U{t*},TU{t})
NEWTAGO, ; = chooseCHOOSE:_; /
|, (i-g ? (create_tag, None) —
choos&(S, 1,0)?t —
igl(t, {t 7t —
TAGMGR, 7,(1})

¢'(dequeue, j) — ¢7(X,m) —

slm — KS,I,OUX)
A

F. Helper Processes

It now remains to fill in the details for the helper procesdest t
the variousKs, 1,0 processes call upon. They alBAGMGR which
manages all global tag allocation and global capabilit@dEUES The DUALPRIVSsubprocess gives a user procéssaccess to the
which manages receive message queues, one per process)alyd fishared capabilities i®. On inputO;, it returns D;, the set of tags
PROCMGR which manages process creation, deletion, etc. for which process has dual privilegeDUALPRIVSis formulated as



below to prevent user processes from enumerating the dsmé®. G. High Level System Definition
) T -
Since there are no tagssuch that{t~, "} C O, the process must The overall systenSYSis an interleaving of all the processes

privately own at least one privilege forto get dual privilege for it. specified. Recall thaP is the set of all possible process IDs. The
Thus, DUALPRIVSdoes not alert a process to the existence of an).qo. haif of the system is:

tags it did not already know of:

DUALPRIVS, 7 = | . (i.g?(dual_privs, O;) — UPROCS= || U;

jEP
gl ((OF UO™T “uO~
29 (07 VOT)N (0 VOT)) — The kernel processes dte:
TAGMGR; ;)
Finally, the behavior of CHECK+ has already been hinted at. KSZJ.!L,J:((K {j“q} QUEUES) \aQUEUES) @

Recall this subprocess checks to see if the supplied setgsfitga

globally addable: Adding in the helper process gives the complete kernel:

CHECK+ 7 = | . (i.g7(check+, L) — KERNEL1= (KS || SWITCH \ aSWITCH
’ v P.c
i A+
(ifLco KERNEL2= (KERNELL || TAGMGR) \ aTAGMGR
then i.g!True P.g
elsei.g/False) — KERNEL= (KERNEL2 | PROCMGR{) \ aPROCMGRO
P.p
TAGMGR,; ;
o Ro.r) Finally:
And similarly: SYS— UPROCS || KERNEL
CHECK 4 = |, (i-g?(check-, L) — P.s

This assembly of kernel process makes extensive use of tie CS
hiding operator (\”). That is, the combined proces3YSdoes not
show direct evidence of internal state transitions suclk@smunica-
elsei.g!False) — tions between any: K and the switch; communications with the tag
TAGMGR, T) manager; communications with the process manager; etectritie
' only events that remain visible are the workings of the usecgsses
U, and their system calls given biys(.l?{ andi.sf!{. By implication,
kernels that implement the Flume model should hide the syste
inner workings from unprivileged users (which is indeed ¢hse for
the Flume implementation). In practical terms, the CSP rhéole
SYSshows what a non-root Unix user might see if examining his
processes with thet r ace utility.

(fLC O™
then i.g!True

2) The Process Manager (PROCMGRJhe main job of the pro-
cess manager is to allocate process identifiers when keroe¢gses
call fork. We assume a large space of process identifiersThe
process manager keeps track of subi3et P to account for which
of those processes identifiers have already been used nalibeates
from P — P.

PROCMGR, = PM-FORK; | PM-GETPID; | PM-EXIT, V. NONINTERFERENCE

To answer thefork operation, the process manager picks an unused” Mature definition in the !iterature for models like Flumes
process ID £) for the child, gives birth to the childj:K) with the "oninterferencelnformally [17]:
message.b!(S, I,0), and returns child’s process ID to the parent: ~ One group of users, using a certain set of commands, is
_ noninterferingwith another group of users if what the first
PM-FORK =choose CHOOSE, 5/ group does with those commands has no effect on what the

|, (i-p2(8,1,0,fork) — second group of users can see.
choos&(S,1,0)?j — In terms of Flume, select any export-protection tag proces with
3.bN(S, I,0) — ipl(j) — t € Sp, and a procesg with ¢ ¢ S,. Noninterference means that

p’'s execution path should be entirely independent/sf If p could
somehow influence, then it could reveal ta; information tagged
Trivially: with ¢, violating the export-protection policy.

PM-GETPID= |, (i.p?(getpid)!i — PROCMGH

PROCMGR,(;})

A. Definition
Kernel processes notify the process manager of their exfigh We use Ryan and Schneider’s definition of noninterferen@, [1
are handled as no-ops: where process equivalence follows th&able failures mode[19],
PM-EXIT = |Vi (i.p?(exit) R PROCMGQ [20]. This definition considers all possible pairs of trafes.S that

] ) o vary only by elements in the high alphabet (i.e., they areakqu

A final task for the process manager is to initialize the Syste when projected to low). For each pair of traces, two expenisie
launching the first kernel process. This process runs wittiab are considered: advancing over the elements in left trace, and
process IDinit, off-limits to other processes. Thus: advancing$ over the elements in the right trace. The two resulting

PROCMGRO-= initb!({}, 7, {}) — PROCMGR> _(iniy processes must look equivalent from a “low” perspectivantadly:

See Appendix B for a description of tHgUEUESprocess, which  4Notation: As per standard CSRK denotes the “alphabet” of process.
is mostly an implementation detail. Also, P.c £ {p.c | p€ P}



not in that policy [21]. The most relevant definition is thdtBpssi

et al., which partitions the space of symbols into three sets
high, low, and declassify — and adjusts definitions in the (3P

process algebra accordingly [22]. These extensions aralinettly

applicable in our setting, since Flume processes can dymdigni
transition between high, low and declassify states by nrgatew

tags, receiving capabilities, changing labels, and drgppapabilities
(all of the six transitions are possible).

To accommodate Flume's model we present a new definition,
whose key distinction is to consider declassification aytmally to
secrecy. That is, at any given time, each process can be éitjte
or low (determined by whethere S) and eitherdeclassifyor non-
declassify(determined by whethet™ € O). We define a new set
of symbolsMID; that emanate from or are received by declassifier
processesMID; has the property thaliD; and HI; need not be

{0
&

Fig. 5. Intransitive Noninterference. Arrows depict alemvinfluence. All
influences are allowedxcepthigh to low.

S

Definition 3 (Noninterference for Systerfi). For a CSP procesS,
and an alphabet of low symbol®© C «.5, the predicatNl o(S) is

true iff
virtr’ € tracegS) @ tr [ LO=1t' | LO =
SF[S/tr] | LO = SF[S/tr'] | LO .
We say that the procesS$ exhibits noninterferencewith respect to

disjoint, nor doMID; and LO;:
MID; £ {i.b.(S,1,0,...) |t~ €O} U
{is.(5,1,0,...) |t~ €0}

Next, consider all pairs of traces that differ only in highnno

declassify elements, and are therefore equivalent whejeqteal to
) ] LO: U MID;. Again, two experiments are performed, advancig
That is, after being advanced byandtr’, the two processes must gyer the left and right traces. The two resulting processest fiook
accept all of the same traces (projected to low) and refusef #he  gquivalent from a low, non-declassify perspective. The fitedinition
same refusal sets (projected to low). . captures the notion that high, non-declassifying processmnot
Given an arbitraryexport-protectiontag ¢ (one such that™ € O jnterfere with low, non-declassifying processes. If a higlocess

andt™ ¢ O), we define the high and low alphabets as follows. Thgishes to influence a low process, it must communicate thiraaig
high symbols emanate from a process witd S;: declassifier process.

Hi, 2 {ib.(S,1,0,...) | te S} U{is(S,1,0,...) | teS}
The low symbols are the complement set:
LO; £ {ib.(S,1,0,...) | t ¢ S} U{i.s.(S,1,0,...) | t &S}

1) Stability and DivergenceThere are several complications. The ,
first is the issue of whether or not the stable failures model i SFIS/u] 1 (LO —MID) = SF[S/w] I (LO —MID) .
adequate. For instance, if a high process caused the kerdelerge Note that this extended definition is equivalent to the shahd
(i.e.,hang, a low process could record such an occurrence on rebodgfinition if MID = {}, i.e., if declassification is disallowed. We
thereby leaking a bit (very slowly!) to low. By constructidche Flume conjecture an “unwound” version of this definition is eqléva to
kernel never diverges. One can check this property by exagigach Bossi et al's DPBNDC if HI; andMID; are disjoint, but we defer
system call and verifying that only a finite number of intérexzents the proof to future work.
can occur before the process is ready to receive the nextlsdir-
space process (e.dl;) can diverge, but they cannot observe eac
other’s divergence, and so their divergence is inconsdigien our
security analysis.

If divergence attacks were a practical concern, we coultucamli-
vergent behavior with the more general Failures, Divergenmfinite
Traces (FDI) model [20]. We conjecture that Flume’s noniietence
results under the stable failures model also hold in the FDdleh
but the proof mechanics are yet more complicated. allocate tags and process identifiers?

2) Declassification: The second complication ideclassification An idea that does not work is sequential allocation, yiajdihe
also known agntransitive noninterferencerlhat is, the system should tag (or process ID) sequengg, 2, 3, ...). To attack this scheme, a
allow certain flows of information from “high” processes tw” low process forks, retrieving a child IR To communicate the value
processes, if that flow traverses the appropriate deckasdfigure 5 “k”, the high process forkg times. The next time the low process
provides a pictorial representation: the system allows foocesses forks, it gets process 1D + k, and by subtracting recovers the
and the declassifier to influence all other processes, andigie high message. There are two problems: (1) low and high pseses
processes to influence other high processes and declassifienot share the same process ID space; and (2) they can manipulate i
to influence low processes. However, in the transitive cksall a predictable way.
processes can influence all other processes, which negstéeesired The second weakness is exploitable even without the firsa In
security properties. different attack, a high process communicates a “1” by aliog

Previous work by Roscoe et al. assumes a global securitgypolia tag viacreate_tag(Add), and communicates a “0” by refraining
and modifies existing noninterference definitions to rulé haws from allocating. If a low process could guess which tag wscated

the low alphabet.O iff Nlo(S) is true.

Definition 4 (Noninterference with declassificationfFor a CSP
processS, alphabetsLO and MID contained ina.S, the predicate
NIDYY (S) is true iff

vir,tr’ € tracegS) : tr [ (LOUMID) =tr’ [ (LOUMID) =

ﬁ. Allocation of Global Identifiers

The model presented in Section IV is almost fully-specifiith
an important exception: the proceS5{OOSE

CHOOSE = 2(S,1) — M _ (%y) — STOP

The “internal (nondeterministic) choice” operaton)(implies that
the model requires furtheefinementThe question becomes: how to



(call it ¢), it could then attempt to change its labelSo= {t}. If the
change succeeds, then the low process had accedsttooughO,
meaning the high process allocated the tag. If the chandgg the
high process must not have allocated. The weakness heratithth

The Flume system, upon startup, picks an elengeatG at random.
When called upon by a process with labelsI, O to allocate a
new tag or process ID, it returng(s(S), s(I),s(O),x), for some
heretofore unused: € {0,1}”. The output is a tag in{0, 1}*.

low process “guessed” the tagwithout the high process needing toAppendix C derivese > max(e + 1,43), meaninga = 320 for

communicate it. If such guesses were impossible (or verikeig),
the attack would fail.

our example parameters.
Thus, we letT = P = {0,1}7, for a sufficiently largec. The

Another idea—common to all DIFC kernels (c.f., Asbestos [1kernel picksg € G at random upon startup. Th&HOOSEs refined

HiStar [2] and the Flume implementation)—is random alla@rat
from a large pool. The random allocation scheme addresses
second weakness—predictability—but not the first. Thatoiser-
ations like process forking and tag creation always havéailp
observable side affects: a previously unallocated regobecomes
claimed. Consider, as an example, this trace for the Fluratesy

tr = G@b.({t}, {3, {}, {}),
i.s.({t}, {}, {},fork),

3:b-({¢3 {1 {1 D,
is.({th {1 {1 4), - )

A new process; is born, with secrecy labeb; = {¢}, and empty
integrity and ownership. Thug's actions fall into theHI; alphabet.

as:

th

CHOOSE = 7(S,1,0) — I (ly) — STOP

y€G(S,1,0,Y)
where
G(S,1,0,Y) = {t | € TAt=g(s(5),s(I),s(O),z) At € Y}.

Note thatG(S,1,0,Y) CY, so the nature of the refinement is just
to restrict the set of IDs thaEHOOSE- will ever output, based on
the capabilities, secrecy and integrity labels of the gliprocess.

C. Theorem and Proof
The main theorem is as follows:

Theorem 1 (Noninterference in Flume)For any security parameter

Onces starts, it forks a new process, which the kernel randomlgsic ¢, there exists an instantiation 8HOOSEsuch that: for any export-

asj. The childj runs with secrecys; = {t}, inheriting its parent's
secrecy label.

Projecting this trace onto the low alphabet yields the empty
()). Thus, this trace should have no impac

sequencetf | LO;
on the system from a low process perspective. Unfortunately, this
is not the case. Beforx occurred,! could have forked off process
j, meaning:
' = (kb.({3 {3, {3 O,

ks.({3, {3, {}. fork),

3oL 3D,

ks ({5 AL b))

was also a valid trace for the system. But afieoccurs,tr’ is no

protection tagt, for any Flume instanc&Y$ Pr[NID}C* (SY$] >
1—27°.

¢ In other words, the system administrator of a Flume systest fir
decides on a security parameter expecting calamitous system
collapse with probability of at modt—2~¢. He instantiate €HOOSE
with ¢, then boots the system. Theit process runs, spawning
an assortment of user processes, which combine with theekern
processes to constitute a new overall syst8NS For any export
protection tagt that is allocatedas the system runghe extended
noninterference property holds with the desired probigbilThis
guarantee holds over all instances ®YS regardless of what user
processes (i.elJPROCS malicious users might cook up.

The proof is by induction over the number of low symbols in

longer possible, since the procegsan only be born once. In other the two tracestr andtr’. (Recall thattr andtr’ are equivalent when

words, tr " tr’ is not a valid trace for the system but is by itself.
This contradicts the definition of noninterference in thebit failures
model of process equivalence.

projected to the low/mid alphabets). For the base dasmdtr’ have
no low symbols, and therefore have no high symbols, sinceytsem
accepts only low symbols in its initial state. Sirtce= tr’ = {}, the

To summarize, we have argued that allocation of elements frgh€orem follows trivially.

O and P, must obey two properties: (1) unpredictability and (2

partitioning. Our approach is to design a randomized afiona
scheme that achieves both. Define parameters:

log, (the number of tags

log, (maximum number of operatiohs

«
B

> > [

[0}

— log, (acceptable failure probability

) We prove the inductive step casewise, considering eaclerayst
call and whether the kernel is looking to accept a new systalin c
or reply to an outstanding call. Most cases reason aboutdhsat
relationships among events in the trace. A more involvec das
change_label, which must consider the unlikely case that a low
process guessed which tags a high process received fronethel k
when callingcreate_tag. See Appendix D for details.

VI. DISCUSSION

A reasonable value fop is 80, meaning that no instance of the
Flume system will attempt more tha&x®® operations. Since tag To review, we have described the Flume kernel both inforynall
allocation, forking and constructing labels count as ofjena, the and with CSP formalism and proven that the CSP model upholds
system expresses fewer thafl tags, process IDs, or labels in itsa definition of noninterference. In this section, we disctise
lifetime. A reasonable value far is 100, meaning the system failsimplications of these results, and how they can be trartsledea
catastrophically at any moment with probability at mast°°. practical system.

Define a lookup tables(-), that given any label or capability
set outputs a integer if0,2°) that uniquely identifies it. This
serialization can be predictable. Next consider the fanafyall
injective functions:

G : ({0,1}?,{0,1}",{0,1}",{0,1}") — {0,1}*

A. Refinement

Due to the well-knownefinement paradgxhe Flume model might
satisfy noninterference, but implementations (irefinementy of

5Q is a refinement of? iff SF[Q] C SF[P].



it might not [23]. To circumvent this paradox, Lowe has reben for i.g.(create_tag, w), it cannot servicej.g.(create_tag, w) until
strengthened notions of noninterference, requiring theystem like it replies toi.g.(create_tag, w). In practical implementations of this
SYSand all of its refinements exhibit noninterference [24]. @th CSP model, such serialization might be a bottleneck forgoerénce.
work has suggested restricting refinement to a set of opsratmwn  More parallelism internal to the kernel is possible, but ldawquire
to preserve security guarantees [25]. We follow Lowe’s apph explicit synchronization through locks, and more compieriverall.
as best as possible, arguing that noninterference holdsmfust .

refinements. C. Tag Allocations

The parts of the Flume model that need refinement are those thaThe use of a truly random function f@HOOSEis impractical, as
display non-determinism via the or [J operators: (1) th€ HOOSE are tag sizes of 320 bits. In practice, a weaker cryptogcapfiimitive
process; (2) the user proces$és (3) “scheduling”; and (4) théock suffices, such as a Message Authentication Code (MAC) [28] wi
events in timed CSP. As for (1), the proof in Section D holds facollision-resistant hash function [29]. Let M be such a MAGsait-
some refinements @HOOSE such as the random function specifiedable input length. The kernel picks a random secret/kewn startup,
in Section V-B and a more practical hash-based approachdesed and then computes new tags and process IDs uipgS, I, O, z) for
below. A Flume implementation should refitéHOOSEas specified, a counter variable:. This construction approximates both important
or with a method known to preserve noninterference. As fyrtfe  properties. The unforgability property of the MAC impliehat
proof in Section D holds foarbitrary refinements of user processesan adversary cannot findS, 7,0,xz) # (S’,I’,0’,2’) such that
U;s, as long as they communicate only through the designastdray HMAC,(S,1,0,z) = HMAC,(S',I’,0’,z'), so a high process
calls (see Section IV-A). In practice, we cannot hope tcagothel/;s  with secrecy{t} and a low process with secredy} will not get
completely from one another: they can communicate by méatipg the same tag. Similarly, user processes cannot predictutpitoof
shared hardware resources (e.g., disks, CPU cache, CPEscydHMAC (S, 1,0, z) without knowingk.
network bandwidth, etc.)

As for (3), the Flume model hides scheduling for simplicaypy in-
terleaving of processes is admissible, by Equation 1 ini@etV-G. Though we have focused on secrecy, the same arguments old fo
However, a practical refinement of Flume would implemenirtfass”  integrity. Analogously, one would pick aintegrity-protectiontag ¢,
restrictions on scheduling, disallowing one process framsoming one for whicht~ € O andt™ ¢ O. The low symbols are those
more than its “fair” share of resources. Scheduling refings)én and whose integrity tags contaify and the high symbols are those that
of themselves, do not affect the proof of security: noniieience do not. The same proof shows that the high events do not éneerf
holds in any reordering of high and low processes, as longllas with the low.
processes get to run eventually, and do not have any compmiene
of time. As for (4), Appendix E explores extending the Flumedel
to show an explicit passage of time: the eveuk denotes one clock  Information flow control (IFC) at the operating system ledates
tick, and all parts of the model must stand aside and yietd¢kh We back to the centralized military systems of the 70s, and 80§, [
conjecture that ifock € Hl,, then the proof holds for all refinements[15], [31]. Several systems like IX [11] and SELinux [32] égfrated
of the scheduler, and thattibck € LO;, that the proof holds for only information-flow ideas with Unix-like operating systems @0s.
some refinements. Further exploration is deferred to futvmek. Denning first pointed out that dynamically-adjusted sdguiabels

In sum, we believe the Flume model to maintain noninterfegen could leak data [12] and suggested instead static checkinigh later
under important refinements—tag allocation, arbitrary psecesses, found fruition as type-analysis [33PDecentralizeddeclassification
and scheduling—if timing channels are excluded (i.etpck € HI;). and endorsement proved a key relaxation, making IFC peddiic
Of course, this is a far cry from proving noninterference inaking language-based systems [4], and eventual spurring a lieattan
implementation, but a significant improvement over theustajuo. of the idea in operating systems and web-serving settings thie
Systems such as Asbestos and IX have gaping covert charaleld b Asbestos [1], HiStar [2] and Flume [3] systems. HiStar idtrced
into their very specifications, sany refinements of those systemsthe idea of “self-tainting,” solving the wide covert chahdescribed
are insecure. By contrast, an OS developer has a fightingcehtan in Section Ill. Flume later adopted a similar strategy, bithin a
realize a secure Flume implementation. streamlined label system.

o Taint-trackingis another technique for tracking information flow
B. Kernel Organization through legacy software written in arbitrary languages],[385].

The Flume DIFC model is a “monolithic” kernel design, in wiic Such systems run a target application as rewritten binatkipwt the
the kernel is a hidden black box, and user-level processes &a cooperation or recognition of the application in questioreaning
well-specified system call interface. Some modern appemdo they must infer label changes. Therefore taint-trackingtesys are
kernel design (e.g. the Exokernel [26] and the Infokerng@])[2xpose susceptible to the covert channel attacks described inddetk, and
more of the kernel’s inner workings to give application depers cannot uphold noninterference.
more flexibility. However, such transparency in an inforio@adflow Goguen and Meseguer introduced the idea of noninterference
control setting can leak information: imagine a high precissuing for security protocols [17], while Volpano et al. first shalvéhat
create_tag, and a low process observifTf\GMGRs transitions. The type systems could provably uphold the idea [36]. More rdgen
simplest way to work around this problem is to conceal thesinnZheng and Myers [37] and also Tse and Zdancewic [38] proved
workings of the kernel (as we have done). Another, more cimafgld that statically-typed systems with runtime principles Idostill obey
solution, is to model more parallelism inside the kerneltlsat the noninterference. Relative to Flume, information flow is rored at
tag manager can serve both high and low concurrently. a finer granularity. On the other hand, the Flume model pes/itore

The Flume model captures most of the kernel processes—Hike flexibility as to how the various user procesgésbehave: it restricts
1:K, the tag manager, and the process manager—as singledbreatiese processes from accessing all but one communicatameh
processes. For instance, if the tag manager is respondiagequest but otherwise they can act arbitrarily and need not be tyysked.

D. Integrity
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VIIl. CONCLUSION
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A. Review of CSP
Communicating Sequential Processes (CSP) is a procedsralge

The next class of operators relate to parallelism. The inotat

useful in specifying systems as a set of parallel state mashihat PlQ
sometimes synchronize on events. We offer a brief review béie, A
borrowing heavily from Hoare’s book [16]. denotesP running in parallel withQ, synchronizing on events iA.°®
1) CSP ProcessesAmong the most basic CSP examples idhis means a stream of incoming events can be arbitrariligreess
Hoare’s vending machine: to either P or Q, assuming those events are not4n However,
) for events inA, both P and @ must accept them in synchrony. As
VMS=in25 — choc — VMS an example, consider the vending machine and the changeimaach
This vending machine waits for the evein@5, which corresponds running in parallel, synchronizing on the evenes:
to the input of a quarter into the machine. l\!ext, it accepéseﬂzent_ FREELUNCH= VMS | CHNG
chog which corresponds to a chocolate falling out of the machine {in25}

Then it returns to the original state, with a recursive aaitself. The
basic operator at use here is thefix operator. Ifx is an event, and
P is a process, thefw — P), pronounced & then P,” represents
a process that engages in evenand then behaves like process
For a process, the notationaP describes the “alphabet” aP. It

Possible traces for this new process are the various iaténigs of
the traces for the two component machines that agree on #m& ev
in25. For instance:

(in25, chog out1Q out1Q out5, . . .

is a set of all of the events thd? is ever willing to engage in. For (in25, out1Q chog out1Q outs, . .
example,aVMS= {in25, choc}. _ (in25, out1Q out1Q chog outs, . .
For any CSP procesB, we can discuss &ace of events thatP (in25, choc out1Q outs, out1Q .

may accept. For th¥ MS example, various traces include:

v

RPN

(in25, out1Q out5, out1Q chog . . .
are possible execution paths 'BREELUNCH

(?n25> Another variation on parallel composition is arbitraryerieaving,
(in25, chog denoted: P ||| Q. In interleaving, P and Q never synchronize,
(in25, chog in25, chog in25) operating independently of one anoth@i]| Q is therefore equivalent

to P |3 @, which meansP and Q run in parallel and synchronize
For two tracedr andtr’, definetr ™ tr’ to be their concatenation. gn the empty set.
The next important operator is “choice,” denoted % 1 = and  Pprocesses that run in parallel can communicate with onehanot
y are distinct events, then: overchannelsA typical channet: can carry various values denoted
c.v.” This is represented as the sending process accepting the eve
(@—Ply—Q) S e :
clv while the receiving process accepts the eveéht (wherez is
denotes a process that acceptand then behaves lik€ or accepts thus far unbound) and sets to v. Communication on a channel
y and then behaves lik§. For example, a new vending machinds possible only when the sender and receiver processes ahe i
can accept either a coin and output a chocolate, or accepitantdi respective states simultaneously. If one process is atuitabte state
output an ice cream cone: and the other is not, the ready process waits until its patieeomes
VMS2= (bill — cone— VMS2 | in25 — choc — VMS2 lr)t_aa_dy. I_n a sllight deviation from Hoa_re’s semantics,_chlaphere_are
idirectional: messages can travel independently in eitliection
CSP offers a more general choice function (for choosing eetw across a channel. The Flume model uses channels extensively
many inputs succinctly), but the Flume model only requinespte The next important CSP feature ¢®@ncealmenbr hiding. For a
choice. processP and a set of symbol€”, the processP\C' is P with
A related operator igternal (nondeterministic) choigés denoted symbols inC' hidden or concealed. The eventsGhbecome internal
“M”. In simple choice, the machine reacts exactly to eventsidsi o ) ) » )
from the machine’s user. In nondeterministic choice, thehire be- Parallelism differs between Hoare's original CSP formiolatand more
. . modern formulations, like Schneider's. We use Schneidénerface paral-
haves unpredictably from the perspective of the user, magoause |gjism” in this model.
the machine’s description is underspecified, or maybe Isecalte  7if the channel has a compound name like, its values are respectively
machine is picking from a random number generator. Forimtstaa denotedi.c.v. Channel names are prefix-free so this is never ambiguous.



transitions, that cannot be observed by other processemighr Lastly, CSP offers a way to identify processes in statesrdtian
synchronization or channel communication. Concealmentimduce their initial states: the proced3/tr is P advanced to the state after
divergence—an infinite sequence of internal transitions. For instancéhe tracetr has occurred. Next, we often talk about the effects of
the processP? = (¢ — P)\{c} diverges immediately, never to be“purging” certain events from traces and process states.operator
useful again. The use of concealment in the Flume model efdar “[” denotesprojection The tracer | A is the tracer projected onto
never to induce divergence in this manner. the setA, meaning all events not il are removed. For instance, if
Concealment enablesubroutines(or subordination in Hoare’s A = {a}, andtr = {a,b,c,d,a,b,c), thentr | A = (b,¢,d,b,c).
terminology). For two process® and Q whose alphabets fulfill For a setC, the setC | A is simply the intersection of the two.
aP C aQ, the new proces® // Q is defined ag P || Q)\«aP. This Define two projected processés| A and(@ | A equivalent if and
means that the subroutirié is available within@, but not visible to only if SF[P] | A=SF[Q] I A, where:
the outside world. The notation P / @ means a particular instance
p of the subroutine” is available inQ. Then an event such a&z?y SFP]TA={(tr 1A, XNnA) | (r,X) e SF[P[}
within Q means that) is calling subroutine» with argumentz, and
that the return value is placed info Within P, the event’z means

receive the argument from the caller, and the evehj means return
the resulty to the caller. B. Per-process Queues (QUEUES)

A final important language featurefisnaming Given a “template”  Each kernel procesaK needs it own set of queues, to handle
processP, the notation:: P means a “renaming” of” with all events messages received asynchronously from other processesoRe
prefixed byi. That is, if the event!v appears inP, then the event venience, we package up all of the queues in a single process
i.clv appears in: P, wherei.c is the channet that has been renamed;:QUEUES which i:K can access in all of its various states. The
tod.c. Thus, for anyi # j, the alphabets of. P andj: P are disjoint: channelg serves communication between the queues and the kernel
a(i:P) N a(j:P) = {}. This concludes our whirlwind tour of CSP process. The building block of this process is a sinQEUE
features. We refer the reader to Hoare’s [16], Schneid@® &nd process, similar to that defined in Hoare’s book. This preciss
Roscoe’s [19] books for many more details. parameterized by the value stored in the queue, and of cdhese

2) The Stable Failures ModelWe now expand upon the idea ofqueue starts out empty:
traces to develop an idea of process equivalence in CSPratestof
P (denotedraceq P)) is the set of all traces accepted by the process QUEUE= QUEUE_,

P. The refusals of? (denotedrefusalg P)) is a set of sets. A seX
is in refusalg P) if and only if P deadlocks when offered any even

and similarly for@.

tFrom here, we define state transitions:

from X. For instance, consider the proceis QUEUEO _ (?(enqueue, z) — QUEUEM |
Py = (a — STOPM b — STOP . ?(select, j){} — QUEUE,)

We write thatrefusalgPy) = {{a}, {b}}. That is, P, can nondeter- QUEUE@)AS = (?(enqueue,y) — if#s+1 < No
ministically choose the left branch, in WhiC!’l pase it Willlp}apcgpt then QUEUE _ _
{a} and will refuse{b}. On the other hand, if it nondeterministically ()" 7s" (w)
chooses the left branch, it will accefii} and refuse{a}. Thus, due else QUEUE _ |
to nondeterminism, we writeefusalg P) as above, andhot as the @) e
flattened union{a, b}. 7(dequeue)lz — QUEUE, |

The notationQ | is a predicate that denotes the procépss ?(select, j){j} — QUEUE< >,\.)

“stable.” Unstable states are those that transition iadgrnor those
that diverge. For example, the process begins at an unstable Note that these queues are bounded bendattelements. Attempts
state, since it can make progress in either the left or rigleicdon to enqueue messages on filled queues result in dropped resssag
without accepting any input. However, once it makes its firstrnal The model combines manQUEUE subprocesses into a collection
transition, arriving at eithes — STOPor b — STOR it becomes processes calleQUEUESET
stable. A process that diverges, such(as— P)\{c}, has no stable
states. QUEUESET=||icr :QUEUE

Though the CSP literature explores many notions of proce
equivalence, this paper uses the “stable failures” mode&kngin
Hoare’s book [16] and rephrased by Schneider [20] and Rod&ie

For a process, thestable failuresof P, written SF[P], are defined QUEUES= s : QUEUESET/ sel: QSELECT / uXe
as:

?ﬁe process calle@QUEUES communicates with kernel processes.
Recall thati.q is the channel shared betweerk andi:QUEUES

(¢?(enqueue, j,m) — s.j!(enqueue,m)
SF[P] ={(s,X) | setraceP) A P/s| A

— X |
X € refusalgP/s)}. q?(dequeue, j) — s.j!(dequeue)?m
In other words, the failures of captures which trace® accepts, — qgm — X |
and which sets it refuses after accepting those traces.Xeonge: q?(select,Y) — selY?Z — qlZ — X |
SFIP] = {((). {a}), (0. {b}), ((a), {a, b}), ((B), {a, b})} . g?(clear) — QUEUES

In the stable failures model, two processBsand Q are deemed Finally, the point ofQSELECTis to determine which of the supplied
equivalent if and only iiSF[P] = SF[Q]. queues have pending messages. This process uses tailioeciars



add to the variableZ as readied queues are found.
QSELECT =Z : VAR/ 7Y —
Z = A{};
(uX o (if Y ={}
then (Z — QSELECT)
else pickj € Y';
Y=Y —{j};
(s.j!(select,j) — s.j7A —
(Z:=ZUA; X))

assume it holds for all traces with(tr) = A\(¢r') = k — 1 and prove
it holds for all traces witt\(tr) = A(tr') = k.

a) Base Case:For the base case, consider af,tr' ¢
tracegSY$ such that\(tr) = A(tr’) = 0. In other wordstr,tr’ €
(HI¢ — MID¢)™.

At the system startupS(YSafter no transitions), all of the kernel
processi: K are waiting on a message of the fornd before they
spring to life. Until such a message arriveds will refuse all events
C; and R;. The one exception is the proceisst, which is already
waiting to accept incoming system calls when the systenisstBy
constructionSint = {} and finy = 7. Sincet ¢ Sinit, Cinit U Rinit C
LO:. Therefore, the system refuses all high events at startogh, a
tr = () is the only trace oBYSwithout low symbols (and for which
A(tr) = 0). Fortr = tr’ = (), the claim trivially holds.

b) Inductive Step, ¢ MID,: For the inductive step, assume the

C. Determining Tag Sizes

We can solve for how bige must be in terms ofs and e.
Partitioning requires that functions fror6’ must be injective, giving
248 < 2% or equivalently,a > 443. As for unpredictability g is claim holds for all tracer, tr’ of SYSsuch thatr | (LO;UMID;) =
chosen randomly frond7, so it will output elements if0,1}* in  tr' | (LO; UMID;) and also\(tr) = A(tr’) = k — 1. Now, we seek
random order. Afte2” calls, g outputs elements from a set sizedo show the claim holds for all equivalent traces with one enlow
2% — 26 at random. Sincex > 441, this “restricted” range foy  symbol.
still has well in excess oR“~! elements. Failure occurs when a Given an arbitrary tracer € traceSY$ such that\(tr) = k,
process can predict the outputgfwhich happens with probability no write tr in the formtr = p ~ 1 ™ h, wherep is a prefix oftr,
greater tha®~'. Thus,a—1 > ¢. Combining these two restrictions, [ € LO; U MID; is a single low event, and € (HI; — MIDy)* are
a > max(e + 1,443). For 3 = 80 ande = 100 we geta = 320. traces of high events. There are two caség :MID. andl € MID..
Consider the first herel ¢ MID.), and see Section D2c below for
D. Proof

the second.

1) Alphabets: The relevant high, mid and low alphabets were \yrite the right trace in the same formtc’ = p’ ~ 1~ R'. It
defined in Section .V-AZ. The rest of the events in the Flumgffices to show thatl,[S/tr] = L:[S/(p " 1)]. Indeed, if we
model (like communication through the switch, to the prscestag have shown this equality for arbitraty, then the same applies for
manager, etc.) are all hiddep by the CSP-.hiding operatsrgjven S/tr', meaningC. [S/tr'] = £.[S/(p’ "1)]. By inductive hypothesis,
in Section IV-G. For convenience, we define the set of evemis t[,t[[S/p] — £.[S/p'], and thereforet, [S/(p )] = L[S/ (' D]
correspond to kernel process incoming system calls, and a set ofo transitivity, we have that’;[S/tr] = £.[S/tr'], which is what
event that correspond to process responses: needs to be proven. Thus, the crux of the argument is to shattta
high events oftr do not affect low’s view of the system; the second
tracetr’ is immaterial.

We consider the everit case-by-case over the relevant events in
SYS

o | € R; for somei
That is,l is a return from a system call into user space. Because
lis a low event] is of the formi.s.(S, 1,0, ...) wheret ¢ S.
After this event,i: K is in a state ready to receive a new system
call (i : Ks,1,0). Because all events ih are high events, none
are system calls of the forms.(S,1,0,...) with ¢t ¢ S, and
therefore, none can force K into a different state. In other
words, the eventd can happen either before or afterSYS
will accept (and refuse) the same events after either arderi
That is:

LSYS(p 17 W) = L:[SYS(p R DI

Ci = {i.s.(S,1,create_tag, w) |
S,I CT A w € {Add, Remove, None} } U
{i.s.(S,I,change_label, w, L) |
S, I,LCT NweE {Integrity,Secrecy}} U
{i.s.(S,1,get_label, w) |
w € {Integrity, Secrecy}} U---
and so on for all system calls. The returns from system cadls a
R £{is.(S,1,t) | S,ICT ANteT}uU
{i.s.(S,1,r) | S, 1 CT A re{OkEror}}u
{i.s.(S,1,L) | S,I,LCT}U
{is(8,1,0) | S,TcT AOCO}U
{i.s.(S,1,p) | S, ICT ApeP}

Also, we often describe the failures of a procd3gprojected onto
the low alphabet O, — MID;, abbreviated:

L.[P] £ SF[P] | (LO; — MID,)

—~ o~ o~

We can apply the inductive hypothesis to deduce that:
Li[SYS(p ™ h)] = L:[SYSP]
Appending the same evehto the tail of each trace gives:

2) Proof: Consider any two traces andtr’ that are equivalent LSYS(p ™ h ™ D] = L[SYS(p " 1)]

when projected t@.O, UMID,. Perform induction over the length of

the tracedr andtr’. To do so, invent a function(-):
A(tr) £ # (tr | (LO; UMID,))

that outputs the number of low and mid events in a trace. It
immediately follows that\(tr) = A(tr’). We first show the theorem
holds for all tracedr andtr’ such that\(tr) = A(tr") = 0. We then

and by transitivity:
L[SYS(p 17 )] = L[SYS(p )]

which proves the claim for this case.
Note two special events here: first, a return freneate_tag
in which i receives the special tag and second, a return from



recv in which ¢ receives the capability” from another process.
After either system call return; Ks, 1,0 transitions to some new  «
statei: Ks 1 ouyt - From this point forward, the failures ofi<

lie outside ofLO; — MID:, and need not be considered by our
extended definition of noninterference.

Il = i.s.(5,1,0,create_tag, w) for somei € P, and some

w € {Add, Remove, None}

After accepting this event, the processk’ can no longer
accept system calls; it can only accept a response in the form
i.5.(S,1,0,t") for some tagt’. Sincel € LO, it follows
thatt ¢ S for both the system call and its eventual reply.
The high events inh could affect the return value to this
system call (and therefor8 F[S/tr]) if the space oft’s re-
turned somehow depends dn becauseh changed the state

of the shared tag manager. An inspection of the tag manager
shows that its state only changes as a result of a call to
e = j.g.(8',I' O create_tag,w) for some procesg, and
labels S’, I' and O’. Such a call would result in a tag such
ast’' = g(S',I',0',x) being allocated, for some arbitrany. .
Because: € h is a high eventt € S’. Becausd is a low event,

t ¢ S.Thus,S” # S, and assuming is injective, it follows that

t' # t, for all z. Therefore, events ih cannot influence which
tagst’ might be allocated as a result of a call ceeate_tag.

We apply the same argument as above, thand! can happen
either before or after one another without changing theirfed

of the system.

l = i.s.(S,I,0,change_label,w, L) for somei € P, w €
{Add, Remove,None} andL C 7.

Consider all traces of the fort = p [ ™ h, wherel is as
above. As usual, we consider all elementgidghat might affect
processi: K after it has accepted eveht After [, the process
i:K can only accept an event of the forirs.(S,I,0,r) for

r € {OKk, Error}, to indicate whether the label change succeeded
or failed.

The only way an event ik can influence the outcomeis to
alter the composition af), which the tag manager checks &m
behalf by answering.g.(check+) andi.g.(check-) within the

and h contains only high events.

I =1i.s.(5,1I,fork)

The only event: K will accept afterl is i.s.(S, I, O, k) where

k is the process ID of the newly-forked child. By defini-
tion of CHOOSE above, there exists some such thatk =
g(s(5),s(I),s(0),z). If an evente € h causes a process ID to
be chosen, it would be of the form= g(s(5"), s(I"), s(0’), y),

for somey, and someS’ such that € S’. That! is a low symbol
implies thatt ¢ S and S # S'. If g is injective thenk # p.
Therefore, event will never change the valuk that this kernel
process might output next as its reply to the systemcall

The other result of théork system call is that now, a new process
k is running. That isf : K has moved out of the “birth state”
and is now willing to accept incoming system calls in state
(k : Ks,1,0). The same arguments as above apply here. Because
k was forked by a low process, it too is a low process, expecting
only low symbols before it transitions to a new state. Thanesf
the events im cannot affect its state machine.
l=1i.s.(S,I,send, j, X, m) for somej, X, m.

The outcome of the send operation depends only on whether
X C O or not. It therefore does not depend bn
l=1i.5.(5,1,0,recv,j)

The event afted thati: K accepts is.s.(S, 1,0, m) for some
messagem. It might also change to a different state if the
process;j sent capabilities. The relevant possibility fere h

to consider ise = j.s.(S", I, 0, send, i, {t'"}, ()), for some
high processj with ¢ € S’. The claim is that this message
will never be enqueued at and therefore will not affect’s
next visible event. Say that procegshas ownershipO’ and
dual privilegesD’. Thatt is an export-protection tags implies
t~ ¢ O; that all events imh are not inMID; impliest~ ¢ O';
that! ¢ MID, impliest™ ¢ O. Thus,t ¢ DUD’. Also, because

i is a low process ¢ S. Thereforet € S'— D" andt ¢ SUD,
which implies thatS’ — D’ ¢ S U D, and the kernel will not
enqueue or delivef’s message te. Again, we have thak does
not affecti’'s possibilities for the next message it receives.

The remaining events (e.glrop_caps, exit, etc.) follow similarly

CHECK subprocess. That is, some high procgsaust request and are elided for brevity.

a new tag with system catl = j.s.(S’, I', O, create_tag, w),

¢) Inductive Step] € MID,: The previous section considered

wheret € S’, ande € h. Moreover, the kernel must return as aall traces of the formtr = p ~ 1 ™ h wherel ¢ MIDy; it remains
result some new tatf such that’ ¢ L, whereL is the label that to cover the case of € MID;. When! consists of any system call
low process: desires to change to. If both of these conditionaside fromsend or drop_caps, we claim thatZ:[SYSp T[] =
hold, then the tag manager might have switched to a new state][SYSp]. That is, on either side of such an event, all processes
in which '™ € O or '~ € O, meaning the kernel's responsein a MID, state stay in that state, and don’t communicate with any

to eventl could have changed based hn
Such anh is extremely unlikely. Sincd happenedbefore i
in tracetr, ¢ can only be a member of if U; “predicted”

low processes. If such processes allocate new tags or grobss
(via fork), CHOOSEs partitioning of the identifier space prevents
declassifiers from taking tag or process IDs from low proegss

the output of the tag manager, which it can do with negligible If I is an event of the form.s.(S, I, O, send, j, X, m) where j
probability 2~°). With high probability,» does not contain any corresponds to a “low” process, thércan affect the failures of a

elements that can affeetor future states of: K after eventl.
Thus, L¢[p ™1™ h] = Li[p ~ ], which proves the case.
l=1i.5.(5,1,0,get_label,w) for somew.

low process. However, we can apply the same argument as aove
conclude that the elements bfdo not interfere withj’s receipt ofi’'s
message, or its subsequent states. I£ X, then procesg becomes

This call only outputs information about what state a kernel declassifier upon receipt @6 message, its traces no longer in the
process is in; this state only updates as a result of low svesetLO, — MID,. High events (like those ih) can then influence,

i.s.(S, 1,0, change_label).
l=1i.s.(5,1,0,get_caps).

but the definition no longer considejs failures.
If [ is an event of the form.s.(S, I, O, drop_caps, X), andt™ €

There are three state transitions that can alter the repk), thenl represents process rescinding its status as a declassifier;

to the get_caps system call: i.s.(S, 1,0, create_tag, w),

it becomes a low process like any other. No high event camférte

i.s.(S,I,0,drop_caps, L) or i.s.(S,I,0,recv,j). None of with the drop_caps operation, since its success depends onlyOon
these calls are equal to an eventhinsince they are low events and X. Once the capability is dropped,can be analyzed under the
first set of cases (pertaining to eventsLi®: but not inMID.).



We have covered all of the relevant cases, and the theoréomol
by induction.s

E. select and Timing

Consider a new system calselect, that involves an explicit
timeout:
o Y — select(t, X)
Given a set of process indices, return a sel” C X such that
all j € Y, callingrecv(y) will yield immediate results. This call
will block until Y is non-empty, or untik clock ticks expire.

A new kernel subprocesSELECThandles the new system call; it

allows a user program to wait for the first available receikianmel
to become readable:

SELECE,;0 = (s?ﬁ(select, t,A) —
(1X o (q!(select, A) — q?B —
if B=1{}
then INTRECV% s 0 ; X
elses! B — Ks,1,0)

Ay (s,;{} — Ksﬁf,o))

There are three new CSP operators here. The firgthise F'(X),
which (following Hoare’s original syntax) is the recursioperator:
the processX such thatX = F'(X). The syntaxP; Q denotes the

In this formulation, the processSELECT calls subprocess
INTRECV* which behaves mostly likéNTRECV except it keeps
receiving until an admissible message arrives:

INTRECV%,1.0 = ¢?(Sin, Iin,J, X,m) —
g!(dual_privs,O) — ¢?D —
if (Sn CSUD) A (I —DCIn)
then ¢!(enqueue, (X, m)) — SKIP
elseINTRECV*% 1,0

With the inclusion of theselect operation, the Flume CSP model
now explicitly models time. We must update our definitiond aroof
accordingly. Schneider develops a full notion of processvetence
in timed CSP [20], but the mechanics are complex. Instead, we
suggest a technique introduced by Ouaknine [41] and alsered\by
Schneider [20]: convert a timed model into an untimed modéh w
the introduction of the evertbck which represents a discrete unit
of time’s passage. In particular, Schneider provides ¥héunction
for mapping processes from timed CSP to discrete-event Ci§P w
a tock event representing the passage of time. In the proof of
noninterference, considéock a low event, that is not hidden by any
concealment operator. Then apply tfetranslation to all states of
the Flume model.

processP followed by Q upon P’s successful termination. Successful

termination is denoted by the special CSP proc®istP. Lastly, the

“timed interrupt operator’/A; [20] interrupts the selection process

after¢ clicks of the clock and outputs an empty result set.



