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Abstract

Usersrarelyconsiderrunningnetwork le systemsverslowv
or wide-areanetworks, asthe performancewould be unac-
ceptableandthebandwidthconsumptiortoo high. Nonethe-
less, efcient remote le accesswould often be desirable
over suchnetworks—particularlywhenhigh lateny makes
remotelogin sessionsinresponsie. Ratherthanruninterac-
tive programssuchaseditorsremotely userscould run the
programdocally andmanipulateemote les throughthe le
system.To do so,however, wouldrequireanetwork le sys-
temthatconsumesessbandwidththanmostcurrentle sys-
tems.

This papermpresentd BFS,anetwork le systemdesigned
for low-bandwidthnetworks. LBFS exploits similaritiesbe-
tween les or versionsof the same le to save bandwidth.
It avoids sendingdataover the network whenthe samedata
canalreadybefoundin thesener's le systenortheclient's
cache.Usingthistechniquen conjunctiorwith cornventional
compressiormandcaching,LBFS consume®ver an orderof
magnituddessbandwidththantraditionalnetwork le sys-
temson commonworkloads.

1 Intr oduction

This paperdescribed BFS, anetwork le systemdesigned
for low-bandwidth networks. Peopletypically run net-
work le systemsver LANs or campus-areaetworkswith

10 Mbit/sec or more bandwidth. Over slower, wide-area
networks, datatransferssaturatebottlenecklinks and cause
unacceptablelelays. Interactve programsfreeze,not re-

spondingto userinput during le 1/0, batchcommandsan
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take mary timestheir normalexecutiontime, andotherless
aggressie network applicationsare staned for bandwidth.
Usersmustthereforeemploy differenttechniquedo accom-
plishwhatoverthe LAN they would do throughthe le sys-
tem.

Peopleoften have occasiorto work over networks slower
thanLANs. Evenwith broadbandnternetaccessa person
working from homeusuallyonly hasafractionof aMbit/sec
of upstreambandwidth. A compary with of ces in sev-
eral cities may have mary userscollaboratingover a single
1.5Mbit/secT1 line. A consultantconstantlytraveling be-
tweenvarioussitesmaywantto sitdown andaccesshesame
project les from everylocation.

In theabsencef anetwork le systempeoplegenerally
resortto oneof two methodf accessingemotedata. They
either make and edit local copiesof les, runningthe risk
of anupdatecon ict, or elsethey useremotelogin to view
andedit les in placeon anothermachine. If the network
haslong lateng, remotelogin is particularly frustratingas
interactive applicationsareslow in respondingo userinput.
Worseyet, mary graphicalapplicationssuchas gure edi-
torsandpostscrippreviewers,consumedoo muchbandwidth
to run practicallyover the wide-areanetwork.

Network le systemdave thepotentialto alleviatethein-
corveniencesassociatedvith remotedataaccess.In addi-
tion to offering theinterfacepeoplealreadypreferfor local-
areanetworks, a le systemcanprovide tight consistenyg,
avoiding the problemof con icts whentwo peopleupdate
thesamele. File systemscanalsobettertoleratenetwork
lateny thanremotelogin sessions.By runninginteractive
programslocally and accessingemotedatathrougha le
system oneavoids the overheadof a network roundtrip on
every userinputevent.

To be practical over the wide-areanetwork, however, a
le systemmustconsumesigni cantly lessbandwidththan
mostcurrent le systemspothto maintainacceptablger
formanceandto avoid monopolizingnetwork links in use
for otherpurposes.Unfortunately applicationwriters com-
monlyassumeéhat le I/O will benoslowerthanamegabyte
or sopersecondFor instanceaninteractve editorwill stop
to write out 100 KByte “auto-sae” les without worrying
aboutdelayinga users typing or consumingsigni cant re-
sources.A traditional le systemtransmitsthe entire con-



tentsof such les over the network, blocking the editor for
the durationof the transfer In contrast,LBFS often trans-
mits far lessdatathan applicationswrite, greatly reducing
thetime spentwaiting for le 1/O.

To reduceits bandwidth requirements,LBFS exploits
cross- le similarities. Fileswritten out by applicationsoften
containa numberof seggmentsin commonwith other les
or previous versionsof the same le. Auto-save les are
only oneexample. Object les outputby compilers,tempo-
rary les usedby theRCSrevisioncontrolsystempostscript
les, andword processinglocument®ftencontainsubstan-
tial similarity from onerevision to the next. Any copying
or concatenatioof les, suchaswhenbuilding programli-
brariesoutof object les, alsoleadsto signi cantduplication
of contents.

To exploit theseinter- le similarities,theLBFS le sener
dividesthe les it storesnto chunksandindexesthe chunks
by hashvalue. The LBFS client similarly indexes a large
persistentle cache. Whentransferringa le betweenthe
clientandsener, LBFSidenti es chunksof datathatthere-
cipientalreadyhasin other les andavoidstransmittingthe
redundandataover the network. In conjunctionwith con-
ventionalcompressionthis techniquesaresover anorderof
magnitudeof communicationdandwidthon mary common
workloads.

LBFS providestraditional le systemsemanticeandcon-
sisteng. Filesresidesafelyon the sener onceclosed,and
clientsseethe sener's latestversionwhenthey opena le.
Thus, LBFS canreasonablybe usedin placeof any other
network le systemwithoutbreakingsoftwareor disturbing
users.Other le systemshave dealtwith slow andevenin-
termittentnetwork connectvity by relaxing le systemcon-
sisteng. Thesetechniquedargely complement.BFS's, and
could be combinedwith LBFS for even greaterbandwidth
savings. However, sincealteredsemanticsnay not be suit-
ablefor all purposeswe choseto focuson reducingband-
width to seejust how muchwe could save without changing
acceptedtonsisteng guarantees.

The next sectiondescribegelatedwork. Section3 gives
LBFS'salgorithmfor nding commonalitybetweenles and
explainshow the LBFS protocoltakesadwantageof it. Sec-
tion 4 describesthe implementationof LBFS. Section5
shavs how effective LBFS's techniquefor compressingle
traf c canbe.Finally, Section6 concludes.

2 RelatedWork

Pastprojectshave attacled the problemof network le sys-
temson slow networks from severalangles.LBFS comple-
mentsmostpreviouswork. Becauset providesconsisteng
anddoesnot placesigni cant hardwareor le systemstruc-
turerequirement®nthesener, LBFS's approactcanunob-
trusively becombinedwith othertechniqueso getadditional
savingsin network bandwidth.

A numberof le systemshave propertiesthat help them
toleratehigh network lateng. AFS [9] usessener callbacks
to inform clients when other clients have modi ed cached
les. Thus,userscanoften accessachedAFS les with-
outrequiringary network trafc. Leaseg7] areamodi ca-
tion to callbacksin which the sener's obligation to inform
a client of changesexpires after a certain period of time.
Leasesreducethe statestoredby a sener, free the sener
from contactingclientswho haven't toucheda le in awhile,
and avoid problemswhen a client to which the sener has
promisedacallbackhascrasher goneoff thenetwork. The
NFS4protocol[20] reducesietwork roundtrips by batching
le systemoperations.All of the above techniquesare ap-
plicableto LBFS. In fact, LBFS currently usesleasesand
a large, persistentacheto provide AFS-like close-to-open
consisteng.

Many le systemsuse write-behindto toleratelateng.
Echo[14] performswrite-behindof metadataperationsal-
lowing immediatecompletionof operationghattraditionally
requirea network roundtrip. In JetFile[8], thelastmachine
to write a le becomeghe le' s sener, andcantransmitits
contentdirectly to the next reader

The CODA le system[10] supportsslow networks and
even disconnectedperation. Changesto the le system
are loggedon the client and written back to the sener in
the backgroundwhen thereis network connectity. To
implementthis functionality CODA provideswealerthan-
traditional consisteng guarantees. It allows updatecon-
icts, which usersmay needto resolve manually CODA
saves bandwidthbecauseat avoids transferring les to the
sener whenthey are deletedor overwritten quickly on the
client. LBFS, in contrastsimply reduceghe bandwidthre-
quiredfor each le transfer Thus,LBFS couldbene t from
CODA-style deferredoperationsand CODA could bene t
from LBFS le transfercompression.

Bayou[18] furtherinvestigatescon ict resolutionfor op-
timistic updatesn disconnectedystemsput unlike CODA,
it doesnot provide a le system.Rather Bayousuppliesan
API with which to implementapplication-speci cmeiging
andcon ict resolution.OceanStor§?] appliesBayou's con-
ict resolutionmechanismdo a le systemand extendsit
to work with untrustedsenersthatonly ever seedatain en-
cryptedformat. TACT [25] exploresthe spectrumbetween
absoluteconsisteng andBayou's wealer model.

Leeet.al.[12] have extendedCODA to supportoperation-
basedupdates. A proxy-client strongly connectedto the
senerduplicategheclient's computatiorin the hopesof du-
plicatingits output les. Usersrunamodi ed shellthatbun-
dlesup commanddor the proxy-clientto reexecute. Using
forwarderrorcorrectiontheclientandproxy-clientcaneven
patchup small glitchesin the output les, suchasdifferent
dates. When successfulpperation-basedpdatesdeliver a
tremendousandwidthsavings. However, the techniqueis
fairly complementaryo LBFS. LBFS works well with in-



teractize applicationssuchas editorsthat would be hardto
reexecuteon a proxy-client. Operation-basedpdatescan
reducecommunicationdandwidthwith command-lineutil-
ities suchasimagecorvertersfor which LBFS offersno sav-
ings. Operation-basedpdatesrequire a dedicatedproxy-
client machine,making them a bit cumbersomeo setup.
Perhapdor this reasonthe techniqueis not in widespread
useby ary le systemtoday

Spring and Wetherall have proposed a protocol-
independentechniquefor eliminating redundantnetwork
trafc [21]. They assumewo cooperatingcachesat either
end of a slow network link. Both cachesstore identical
copiesof thelastn Megabytesof network trafc (for values
of n up to 100). Whenoneendmustsenddatathatalready
existsin thecachejt insteadsendsatokenspecifyingwhere
to nd the datain the cache. To identify redundantrafc,
the two endsindex cachedata by 64-byte anchors[13],
randomly chosenbasedon hashvalue. When datato be
senthasa 64-byteanchorin commonwith previoustrafc,
the matchingregion is expandedn both directionsto elide
the greatestamountof data. LBFS's approachis similar
in spirit to the Spring and Wetheralltechnique. However,
LBFS supportanultiple clientsaccessinghe le le system
andevenlocal userschanginghe le systemunderneatlthe
sener. Thus,it cannotassumehattheclientandsenerhave
identicalstate.

Rsync[23] copiesa directorytreeover the network onto
another directory tree containing similar les—typically
from a previousversionof the sametree. Rsyncsavesband-
width by exploiting commonalitybetweenles. The prob-
lem is similar to synchronizinga client's le cachewith the
senerorviceversa.ln fact, Tridgell suggestapplyingrsync
to a le systemin his thesis. Thoughrsyncwasone of the
inspirationsfor LBFS, le cachingin realtime is somavhat
differentfrom directory tree mirroring. LBFS thususesa
differentalgorithm. We discusghersyncalgorithmin more
detailandcompardt to our approachn Section3.1.

A numberof Unix utilities operateon differencedetween
les. diff computeghe differencebetweentwo text les.
patch appliesthe outputof diff to transformone le into
the other There have beenstudiesof the problemof de-
scribingone le in termsof a minimal setof editsto an-
other[22]. Mogul et. al. [17] have investicated transmit-
ting suchdeltasto sare bandwidthwhen updatingcached
web pages.The CVS[1] versionmanagemengystemships
patchesverthenetwork to bring ausers working copy of a
directorytreeupto date.Unlike CVS, however, a le system
cannotstorea completerevision historyfor all les. There-
fore, the LBFS sener will typically not have an exactold
versionfrom which to computedifferences.

3 Design

LBFS is designedo sare bandwidthwhile providing tradi-
tional le systemsemantics.In particular LBFS provides

close-to-operconsisteng.  After a client haswritten and
closeda le, anotherclientopeningthesamele will always
seethe new contents.Moreover, oncea le is successfully
writtenandclosedthedataresidesafelyatthesener. These
semanticaresimilarto thoseof AFS. Otherwork exploring

relaxed consisteng semanticamay apply to LBFS, but we

wishedto build a le systemthat could directly substitute
for awidely acceptedhetwork le systemin usetoday

To save bandwidth, LBFS usesa large, persistent le
cacheattheclient. LBFS assumeslientswill have enough
cacheto containausersentireworking setof les (areason-
ableassumptiorgiventhe capacitieof cheaplDE disksto-
day). With suchaggressie cachingmostclient—serer com-
municationis solely for the purposeof maintainingconsis-
teng.. Whenausermodi es a le, the client musttransmit
thechangeso thesener (sincein ourmodeltheclientmight
crashor be cut from the network). Similarly, whena client
readsa le lastmodi ed by adifferentclient,thesenermust
sendit thelatestversionof the le.

LBFSreducesandwidthrequirements$urtherby exploit-
ing similarities between les. When possible,it reconsti-
tutes les using chunksof existing datain the le system
and client cacheinsteadof transmittingthosechunksover
thenetwork. Of coursenotall applicationscanbene t from
this technique. A worst casescenariois whenapplications
encrypt les on disk, sincetwo differentencryptionsof the
same le have no commonalitywhatsoger. Nonetheless,
LBFS providessigni cant bandwidthreductionfor common
workloads.

For the remainderof this section,we rst discusstheis-
suednvolvedin indexing chunksof the le systemandcache
data. We describethe advantagesanddisadwantage of sev-
eralapproachesncludingLBFS's particularsolution. Then,
we describethe actualLBFS protocolandits useof chunk
indexes.

3.1 Indexing

Onboththeclientandsener, LBFS mustindex asetof les
to recognizedatachunksit canavoid sendingover the net-
work. To save chunktransfers| BFS relieson the collision-
resistantpropertiesof the SHA-1 [6] hashfunction. The
probability of two inputsto SHA-1 producingthe sameout-
put is far lower thanthe probability of hardware bit errors.
Thus,LBFS follows the widely-acceptegbracticeof assum-
ing no hashcollisions. If the client and sener both have
datachunksproducingthe sameSHA-1 hash,they assume
the two arereally the samechunkandavoid transferringits
contentover the network.

The centralchallengein indexing le chunksto identify
commonalityis keepingthe index a reasonablesize while
dealingwith shifting offsets.As anexample,onecouldindex
the hasheof all aligned8 KByte datablocksin les. To
transfera le, the sendemwould transmitonly hashef the
le' sblocks,andtherecever would requesbnly blocksnot
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Figure 1: Chunks of a le before and after various edits. Horizontal stripes show 48-byte regionswith magic hashvaluescreating
chunk boundaries. Gray shadingshows regionsof the le that were changedby an edit.

alreadyin its databaseUnfortunately a singlebyteinserted
atthestartof alarge le wouldshiftall theblockboundaries,
changehehashef all the le' sblocks,andtherebythwart

ary potentialbandwidthsavings.

As analternatve,onemightindex les bythehashesf all
(overlapping)8 KByte blocksat all offsets. Sucha scheme
would require storagemary times the size of the indexed
les (almostoneindex entry perbyte of le data). Thesize
in itself might betolerablegivenlarge enoughdisks,but ev-
ery le modi cation mightrequirethousandsf index inser
tions. Thecostof performingsomary updatego anindex in
secondangtoragewould be prohibitive.

Rsyncmore practicallytacklesthis problemby consider
ing only two les atatime. Whentransferringle F from
machineA to machineB, if B alreadyhasa le F°by the
samename,rsyncguesseshe two les may be similar and
attemptsto exploit that fact. A simpli ed versionof the
rsyncalgorithmproceedssfollows. First, therecipient,B,
breaksits le F°into non-overlapping,contiguous, x ed-
sizeblocks. B transmitshashesf thoseblocksto A. A in
turn beginscomputingthe hashe®f all (overlapping)blocks
of F. If ary of thosehashesnatchesonefrom F %, A avoids
sendingthe correspondingectionsof F, insteadtelling B
whereto nd thedatain F°,

A coupleof complicationsarisewhentrying to applythe
rsync algorithmto a le system,however. First, rsync's
choiceof F° basedon lename is too simple. For exam-
ple, whenediting le foo, emacscreatesan auto-sae le
named#foo#. RCS useseven less suggestie temporary
le namessuchas _1v22825. Thus, the recipientwould
have to chooseF ° usingsomethingotherthan le names.t
might selectF ° basedon a x ed-size"sketch” of F, using
Broder's resemblancesstimationtechnique[4]. However,
even ignoring the additional cost of this approach,some-
timesF canbestbe reconstructedrom chunksof multiple
les—considerar , which outputssoftwarelibrariescontain-
ing mary object les.

3.1.1 LBFS Solution

In orderto usechunksfrom multiple les on the recipient,
LBFS takesa differentapproachfrom thatof rsync. It con-
sidersonly non-overlappingchunksof les andavoids sen-
sitivity to shifting le offsetsby settingchunk boundaries
basedon le contentsyatherthanon positionwithin a le.
Insertionsand deletionsthereforeonly affect the surround-
ing chunks.Similar techniquesave beenusedsuccessfully
in the pastto sgment les for thepurposeof detectingunau-
thorizedcopying [3].

To divide a le into chunks,LBFS examinesevery (over
lapping)48-byteregion of the le andwith probability2 3
overeachregion'scontentconsiderst to betheendof adata
chunk.LBFS selectgheseboundaryregions—calledbreak-
points—using Rabin ngerprints [19]. A Rabin ngerprint
is the polynomial representatiomf the datamodulo a pre-
determinedrreducible polynomial. We chose ngerprints
becausehey are ef cient to computeon a sliding window
in a le. Whenthe low-order 13 bits of a region's nger-
print equala chosenvalue, the region constitutesa break-
point. Assumingrandomdata,the expectedchunksizeis
213 = 8192 = 8 KBytes (plus the size of the 48-byte
breakpointwindow). As will be discussedn Section5.1,
we experimentedvith variouswindow sizesandfound that
48 bytesprovided goodresults(thoughthe effect of window
sizewasnothuge).

Figurel shavs how LBFS mightdivideupa le andwhat
happengo chunkboundariegftera seriesof edits.a. shovs
the original le, divided into variable length chunkswith
breakpointsdeterminedby a hashof each48-byte region.
b. shavs the effectsof insertingsometext into the le. The
text is insertedin chunkc,, producinga new, larger chunk
cs. However, all otherchunksremainthe same. Thus,one
needonly sendcg to transferthenew le to arecipientthat
alreadyhastheold version.Modifying a le canalsochange
the numberof chunks.c. shavs the effectsof insertingdata
that containsa breakpoint. Bytes are insertedin cs, split-
ting that chunkinto two new chunkscg andc;g. Again, the



le canbe transferedoy sendingonly the two new chunks.
Finally, d. shavs a modi cation in which oneof the break-
pointsis eliminated.Chunksc, andc; of theold le arenow
combinedinto a new chunk,cy;, which mustbetransmitted
to composehenew le.

3.1.2 Pathological Cases

Unfortunatelyvariable-sized¢hunkscanleadto somepatho-
logical behaior. If every 48 bytesof a le happenedo bea
breakpointfor instance the index would be aslarge asthe
le. Worseyet, hashef chunkssentover the wire would
consumeas muchbandwidthasjust sendingthe le. Con-
versely a le mightcontainenormoushunks.In particular
the Rabin ngerprint hasthe propertythat a long extent of
zeroswill never containa breakpoint.As discussedaterin

Section3.2, LBFS transmitsthe contentsof a chunkin the
body of an RPC messageHaving arbitrarysize RPC mes-
sagesvould be somavhatincorvenient,sincemostRPClIi-

brarieshold messages memoryto unmarshathem.

To avoid the pathologicalcases | BFS imposesa mini-
mum and maximumchunksize. The minimum chunksize
is 2K. Any 48-byteregion hashingto a magicvaluein the
rst 2K after a breakpointdoesnot constitutea new break-
point. The maximumchunksizeis 64K. If the le con-
tentsdoesnot producea breakpointevery 64K, LBFS will
arti cially insertchunkboundaries.Sucharti cial suppres-
sionandcreationof breakpointxandisruptthesynchroniza-
tion of le chunksbetweenversionsof a le. Therisk, if
this occurs,is that LBFS will performno betterthanan or-
dinary le system. Fortunately synchronizatiorproblems
mostoftenresultfrom stylized les—for instancealongrun
of zeros,or a few repeatedsequencesoneof which hasa
breakpoint—anduch les dowell underconventionalcom-
pression. Sinceall LBFS RPCtrafc getscornventionally
compressedpathologicalcasesdo not necessariltranslate
into slow le access.

3.1.3 Chunk Database

LBFS usesa databaseo identify andlocateduplicatedata
chunks. It indexes each chunk by the rst 64 bits of
its SHA-1 hash. The databasenapsthese64-bit keys to
hle ; offset count triples. This mappingmustbe updated
wheneera le is modi ed. Keepingsuchadatabasén sync
with the le systemcould potentiallyincur signi cant over
head. Moreover, if les exportedthroughLBFS are modi-
ed by othermeans—folinstanceby a local processon the
sener—LBFS cannotpreventthemfrom growing inconsis-
tentwith the databaseEven on the client side,aninoppor
tunecrashcould potentiallycorruptthe contentsof the disk
cache.

To avoid synchronizatiorproblems | BFS never relieson
the correctnesof the chunk database. It recomputeghe
SHA-1 hashof ary datachunkbeforeusingit to reconstruct

a le. LBFSalsousegherecomputedsHA-1valueto detect
hashcollisionsin the databasesincethe 64-bit keys have
alow but non-ngligible probability of collision. Not rely-
ing on databaséntegrity alsofreesLBFS from the needto
worry aboutcrashrecovery. Thatin turn savesLBFS from
makingexpensve synchronouslatabasepdatesTheworst
acorruptdatabaseando is degradeperformance.

3.2 Protocol

The LBFS protocol is basedon NFS version3 [5]. NFS
namesall les by senerchosenopaquehandles. Opera-
tions on handlesinclude readingand writing dataat spe-
ci ¢ offsets.LBFS addsextensiongo exploit inter- le com-
monality during readsand writes. Most NFS clients poll

the sener on le opento checkpermissionsand validate
previously cacheddata. For recentlyaccessedes, LBFS

savesthis roundtrip by addingleasego theprotocol.Unlike

mary NFS clients, LBFS also practicesaggressie pipelin-

ing of RPC calls to toleratenetwork lateng. The system
usesan asynchronoufkPC library that ef ciently supports
large numbersof simultaneouslyputstandingRPCs.Finally,

LBFS compressesll RPCtrafc using corventional gzip

compression.

3.2.1 File Consistency

The LBFS client currently performs whole le caching
(thoughin the future we would like to cacheonly portions
of verylarge les). Whenauseropensa le, if the le isnot
in thelocal cacheor the cachedversionis not up to datethe
clientfetchesanew versionfrom thesener. Whenaprocess
thathaswrittena le closest, theclientwritesthedataback
tothesener.

LBFS usesa three-tieredschemeo determinef a le is
up to date. Whenever a client makesary RPCona le in
LBFS, it getsbacka readleaseon the le. Theleaseis a
commitmenton the part of the sener to notify the client of
ary modi cations madeto that le during the term of the
lease(by default one minute, thoughthe durationis sener
con gurable). Whena useropensa le, if theleaseon the
le hasnotexpiredandtheversionof the le in cacheis up
to date(meaningthe sener alsohasthe sameversion),then
the opensucceedimmediatelywith no messagesentto the
sener.

If auseropensa le andtheleaseonthe le hasexpired,
thenthe client asksthe sener for the attributesof the le.
This requestimplicitly grantsthe client a leaseon the le.
Whenthe client getsthe attributes,if the modi cation and
inodechangdimesarethe sameaswhenthe le wasstored
in the cache,thenthe client usesthe versionin the cache
with no further communicatiorto the sener. Finally, if the
le timeshave changedthentheclientmusttransferthenew
contentsrom the sener.
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Figure2: Readinga le usingLBFS

Becausd BFS only providesclose-to-opermonsisteng, a
modi ed le doesnotneedto be written backto the sener
until it is closed.Thus,LBFS doesnot needwrite leasen
les—the sener never demanddackadirty le. Moreover,
when les arewritten back,they arecommittedatomically
Thus, if a client crashesor is cut from the network while
writing a le, the le will notgetcorruptedor locked—other
clientswill simply continueto seethe old version. When
multiple processesnthesameclienthavethesamele open
for writing, LBFS writesdatabackwheneer ary of thepro-
cessclosesthe le. If multiple clientsarewriting the same
le, thenthe last oneto closethe le will win and over
write changedrom the others. Thesesemanticsare similar
to thoseof AFS.

3.2.2 File Reads

File readsin LBFS malke useof one RPCprocedurenotin
theNFSprotocol, GETHASH.

GETHASH retrievesthe hashesf datachunksin a le,
soasto identify ary chunksthatalreadyexist in the client's
cache. GETHASH takes the sameamgumentsas a READ
RPC, namely a le handle, offset, and size (though in
practicethe sizeis alwaysthe maximumpossible,because
the client practiceswhole le operations). Insteadof re-
turning le data, howvever, GETHASH returnsa vector of
hSHA-1 hash sizd pairs.

Figure 2 shavs the useof GETHASH. Whendownload-
ing a le notin its cachetheclient rst callsGETHASHto
obtainhashe®f the le' s chunks.Then,for any chunksnot
alreadyin its cachethe client issuesregular READ RPCs.
Becausghe READ RPCsarepipelined,downloadinga le
generallyonly incurstwo network-roundtrip timesplusthe
costof downloadingary datanotin thecache For les larger

thanl,024chunkstheclientmustissuemultiple GETHASH
callsandmayincur multiple roundtrips. However, network
latengy canbe overlappedwith transmissioranddisk I/O.

3.2.3 File Writes

File writes proceedsomeavhat differently in LBFS from
NFS. While NFS updatesles at the sener incrementally
with eachwrite, LBFS updatesthem atomically at close
time. Thereare several reasondor using atomic updates.
Most importantly the previous versionof a le often has
mary chunksin commonwith the currentversion. Keeping
the old versionaroundhelpsLBFS exploit the commonal-
ity. SecondBFS's le reconstructiorprotocolcansignif-
icantly alterthe orderof writesto a le. Filesbeingwritten
back may have confusingintermediarystates(for instance
an ASCII le might temporarilycontainblocks of 0s). Fi-
nally, atomicupdatedimit the potentialdamageof simulta-
neouswritesfrom differentclients. Sincetwo clientswriting
thesamele donotseeeachothersupdatessimultaneously
changingthe samele is abadidea. Whenthis doesoccur
however, atomicupdatestleastensurahattheresulting le
containsthe coherentcontentswritten by oneof the clients,
ratherthana mishmasthof bothversions.

LBFS usestemporary les to implementatomicupdates.
The sener rst createsa uniquetemporary le, writes the
temporary le, andonly thenatomically commitsthe con-
tentsto thereal le beingupdated While writing thetempo-
rary le, LBFS useschunksof existing les to save band-
width where possible. Four RPCsimplementthis update
protocol: MKTMPFILE, TMPWRITE, CONDWRITE, and
COMMITTMP.

MKTMPFILE createsatemporaryle for laterusein an
atomic update. MKTMPFILE takestwo arguments: rst,
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Figure 3: Writing a le usingLBFS

the le handleof the le thatwill eventuallybe atomically
updatedandsecondaclient-choseri le descriptor’for the
temporary le. After receving the call, the sener createsa
temporaryle inthesamele systemasthespeci edhandle
andkeepsamappingfrom theperclient le descriptotto the
temporary le. Becauseclients choosethe descriptorsfor
temporary les, they canpipeline operationson temporary
les beforethe MKTMPFILE RPCreturns.

TMPWRITE is similarto aWRITE RPC. The only dif-
ferenceis the that a client-chosertemporary le descriptor
replacesthe NFS le handlein the aguments. An LBFS
client sendsTMPWRITEs insteadof WRITESs to updatea

le createdvith MKTMPFILE.

CONDWRITE is similarto aTMPWRITE RPC.Thear

gumentscontaina le descriptor offset,andlength. Instead
of the actualdatato write, however, CONDWRITE argu-
mentscontaina SHA-1 hashof the data. If the sener can
nd thedataspeci ed by the hashsomeavherein its le sys-
tem, it writes the datato the temporary le atthe speci ed
offset. If it cannotnd thedata,but therequestvould other
wise have completed CONDWRITE returnsthe specialer
ror codeHASHNOTFOUND.

COMMITTMP commitsthe contentof atemporaryle
toapermanente if noerrorhasoccurred.t takestwo argu-
ments,a le descriptorfor thetemporaryle, anda le han-
dle for the permanentle. For eachtemporaryle descrip-
tor, the sener keepstrack of ary errorsotherthan HASH-
NOTFOUND that have occuredduring CONDWRITE and
TMPWRITE RPCs.If ary errorhasoccurredonthe le de-
scriptor(e.g.,disk full), COMMITTMP fails. Otherwisethe
sener replaceghe contentf thetarget le with thatof the

temporaryle andupdateghe chunkdatabaseo re ect the

le' s new contents.SinceLBFS usesTCP, RPCsaredeliv-
eredin order Thus,theclient canpipelinea COMMITTMP
operatiorbehindTMPWRITE RPCs.

Figure 3 shows the le write protocolin action. When
a user closesa le that the client must write back, the
clientpicksa le descriptorandissuesa MKTMPFILE RPC
with the handleof the closed le. In responsethe sener
createsa temporary le handleand mapsit to the speci-
ed le descriptor The client then makes CONDWRITE
RPCsfor all data chunksin the le it is writing back.
For any CONDWRITES returningHASHNOTFOUND, the
clientalsoissuesSTMPWRITE calls. Finally, theclientissues
aCOMMITTMP.

Pipeliningof writes occursin two stages First, the client
pipelinesa seriesof CONDWRITE requestsehinda MK-
TMPFILE RPC.Secondasthe CONDWRITE repliescome
back,the client turnsaroundandissuesTMPWRITE RPCs
for ary HASHNOTFOUND responses. It pipelines the
COMMITTMP immediatelybehind the last TMPWRITE.
The communicationoverheadis therefore generally two
roundtrip latenciesplusthetransmissionimesof theRPCs.
For large les, the client hasa maximumlimit onthe num-
berof outstandingcONDWRITE and TMPWRITE calls so
asnotto spendoo muchtime sendingcallswhenit canpro-
cessreplies. However, the extra network round trips will
generallyoverlapwith thetransmissiorime of RPCcalls.

3.2.4 Security Considerations

BecauselLBFS performswell over a wider range of net-
works than most le systems,the protocol must resista
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Figure 4: Overview of the LBFS implementation.

wider rangeof attacks. LBFS usesthe securityinfrastruc-
ture from SFS[16]. Every sener hasa public key, which

theclientadministratospeci eson the commandine when
mountingthe sener. In thefuture,we intendto embedpub-
lic keys in pathnamess SFSdoesandto integrate LBFS

into SFS5 auto-mountingsystemso that unprivilegedusers
on clients can accessary sener. The entire LBFS proto-
col, RPCheadersandall, is passedhroughgzip compres-
sion, taggedwith a messageuthenticatiorcode,andthen
encrypted.At mounttime, the client andsener negotiatea
sessiorkey, thesenerauthenticategself to theuser andthe
userauthenticatederselfto the client, all usingpublic key

cryptograph.

Finally, we notethat LBFS may raisesomenon-netvork
securityissues.Whenseveral userssharethe samele sys-
tem, LBFS could leak informationabout les a useris not
allowedto read.Speci cally, throughcarefuluseof COND-
WRITE, ausercancheckwhetherthe le systemcontainsa
particularchunkof data,evenif the dataresidesin a read-
protectedle. ThoughCONDWRITE will fail onchunksthe
usercannotread,subtletiming differencesmay still let the
userinfer thatthe databaseontainedhe hashof the chunk.
Nonethelesd,BFS shouldprovide morethanadequatsecu-
rity for mostpurposesparticularly given how widely users
acceptle systemshatdo notevenencryptnetwork traf c.

4 Implementation

Figure 4 shows the architectureof the LBFS implementa-
tion. Both the clientandsener run at userlevel. Theclient
implementsthe le systemusing xfs, a device driver bun-
dled with the ARLA [24] le system. The sener accesses
les throughNFS. The client andsener communicatever
TCPR using SunRPC. We usedthe asynchronoufkPC li-
brary from the SFStoolkit [15] both for the sener's NFS
clientandfor LBFS client—serer communicationThe RPC
library alreadyhad supportfor authenticatingand encrypt-
ing traf c betweeraclientandsener. We addedsupportfor
compression.

4.1 Chunk Index

The LBFS client and sener both maintainchunk indexes,
thesenerindexing le systemcontentsandtheclientits lo-
cal cache. The two sharethe sameindexing code,imple-

mentedusingthe B-tree from SleeyCat software's Berke-
leyDB package SinceLBFS never relieson chunkdatabase
correctnesst alsodoesnot concernitself with crashrecors-
erability. LBFS avoids ary synchronouslatabaseipdates,
andthe sener alwaysrepliesto clientsbeforeinsertingnen
chunksin its database If the databasdosesa few hashes,
clientswill simply use more bandwidthuntil the database
comeshackup to date.Thereis a utility, mkdh which builds
a le systems databasdrom scratch.However, if anLBFS
seneris runwithoutadatabasehesenersimply createshe
databas@ndpopulatest asusersaccessles.

Theonedatabaseperationon the critical pathfor clients
is the lookup doneaspartof a CONDWRITE RPC. How-
ever, for all but the smallest les, CONDWRITEs are
pipelineddeeplyenoughto overlap databasdookupswith
the transmissiorof ary write datanot found in the chunk
index. For 8 KByte or smaller les, LBFS avoids COND-
WRITEsandsimply writesthe les directly to the senerin
a single RPC. The overheadof multiple roundtrip times
overshadws ary potentialbandwidthsavingson suchsmall
les.

4.2 Sewer Implementation

Our main goal for the LBFS sener implementation,other
than saving bandwidth and providing acceptableperfor
mance,was to build a systemthat could unobtrusiely be
installedon an alreadyrunning le system. This both iso-
latesLBFS's bene ts from physical le systemlayoutand
lets userstake immediateadwantageof LBFS on existing
les withoutdedicatinga disk or partitionto it.
TheLBFSseneraccessethe le systenmby pretendingo
beanNFS client, effectively translatingLBFS requestsnto
NFS. Building the LBFS senerasanNFSclientletsLBFS
seneary le systemfor which an NFS sener exists, which
includesmost le systemson mostUnix operatingsystems.
Of coursethesener mightalternatvely have beenimple-
mentedusingregular systemcallsto accesghe le system.
However, NFS offers several advantagesver the traditional
systemcall interface.First, it simpli es theimplementation,
sincethe LBFS protocolis basedon NFS. Second,NFS
saved the LBFS sener from the needto implementaccess
control. The sener simply mapsLBFS requestgo userlDs
andtagsthe resultingNFS requestswith thoselDs, letting
the NFS sener decidewhetheror not to grantaccess.Fi-



nally, NFS allows the chunkindex to be more resilientto
outsidele systemchangesWhena le is renamedits NFS
le handleremainsthe sameandthusthe chunkindex does
notneedto beupdated.

The LBFS sener createsa “trash directory’ .Ibfs.
trash , in the root directoryof every le systemit exports.
Thetrashdirectorycontaingemporaryles createcoy MK-
TMPFILE RPCs. As explainedbelow, aftera COMMIT-
TMP RPC,the LBFS sener doesnot deletethe committed
temporaryle. Ratherif spacas neededit garbage-collects
arandom le in the trashdirectory A backgroundthread
purgesthedatabasef pointersto deletedles.

4.2.1 Statici-number Problem

Theonemajordisadwantageo usingNFSis thelack of low-
level control over le systemdatastructures.In particular
Unix le systemsemanticglictatethata le' si-numbernot
changewhenthe le is overwritten. Thus,whenthe sener
commitsa temporary le to atarget le, it hasto copy the
contentf thetemporaryle ontothetarget le ratherthan
simply renamethe temporary le into place,so asto pre-
sene thetarget le' si-number Not only is this gratuitously
inef cient, but during the copy other clients cannotaccess
thetamet le. Worseyet, a sener crashwill leave the le
in aninconsistenstate(thoughtheclientwill restartthe le
transferafterthe COMMIT fails).

A relatedproblemoccurswith le truncation. Applica-
tions often truncate les and then immediately overwrite
themwith similar versions.Thus,LBFS would bene t from
having the previous contentsof a truncatedle whenrecon-
structingthe new contents.The obvious solutionis to mave
truncatedles into thetrashdirectoryandreplacethemwith
new, zero-lengthles. Unfortunatelythe NFSinterfacewill
notletthesenerdothiswithoutchanginghetruncatedle' s
i-number To avoid losingthecontentof trucatedles, then,
LBFS delaysthedeletionof temporaryles after COMMIT-
TMP RPCs.Thus,mary truncatedles will still have copies
in thetrashdirectory andnew versionscanbereconstituted
from thosecopies.

It is worth noting that the statici-numberproblemcould
besolvedgivena le systenoperatiorthattruncatesa le A
to zerolengthandthenatomicallyreplaceghe contentsof a
secondle B with the previouscontentof A. We caneven
afford to lose the original contentsof A after an inoppor
tunecrash. In the caseof COMMITTMP, the lost datawill
beresentby the client. Sucha “truncateandupdate”opera-
tion would beef cient andeasyto implementfor mostUnix
physical le systemayouts.It mightin othersituationssene
asa more efcient alternatve to the renameoperationfor
atomically updating les. Unfortunately the currentLBFS
sener mustmake do without suchanoperation.

4.3 Client Implementation

The LBFS client usesthe xfs device driver. xfs lets user
level programsmplementa le systenby passingnessages
to the kernelthrougha device nodein /dev. We chosexfs
for its suitability to whole- le caching. The driver noti es
the LBFS client wheneer it needsthe contentsof a le a
userhasopened,or wheneer a le is closedand mustbe
writtenbackto thesener. TheLBFSclientis responsibldor
fetchingremote les andstoringthemin thelocal cache.lt
informs xfs of the bindingsbetweenles usershave opened
and les in thelocal cache.xfs thensatis esreadandwrite
requestslirectly from thecachewithouttheneedto call into
userlevel codeeachtime.

5 Evaluation

This section evaluatesLBFS using several experiments.
First, we examine the behaior of LBFS's content-based
breakpointchunkingon static le sets. Next, we measure
thebandwidthconsumptiorandnetwork utilizationof LBFS
underseveral commonworkloadsand compareit to that of
CIFS,NFSversion3 andAFS. Finally, we shav thatLBFS
canimprove end-to-endapplicationperformancavhencom-
paredwith AFS, CIFS,andNFS.

Our experimentswere conductedon identical 1.4 GHz
Athlon computers,eachwith 256 MBytes of RAM and a
7,200RPM,8.9msSeagteST320414ADE drive. ThelDE
drives are slower than commonSCSl drives, which penal-
izes LBFS for performingmore disk operationghan other
le systems.Exceptwhereotherwisenoted,all le system
clientsran on OpenBSD2.9 and senerson FreeBSD4.3.
The AFS client was the version of ARLA bundled with
BSD, con guredwith a 512 MByte cache.The AFS sener
was openafsl.1.1 running on Linux 2.4.3. For the Mi-
crosoftWord experimentsweranOf ce 20000na900MHz
IBM ThinkPad T22 laptopwith 256 MBytes of RAM, Win-
dows 98, andopenafsl.1.1with a400MByte cache.

Theclientsandsenersin our experimentsvereconnected
by full-duplex 100 Mbit Ethernetthrough the Click [11]
modularrouter which canbe con gured to measurdraf c
andimposebandwidthlimitations,delay andloss.Click ran
onalinux 2.2.18Athlon machine.

5.1 RepeatedDatain Files

LBFS's content-basebtireakpointchunkingschemereduces
bandwidthonly if different les or versionsof the samele
sharecommondata. Fortunately this occursrelatively fre-
quentlyin practice.Table1l summarizeshe amountof com-
monalityfoundbetweervarious les.

We examinedemacgo seehow muchcommonalitythere
is between les under a software developmentworkload.
The emacs20.7 sourcetreeis 52.1 MBytes. However, if
a client alreadyhassourcefor emacs20.6 in its cache,it



Data Given

Datasize Newdata Overlap

emacs20.7source emacs20.6 52.1MB 12.6MB 76%
Build treeof emacs20.7 — 20.2MB 12.5MB 38%
emacs20.7+ printf executable emacs20.7 6.4MB 2.9MB 55%
emacs20.7executable emacs20.6 6.4MB 5.1MB 21%
Installationof emacs20.7 emacs20.6 43.8MB 16.9MB 61%
Elispdoc.+ new page originalpostscript  4.1MB 0.4MB 90%
MSWord doc. + edits original MSWord 1.4MB 0.4MB 68%

Table1: Amount of newdatain a le or directory, givenan older version.

only needsto download 12.6 MBytes to reconstitutethe
20.7 sourcetree—a 76% savings. An emacs20.7 build
tree consumes20.2 MBytes of disk space,but only con-
tains 12.5 MBytes of uniquechunks. Thus,writing a build
tree, LBFS will save 38% evenif the sener startswith an
empty chunkdatabase Whenaddinga delugging printf to
emacs20.7 and recompiling,changingthe size of the exe-
cutable,the new binary has55% in commonwith the old
one. Betweenemacs-20.6and 20.7, the two executables
have 21% commonality A full emacs20.7 installationcon-
sumes43.8 MBytes. However, 61% of this would not need
to betransferredo aclientthatalreadyhademacs20.6in its
cache.

We also examinedtwo documentpreparationvorkloads.
Whenaddinga pageto the front of the emacdisp manual,
the new postscriptle had90% in commonwith the previ-
ousone. Unfortunately if we addedtwo pagesit changed
the pagenumberingfor morethanthe rst chapterandthe
commonalitydisappeared-romthiswe concludehatLBFS
is suitablefor postscriptdlocumenpreviewing—for instance
tuning a TeX documentto get an equationto look right—
but that betweensubstantiakevisions of a documentthere
will be litle commonality(unlessthe pagesare numbered
by chapter).We alsousedMicrosoft Word to sprinklerefer
encedo LBFS in a paperaboutWindows 2000disk perfor
mance andfoundthatthe new versionhad68%overlapwith
theoriginal.

Toinvesticatethebehaior of LBFS'schunkingalgorithm,
weranmkdbonthesener's/usr/local  directory usingan
8 KByte chunk size and 48-byte moving window. /usr/
local contained354 MBytes of datain 10,702 les. mkdb
broke the les into 42,466chunks. 6% of the chunksap-
pearedn 2 or more les. Thegeneratediatabaseonsumed
4.7 MBytes of space,or 1.3% the size of the directory It
took 9 minutesto generatethe database.Figure 5 shavs
the distribution of chunk sizes. The medianis 5.8K, and
the mean8,570bytes,closeto the expectedvalue of 8,240
bytes.11,379breakpointaveresuppressety the 2K mini-
mumchunksizerequirementwhile 75 breakpointaverein-
sertedbecaus®f the 64K maximumchunksizelimit. Note
thatthedatabasedoescontainchunksshorterthan2K. These
chunkscomefrom les thatareshorterthan2K andfrom the
endsof larger les (sinceanendof le is alwaysa chunk
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Figure 5: Distribution of chunk sizesin the /usr/local
database. X-axis representschunk sizes,in KBytes. Y-axis
shows the number of chunks having that size.

Exp chunksize | % of datain sharecchunks
24B window | 48B window

2KB 21.33% 21.30%
4 KB 19.29% 19.65%
8KB 17.01% 18.01%

Table 2: Percentageof bytesin shared chunks in /usr/local
for various chunk and window sizes.Minimum chunk sizewas
always 1=4 the expectedchunk size.

boundary).

Table 2 shows the amountof datain /usr/local  that
appearsn sharedchunksfor variousexpectedchunk sizes
andbreakpointwindow sizes. As expected,smallerchunks
yield somavhat greatercommonality as smallercommon
segmentsbetween les can be isolated. However, the in-
creasedcostof GETHASHand CONDWRITE trafc asso-
ciatedwith smallerchunksoutweighedhe increasedand-
width savingsin testswe performed.Window sizedoesnot
appeato have alarge effect on commonality

5.2 Practical Workloads

We usethree workloadsto evaluateLBFS's ability to re-
ducebandwidth. In the rst workload, MSWord, we open
a 1.4 MByte Microsoft Word documentmake the sameed-
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its asfor Table1, thenmeasuréhe costto sase andclosethe

le.* For the secondworkload, gcc, we simply recompile
emacs20.7 from source. The third workload, ed, involves
making a seriesof changedo the perl 5.6.0 sourcetreeto

transformit into perl5.6.1. Usingthe expect languagewe

scriptedthe ed text editorbasedon the outputof diff . The

benchmarlsaves les aftertext insertionoperationsf there
have beend0 or morelines of editing. (For referenceemacs
createsauto-sae les every 300 characterdyped.) These
workloadsre ect thecommonactiities of documentediting

andsoftwaredevelopment.

We ran eachbenchmarkover the client's native network

le system—CIFSfor Windows and NFS UDP for Unix.?
We also ran all three benchmarksover AFS. To isolate
the bene ts of exploiting le commonality we additionally
measure@ “Leases+Gzip”le systemthatusesLBFS's le
caching,leasesanddatacompressionbut not its chunking
schemeFinally, we ranthethreeworkloadsover LBFS.

For the MSWord benchmarkpecausé.BFS only runson
Unix, we rana Sambasener onthe OpenBSDLBFS client,
re-exportingthe LBFS le systemwith CIFS. We savedthe
Word documentfrom the Windows 98 client to the Samba
sener over 100 Mbit Ethernetandmeasuredhetrafc go-
ing throughthe Click routerbetweernthe Sambasener and
the LBFS sener. All MSWord experimentswvereconducted
with awarmcachetheoriginal les hadbeenwritten onthe
sameclientthroughthe le systemundertest. However, the
LBFS sener did not have output les from previous runsof
thebenchmarkn its database.

For the gcc benchmarkthe emacssourceshad beenun-
pacled throughthe le systemundertest. Emacshadalso
previously beencompiledon the same le system.Thein-
tentwasto to simulatewhat happensvhenone modi es a
headerle thatrequiresan entire projectto be recompiled.
Thoughtwo successie compilationsof emacsdo not pro-
ducethe sameexecutabletherewas substantiacommonal-

1We did not enableWord's “fastsaves” feature,asit neitherreduced
write bandwidthnor improvedrunningtime.

2NFS TCP performsworsethanNFS UDP, probablybecausét hasnot
beenasextensvely testedandtuned.

ity betweenobject les createdby the benchmarkandones
in thesener'strashdirectory To isolatethisbene t, we also
measureé compilationof emacavhentheLBFS senerwas
startedwith a new databas&ot containingchunksfrom ary
previouscompiles.

Becauseof a bug in expect on OpenBSD,we useda
FreeBSDclient for all instance®f the ed benchmark Like
theMSWord benchmarkywe raned with awarmclientcache
to a sener thathadnot previously seenthe output les. We
alsoraned overanssh remotelogin connectionto compare
using a distributed le systemto running a text editor re-
motely To simulatesometype-aheadthe benchmarlsends
oneline atatime andwaitsfor theline to echo.

5.3 Bandwidth Utilization

Figure6 shows the bandwidthconsumedy the client writ-
ing to andreadingfrom the sener undereachof the three
workloads. The bandwidthnumbersare obtainedfrom byte
countersn the Click router For this experiment,the router
did not imposeary delay loss, or bandwidthlimitations.
(ttcp reportedT CP throughputof 89 Mbit/secbetweerthe
client and sener, and ping reporteda round-trip time of
0.2ms.) In eachcasewe separatelyeport rst theupstream
trafc from clientto sener, thenthedownstreantrafc from
senerto client. Thenumbersarenormalizedo theupstream
(client to sener) bandwidthof the native le system,CIFS
onWindows andNFSon Unix.

Becausé\FS, Leases+GzipandLBFS all have large,on-
disk cachesall threesystemseducethe amountof down-
streambandwidthfrom senerto clientwhencomparedo the
native le systemsFor upstreanbandwidththedropsfrom
CIFS andNFS bandwidthto AFS bandwidthrepresensav-
ings gainedfrom deferringwrites to closetime andeliding
overwritesof thesamedata. Thedropsfrom AFS bandwidth
to Leases+Gzifpandwidthrepresensavingsfrom compres-
sion. Finally, the dropsfrom Leases+Gzihandwidthto
LBFS bandwidthrepresensavings gainedfrom the chunk-
ing scheme.

For the MSWord workload, the savings provided by the
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chunkingschemecomenot only from commonalitybetween
the old and new versionsof the document,but also from
commonalitywith large temporary les that Word creates
during saves. LBFS is able to reducethe upstreamband-
width by 15timesoverLeases+Gzipl6timesover AFS,and
20 timesover CIFS. More carefulanalysisrevealsthat the
Unix Sambasener closesthenreopengemporary les, re-
quiringthemto betransferreanultipletimes. Thesemultiple
transferdargely negate the bene ts of gzip compressiorin
Leases+Gzipln contrastLBFS exploits the les' common
contentsfrom one closeto the next, consumingvery little
unnecessartraf c. AFS usesonly slightly moreboreband-
width thanLeases+Gzipeitherbecausdhe extra closesare
anartifactof the Unix Sambasener, or perhapdecausehe
Windows AFSimplementatiorperformspartial le caching.

For the gcc benchmark,the savings provided by the
chunkingschemecomefrom thefactthatmary of the com-
piled object les, libraries, and executablesare similar or
identicalto les in thesener's trashdirectory Chunksonly
needto be written to the sener whereobject les differ or
les have beenevicted from thetrashdirectory In this case,
LBFS was able to reducethe upstreambandwidthby 15
timesover Leases+Gzip46 timesover AFS, andmorethan
64 timesover NFS. Evenwithout the bene t of old object
les in thedatabasd,BFS still reducesupstreanbandwidth
utilization becausenary object les, libraries,andexecuta-
blessharecommondata.Whenstartedwvith anewv andempty
chunk databasel BFS still used30% lessupstreamband-
width thanLeases+Gzip.

In the ed case,the savings provided by the chunking
schemecomefrom writing versionsof les thatsharecom-
mon chunkswith olderrevisions. LBFS wasableto reduce
the upstreambandwidthby more than a factor of 2 over
Leases+Gzimnd8 over AFS andNFS.

5.4 Application Performance

Figure 7ashavs the normalizedend-to-endapplicationper
formanceof the threeworkloadson a simulatedcable mo-
dem link, with 1.5 Mbit/sec dowvnstreambandwidthfrom
senerto client,384Kbit/secupstreanbandwidthfrom client
to sener, and 30 ms of round-trip lateng. The execution
timesarenormalizedagainstCIFS or NFSresults.For com-
parison,we alsoshav the executiontimesof the native le
systemon a 100 Mbit/secfull-duplex LAN.

For the MSWord workload, LBFS was able to reduce
the executiontimes from a potentially unusablel01 sec-
ondswith CIFSto amuchmoretolerablel6 secondsmore
than 6 timesfaster In fact, AFS takes 16 secondso run
the benchmarkon a LAN, though CIFS takes only 6 sec-
onds.Thegccworkloadtook 113secondsinderLBFS with
a populateddatabasel.7 timesfasterthan Leases+Gzip4
times fasterthan AFS, almost12 times fasterthan NFS,
and 18% fasterthan NFS on a LAN. With a newv sener
databasel, BFS still reduceghe executiontime by 6% over
Leases+Gzigthoughit is 32%sloverthanNFSonaLAN.

For boththeMSWordandgccworkloads Figure7bshavs
that LBFS reducesnetwork utilization, or the percentag®f
available bandwidthusedby the le system. Over LBFS,
gccusedonly usedonly 9.5%of the 384 Kbit persecondip-
streamlink. In contrastgccunderNFSused68%andunder
AFS used96%. For the MSWord benchmarks|.BFS was
ableto reducethe upstreamnetwork utilization from 87%
and96%with AFS andCIFSto 29%.

Figure8 examinesthe effects of available network band-
width on the performanceof the gcc workload over LBFS,
Leases+GzipandAFS. In theseexperimentsthe simulated
network hasa x ed roundtrip time of 10 ms. This graph
shaws that LBFS is leastaffected by a reductionin avail-
ablenetwork bandwidth becausé BFSreduceshereadand
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Figure 9: Performance of the gcc workload over a range of
round-trip timeswith xed 1.5Mbit/sec symmetric links.

write bandwidthrequiredby theworkloadto thepointwhere
CPUandnetwork lateng, not bandwidth becomethe limit-
ing factors.

Figure9 examinegheeffectsof network lateng onLBFS,
Leases+Gzipand AFS performance.In theseexperiments,
the simulatednetwork hassymmetric1.5 Mbit per second
links. Althoughthe gccworkloadusesmorebandwidthover
Leases+Gzipthe performanceof the workload over LBFS
and Leases+Gzipre roughly the samebecausehe avail-
ablenetwork bandwidthis high enough.On the otherhand,
becausgycc over AFS usessigni cantly more bandwidth,
it performsworsethanboth LBFS and Leases+Gzip.This
graphshaws thatthe executiontime of thegccworkloadde-

gradessimilarly onall three le systemsslateng increases.

Figure 7a also shavs LBFS's performanceon the ed
benchmarka6%improvementover Leases+Gzips7%over
AFS, and83% over NFS. However, executiontime is not
the bestmeasureof performanceor interactve workloads.
Userscareaboutdelaysof over a secondput cannotdiffer-
entiatemuch smaller onesthat nonethelessffect the run-
time of a scriptedbenchmark.Long delaysare mostoften
causedy TCPenteringthebacloff state.We thereforerana
shortenedersionof the ed benchmarlover a network with
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Figure 10: Performanceof a shorteneded benchmark over var-
ious lossrates, on a network with xed 1.5 Mbit/sec symmetric
links and a xed round-trip time of 10ms.

simulatedpacletloss,comparinghe performancef thenet-
work le systemswith thessh remotelogin program.
Figurel0comparesle systemso ssh undervariousloss
rates. With no paclet loss,ssh is slower thanary le sys-
tem, but the differencewould not affect performanceat the
rate userstype. However, asthe lossrateincreasesdelays
areimposedby TCP's bacloff mechanism.As ssh never
hasmorethanafew pacletsin ight, everylostpaclet puts
TCPinto bacloff, imposinga delayof oneor moreseconds
while the userwaits for typed characterso echo. The le
systemsoutperformssh for several reasons. First, LBFS
andLeases+Gzigxperiencefewer lossesby sendingfewer
total pacletsthanssh; the le systemsboth consumeess
bandwidthandsendmoredataperpaclet. Secondwhen le
systemdransferlarge les, TCP cangetfour or morepack-
etsin ight, allowingit torecoserfrom asinglelosswith fast
retransmissioandavoid bacloff. AFSusedJDP ratherthan
TCPR anddoesnotappeato reducdts sendingateasprecip-
itously asTCPin the faceof paclet loss. We concludethat
for thekind of editingin this benchmarkit is far preferable
to useanetwork le systemthento runaneditorremotely

6 Summary

LBFSisanetwork le systenthatsavesbandwidthby taking
adwantageof commonalitybetweenles. LBFS breaksles
into chunksbasedn contentsyusingthevalueof ahashfunc-
tion on smallregionsof the le to determinechunkbound-
aries. It indexes le chunksby their hashvalues,andsubse-
quentlylooks up chunksto reconstructles thatcontainthe
samedatawithout sendingthatdataover the network.
Undercommonoperationsuchaseditingdocumentsand
compiling software, LBFS can consumeover an order of
magnituddessbandwidththantraditional le systemsSuch
a dramaticsavings in bandwidthmakesLBFS practicalfor
situationswhereother le systemscannotbe used.Iln mary
situations,LBFS makestransparentemote le accessa vi-



able and less frustrating alternatve to running interactve
programson remotemachines.
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