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Abstract

Usersrarelyconsiderrunningnetwork �le systemsoverslow
or wide-areanetworks, asthe performancewould be unac-
ceptableandthebandwidthconsumptiontoohigh. Nonethe-
less, ef�cient remote�le accesswould often be desirable
over suchnetworks—particularlywhenhigh latency makes
remotelogin sessionsunresponsive. Ratherthanrun interac-
tive programssuchaseditorsremotely, userscould run the
programslocally andmanipulateremote�les throughthe�le
system.To doso,however, wouldrequireanetwork �le sys-
temthatconsumeslessbandwidththanmostcurrent�le sys-
tems.

ThispaperpresentsLBFS,anetwork �le systemdesigned
for low-bandwidthnetworks. LBFS exploits similaritiesbe-
tween�les or versionsof the same�le to save bandwidth.
It avoidssendingdataover thenetwork whenthesamedata
canalreadybefoundin theserver's �le systemor theclient's
cache.Usingthistechniquein conjunctionwith conventional
compressionandcaching,LBFS consumesover anorderof
magnitudelessbandwidththantraditionalnetwork �le sys-
temsoncommonworkloads.

1 Intr oduction

This paperdescribesLBFS, a network �le systemdesigned
for low-bandwidth networks. People typically run net-
work �le systemsover LANs or campus-areanetworkswith
10 Mbit/sec or more bandwidth. Over slower, wide-area
networks,datatransferssaturatebottlenecklinks andcause
unacceptabledelays. Interactive programsfreeze,not re-
spondingto userinput during �le I/O, batchcommandscan
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take many timestheir normalexecutiontime, andotherless
aggressive network applicationsarestarved for bandwidth.
Usersmustthereforeemploy differenttechniquesto accom-
plish whatover theLAN they woulddo throughthe�le sys-
tem.

Peopleoftenhave occasionto work over networksslower
thanLANs. Evenwith broadbandInternetaccess,a person
workingfrom homeusuallyonly hasafractionof aMbit/sec
of upstreambandwidth. A company with of�ces in sev-
eral cities may have many userscollaboratingover a single
1.5 Mbit/secT1 line. A consultantconstantlytraveling be-
tweenvarioussitesmaywantto sit down andaccessthesame
project�les from every location.

In theabsenceof a network �le system,peoplegenerally
resortto oneof two methodsof accessingremotedata.They
eithermake andedit local copiesof �les, running the risk
of an updatecon�ict, or elsethey useremotelogin to view
andedit �les in placeon anothermachine. If the network
haslong latency, remotelogin is particularly frustratingas
interactive applicationsareslow in respondingto userinput.
Worseyet, many graphicalapplications,suchas�gure edi-
torsandpostscriptpreviewers,consumetoomuchbandwidth
to runpracticallyover thewide-areanetwork.

Network �le systemshave thepotentialto alleviatethein-
conveniencesassociatedwith remotedataaccess.In addi-
tion to offering theinterfacepeoplealreadypreferfor local-
areanetworks, a �le systemcanprovide tight consistency,
avoiding the problemof con�icts when two peopleupdate
the same�le. File systemscanalsobettertoleratenetwork
latency thanremotelogin sessions.By running interactive
programslocally and accessingremotedatathrougha �le
system,oneavoids theoverheadof a network roundtrip on
everyuserinputevent.

To be practicalover the wide-areanetwork, however, a
�le systemmustconsumesigni�cantly lessbandwidththan
mostcurrent�le systems,both to maintainacceptableper-
formanceand to avoid monopolizingnetwork links in use
for otherpurposes.Unfortunately, applicationwriterscom-
monlyassumethat�le I/O will benoslowerthanamegabyte
or sopersecond.For instance,aninteractiveeditorwill stop
to write out 100 KByte “auto-save” �les without worrying
aboutdelayinga user's typing or consumingsigni�cant re-
sources.A traditional �le systemtransmitsthe entirecon-



tentsof such�les over the network, blocking the editor for
the durationof the transfer. In contrast,LBFS often trans-
mits far lessdatathan applicationswrite, greatly reducing
thetimespentwaiting for �le I/O.

To reduce its bandwidth requirements,LBFS exploits
cross-�le similarities.Fileswrittenoutby applicationsoften
containa numberof segmentsin commonwith other �les
or previous versionsof the same�le. Auto-save �les are
only oneexample.Object�les outputby compilers,tempo-
rary�les usedby theRCSrevisioncontrolsystem,postscript
�les, andwordprocessingdocumentsoftencontainsubstan-
tial similarity from one revision to the next. Any copying
or concatenationof �les, suchaswhenbuilding programli-
brariesoutof object�les, alsoleadsto signi�cant duplication
of contents.

To exploit theseinter-�le similarities,theLBFS�le server
dividesthe�les it storesinto chunksandindexesthechunks
by hashvalue. The LBFS client similarly indexes a large
persistent�le cache. When transferringa �le betweenthe
client andserver, LBFS identi�es chunksof datathatthere-
cipientalreadyhasin other�les andavoidstransmittingthe
redundantdataover the network. In conjunctionwith con-
ventionalcompression,this techniquesavesoveranorderof
magnitudeof communicationsbandwidthonmany common
workloads.

LBFS providestraditional�le systemsemanticsandcon-
sistency. Files residesafelyon the server onceclosed,and
clientsseetheserver's latestversionwhenthey opena �le.
Thus, LBFS can reasonablybe usedin placeof any other
network �le systemwithout breakingsoftwareor disturbing
users.Other�le systemshave dealtwith slow andeven in-
termittentnetwork connectivity by relaxing�le systemcon-
sistency. Thesetechniqueslargely complementLBFS's,and
could be combinedwith LBFS for even greaterbandwidth
savings. However, sincealteredsemanticsmaynot besuit-
ablefor all purposes,we choseto focuson reducingband-
width to seejust how muchwe couldsave without changing
acceptedconsistency guarantees.

The next sectiondescribesrelatedwork. Section3 gives
LBFS'salgorithmfor �nding commonalitybetween�les and
explainshow theLBFS protocoltakesadvantageof it. Sec-
tion 4 describesthe implementationof LBFS. Section5
shows how effective LBFS's techniquefor compressing�le
traf�c canbe.Finally, Section6 concludes.

2 RelatedWork

Pastprojectshave attackedtheproblemof network �le sys-
temson slow networks from severalangles.LBFS comple-
mentsmostpreviouswork. Becauseit providesconsistency
anddoesnot placesigni�cant hardwareor �le systemstruc-
turerequirementson theserver, LBFS's approachcanunob-
trusively becombinedwith othertechniquesto getadditional
savingsin network bandwidth.

A numberof �le systemshave propertiesthat help them
toleratehigh network latency. AFS [9] usesserver callbacks
to inform clients when other clients have modi�ed cached
�les. Thus,userscanoften accesscachedAFS �les with-
out requiringany network traf�c. Leases[7] area modi�ca-
tion to callbacksin which the server's obligation to inform
a client of changesexpires after a certainperiod of time.
Leasesreducethe statestoredby a server, free the server
from contactingclientswhohaven't toucheda�le in awhile,
and avoid problemswhen a client to which the server has
promisedacallbackhascrashedorgoneoff thenetwork. The
NFS4protocol[20] reducesnetwork roundtripsby batching
�le systemoperations.All of the above techniquesareap-
plicable to LBFS. In fact, LBFS currentlyusesleasesand
a large, persistentcacheto provide AFS-like close-to-open
consistency.

Many �le systemsuse write-behindto toleratelatency.
Echo[14] performswrite-behindof metadataoperations,al-
lowing immediatecompletionof operationsthattraditionally
requirea network roundtrip. In JetFile[8], thelastmachine
to write a �le becomesthe �le' s server, andcantransmitits
contentsdirectly to thenext reader.

The CODA �le system[10] supportsslow networks and
even disconnectedoperation. Changesto the �le system
are loggedon the client and written back to the server in
the backgroundwhen there is network connectivity. To
implementthis functionality, CODA providesweaker-than-
traditional consistency guarantees. It allows updatecon-
�icts, which usersmay needto resolve manually. CODA
saves bandwidthbecauseit avoids transferring�les to the
server whenthey aredeletedor overwrittenquickly on the
client. LBFS, in contrast,simply reducesthebandwidthre-
quiredfor each�le transfer. Thus,LBFS couldbene�t from
CODA-style deferredoperations,andCODA could bene�t
from LBFS �le transfercompression.

Bayou[18] further investigatescon�ict resolutionfor op-
timistic updatesin disconnectedsystems,but unlike CODA,
it doesnot provide a �le system.Rather, Bayousuppliesan
API with which to implementapplication-speci�cmerging
andcon�ict resolution.OceanStore[2] appliesBayou'scon-
�ict resolutionmechanismsto a �le systemandextendsit
to work with untrustedserversthatonly ever seedatain en-
cryptedformat. TACT [25] exploresthe spectrumbetween
absoluteconsistency andBayou's weakermodel.

Leeet.al. [12] haveextendedCODA to supportoperation-
basedupdates. A proxy-client strongly connectedto the
serverduplicatestheclient'scomputationin thehopesof du-
plicatingits output�les. Usersrunamodi�ed shellthatbun-
dlesup commandsfor the proxy-clientto reexecute.Using
forwarderrorcorrection,theclientandproxy-clientcaneven
patchup small glitchesin theoutput�les, suchasdifferent
dates. Whensuccessful,operation-basedupdatesdeliver a
tremendousbandwidthsavings. However, the techniqueis
fairly complementaryto LBFS. LBFS works well with in-



teractive applicationssuchaseditorsthat would be hardto
reexecuteon a proxy-client. Operation-basedupdatescan
reducecommunicationsbandwidthwith command-lineutil-
itiessuchasimageconvertersfor whichLBFSoffersnosav-
ings. Operation-basedupdatesrequirea dedicatedproxy-
client machine,making them a bit cumbersometo set up.
Perhapsfor this reasonthe techniqueis not in widespread
useby any �le systemtoday.

Spring and Wetherall have proposed a protocol-
independenttechniquefor eliminating redundantnetwork
traf�c [21]. They assumetwo cooperatingcachesat either
end of a slow network link. Both cachesstore identical
copiesof thelastn Megabytesof network traf�c (for values
of n up to 100). Whenoneendmustsenddatathatalready
existsin thecache,it insteadsendsa tokenspecifyingwhere
to �nd the datain the cache. To identify redundanttraf�c,
the two ends index cachedata by 64-byte anchors[13],
randomly chosenbasedon hashvalue. When data to be
senthasa 64-byteanchorin commonwith previous traf�c,
the matchingregion is expandedin both directionsto elide
the greatestamountof data. LBFS's approachis similar
in spirit to the Spring and Wetherall technique. However,
LBFSsupportsmultipleclientsaccessingthe�le �le system
andevenlocaluserschangingthe�le systemunderneaththe
server. Thus,it cannotassumethattheclientandserverhave
identicalstate.

Rsync[23] copiesa directorytreeover the network onto
another directory tree containing similar �les—typically
from a previousversionof thesametree.Rsyncsavesband-
width by exploiting commonalitybetween�les. The prob-
lem is similar to synchronizinga client's �le cachewith the
serveror viceversa.In fact,Tridgell suggestsapplyingrsync
to a �le systemin his thesis. Thoughrsyncwasoneof the
inspirationsfor LBFS, �le cachingin real time is somewhat
different from directory tree mirroring. LBFS thus usesa
differentalgorithm.We discussthersyncalgorithmin more
detailandcompareit to ourapproachin Section3.1.

A numberof Unix utilities operateondifferencesbetween
�les. diff computesthe differencebetweentwo text �les.
patch appliestheoutputof diff to transformone�le into
the other. Therehave beenstudiesof the problemof de-
scribing one �le in termsof a minimal set of edits to an-
other [22]. Mogul et. al. [17] have investigated transmit-
ting suchdeltasto save bandwidthwhen updatingcached
webpages.TheCVS [1] versionmanagementsystemships
patchesover thenetwork to bringauser'sworkingcopy of a
directorytreeupto date.UnlikeCVS,however, a �le system
cannotstorea completerevision history for all �les. There-
fore, the LBFS server will typically not have an exact old
versionfrom which to computedifferences.

3 Design

LBFS is designedto save bandwidthwhile providing tradi-
tional �le systemsemantics.In particular, LBFS provides

close-to-openconsistency. After a client has written and
closeda�le, anotherclientopeningthesame�le will always
seethe new contents.Moreover, oncea �le is successfully
writtenandclosed,thedataresidessafelyattheserver. These
semanticsaresimilar to thoseof AFS. Otherwork exploring
relaxed consistency semanticsmay apply to LBFS, but we
wishedto build a �le systemthat could directly substitute
for awidely acceptednetwork �le systemin usetoday.

To save bandwidth, LBFS usesa large, persistent�le
cacheat theclient. LBFS assumesclientswill have enough
cacheto containauser'sentireworkingsetof �les (areason-
ableassumptiongiventhecapacitiesof cheapIDE disksto-
day).With suchaggressivecaching,mostclient–servercom-
municationis solely for the purposeof maintainingconsis-
tency. Whena usermodi�es a �le, theclient musttransmit
thechangesto theserver(sincein ourmodeltheclientmight
crashor becut from thenetwork). Similarly, whena client
readsa�le lastmodi�ed by adifferentclient,theservermust
sendit thelatestversionof the�le.

LBFSreducesbandwidthrequirementsfurtherby exploit-
ing similarities between�les. When possible,it reconsti-
tutes�les using chunksof existing datain the �le system
and client cacheinsteadof transmittingthosechunksover
thenetwork. Of course,notall applicationscanbene�t from
this technique.A worst casescenariois whenapplications
encrypt�les on disk, sincetwo differentencryptionsof the
same�le have no commonalitywhatsoever. Nonetheless,
LBFSprovidessigni�cant bandwidthreductionfor common
workloads.

For the remainderof this section,we �rst discussthe is-
suesinvolvedin indexing chunksof the�le systemandcache
data.We describetheadvantagesanddisadvantagesof sev-
eralapproaches,includingLBFS'sparticularsolution.Then,
we describethe actualLBFS protocolandits useof chunk
indexes.

3.1 Indexing

Onboththeclientandserver, LBFSmustindex asetof �les
to recognizedatachunksit canavoid sendingover the net-
work. To save chunktransfers,LBFSrelieson thecollision-
resistantpropertiesof the SHA-1 [6] hashfunction. The
probabilityof two inputsto SHA-1 producingthesameout-
put is far lower thanthe probability of hardwarebit errors.
Thus,LBFS follows thewidely-acceptedpracticeof assum-
ing no hashcollisions. If the client and server both have
datachunksproducingthe sameSHA-1 hash,they assume
the two arereally thesamechunkandavoid transferringits
contentsover thenetwork.

The centralchallengein indexing �le chunksto identify
commonalityis keepingthe index a reasonablesize while
dealingwith shiftingoffsets.As anexample,onecouldindex
the hashesof all aligned8 KByte datablocks in �les. To
transfera �le, thesenderwould transmitonly hashesof the
�le' s blocks,andthereceiver would requestonly blocksnot



c1 c3c2 c4 c6 c7c5a.

c1 c3c2 c7c5 c6c8b.

c1 c3c2 c6 c7c8 c9 c10c.

c1 c11 c7c8 c9 c10 c6d.

Figure 1: Chunks of a �le before and after various edits. Horizontal stripes show 48-byte regionswith magic hashvaluescreating
chunk boundaries.Gray shadingshows regionsof the �le that werechangedby an edit.

alreadyin its database.Unfortunately, a singlebyteinserted
atthestartof alarge�le wouldshift all theblockboundaries,
changethehashesof all the�le' s blocks,andtherebythwart
any potentialbandwidthsavings.

As analternative,onemightindex �les by thehashesof all
(overlapping)8 KByte blocksat all offsets. Sucha scheme
would requirestoragemany times the size of the indexed
�les (almostoneindex entryperbyteof �le data).Thesize
in itself might betolerablegivenlargeenoughdisks,but ev-
ery �le modi�cation might requirethousandsof index inser-
tions.Thecostof performingsomany updatesto anindex in
secondarystoragewouldbeprohibitive.

Rsyncmorepracticallytacklesthis problemby consider-
ing only two �les at a time. Whentransferring�le F from
machineA to machineB , if B alreadyhasa �le F 0 by the
samename,rsyncguessesthe two �les may be similar and
attemptsto exploit that fact. A simpli�ed version of the
rsyncalgorithmproceedsasfollows. First, therecipient,B ,
breaksits �le F 0 into non-overlapping,contiguous,�x ed-
sizeblocks. B transmitshashesof thoseblocksto A. A in
turnbeginscomputingthehashesof all (overlapping)blocks
of F . If any of thosehashesmatchesonefrom F 0, A avoids
sendingthe correspondingsectionsof F , insteadtelling B
whereto �nd thedatain F 0.

A coupleof complicationsarisewhentrying to apply the
rsync algorithm to a �le system,however. First, rsync's
choiceof F 0 basedon �lename is too simple. For exam-
ple, whenediting �le foo , emacscreatesan auto-save �le
named#foo#. RCS useseven lesssuggestive temporary
�le namessuch as 1v22825. Thus, the recipient would
have to chooseF 0 usingsomethingotherthan�le names.It
might selectF 0 basedon a �x ed-size“sketch” of F , using
Broder's resemblanceestimationtechnique[4]. However,
even ignoring the additional cost of this approach,some-
timesF canbestbe reconstructedfrom chunksof multiple
�les—considerar , whichoutputssoftwarelibrariescontain-
ing many object�les.

3.1.1 LBFS Solution

In orderto usechunksfrom multiple �les on the recipient,
LBFS takesa differentapproachfrom thatof rsync. It con-
sidersonly non-overlappingchunksof �les andavoidssen-
sitivity to shifting �le offsetsby settingchunk boundaries
basedon �le contents,ratherthanon positionwithin a �le.
Insertionsanddeletionsthereforeonly affect the surround-
ing chunks.Similar techniqueshave beenusedsuccessfully
in thepastto segment�les for thepurposeof detectingunau-
thorizedcopying [3].

To divide a �le into chunks,LBFS examinesevery (over-
lapping)48-byteregionof the�le andwith probability2� 13

overeachregion'scontentsconsidersit tobetheendof adata
chunk.LBFS selectstheseboundaryregions—calledbreak-
points—usingRabin �ngerprints [19]. A Rabin �ngerprint
is the polynomial representationof the datamoduloa pre-
determinedirreduciblepolynomial. We chose�ngerprints
becausethey areef�cient to computeon a sliding window
in a �le. When the low-order13 bits of a region's �nger-
print equala chosenvalue, the region constitutesa break-
point. Assumingrandomdata,the expectedchunk size is
213 = 8192 = 8 KBytes (plus the size of the 48-byte
breakpointwindow). As will be discussedin Section5.1,
we experimentedwith variouswindow sizesandfound that
48bytesprovidedgoodresults(thoughtheeffectof window
sizewasnothuge).

Figure1 showshow LBFSmightdivideupa�le andwhat
happensto chunkboundariesafteraseriesof edits.a. shows
the original �le, divided into variable length chunkswith
breakpointsdeterminedby a hashof each48-byteregion.
b. shows theeffectsof insertingsometext into the�le. The
text is insertedin chunkc4, producinga new, larger chunk
c8. However, all otherchunksremainthe same.Thus,one
needonly sendc8 to transferthenew �le to a recipientthat
alreadyhastheold version.Modifying a�le canalsochange
thenumberof chunks.c. shows theeffectsof insertingdata
that containsa breakpoint. Bytes are insertedin c5, split-
ting thatchunkinto two new chunksc9 andc10. Again, the



�le canbe transferedby sendingonly the two new chunks.
Finally, d. shows a modi�cation in which oneof thebreak-
pointsis eliminated.Chunksc2 andc3 of theold �le arenow
combinedinto a new chunk,c11, which mustbetransmitted
to composethenew �le.

3.1.2 PathologicalCases

Unfortunately, variable-sizedchunkscanleadto somepatho-
logical behavior. If every 48 bytesof a �le happenedto bea
breakpoint,for instance,the index would be aslarge asthe
�le. Worseyet, hashesof chunkssentover the wire would
consumeasmuchbandwidthasjust sendingthe �le. Con-
versely, a �le might containenormouschunks.In particular,
the Rabin�ngerprint hasthe propertythat a long extent of
zeroswill never containa breakpoint.As discussedlater in
Section3.2, LBFS transmitsthe contentsof a chunkin the
body of an RPCmessage.Having arbitrarysizeRPCmes-
sageswould besomewhat inconvenient,sincemostRPCli-
brariesholdmessagesin memoryto unmarshalthem.

To avoid the pathologicalcases,LBFS imposesa mini-
mum andmaximumchunksize. The minimum chunksize
is 2K. Any 48-byteregion hashingto a magicvaluein the
�rst 2K after a breakpointdoesnot constitutea new break-
point. The maximumchunk size is 64K. If the �le con-
tentsdoesnot producea breakpointevery 64K, LBFS will
arti�cially insertchunkboundaries.Sucharti�cial suppres-
sionandcreationof breakpointscandisruptthesynchroniza-
tion of �le chunksbetweenversionsof a �le. The risk, if
this occurs,is thatLBFS will performno betterthananor-
dinary �le system. Fortunately, synchronizationproblems
mostoftenresultfrom stylized�les—for instancea longrun
of zeros,or a few repeatedsequencesnoneof which hasa
breakpoint—andsuch�les dowell underconventionalcom-
pression. Sinceall LBFS RPC traf�c getsconventionally
compressed,pathologicalcasesdo not necessarilytranslate
into slow �le access.

3.1.3 Chunk Database

LBFS usesa databaseto identify andlocateduplicatedata
chunks. It indexes each chunk by the �rst 64 bits of
its SHA-1 hash. The databasemapsthese64-bit keys to
h�le ; offset; counti triples. This mappingmust be updated
whenevera �le is modi�ed. Keepingsuchadatabasein sync
with the�le systemcouldpotentiallyincur signi�cant over-
head. Moreover, if �les exportedthroughLBFS aremodi-
�ed by othermeans—forinstanceby a local processon the
server—LBFS cannotprevent themfrom growing inconsis-
tentwith thedatabase.Evenon theclient side,an inoppor-
tunecrashcouldpotentiallycorruptthecontentsof thedisk
cache.

To avoid synchronizationproblems,LBFS never relieson
the correctnessof the chunk database. It recomputesthe
SHA-1 hashof any datachunkbeforeusingit to reconstruct

a �le. LBFSalsousestherecomputedSHA-1valueto detect
hashcollisions in the database,sincethe 64-bit keys have
a low but non-negligible probability of collision. Not rely-
ing on databaseintegrity alsofreesLBFS from the needto
worry aboutcrashrecovery. That in turn savesLBFS from
makingexpensive synchronousdatabaseupdates.Theworst
acorruptdatabasecando is degradeperformance.

3.2 Protocol

The LBFS protocol is basedon NFS version3 [5]. NFS
namesall �les by server-chosenopaquehandles. Opera-
tions on handlesinclude readingand writing dataat spe-
ci�c offsets.LBFSaddsextensionsto exploit inter-�le com-
monality during readsand writes. Most NFS clients poll
the server on �le open to checkpermissionsand validate
previously cacheddata. For recentlyaccessed�les, LBFS
savesthis roundtrip by addingleasesto theprotocol.Unlike
many NFS clients,LBFS alsopracticesaggressive pipelin-
ing of RPC calls to toleratenetwork latency. The system
usesan asynchronousRPClibrary that ef�ciently supports
largenumbersof simultaneouslyoutstandingRPCs.Finally,
LBFS compressesall RPC traf�c using conventionalgzip
compression.

3.2.1 File Consistency

The LBFS client currently performs whole �le caching
(thoughin the future we would like to cacheonly portions
of very large�les). Whenauseropensa �le, if the�le is not
in thelocal cacheor thecachedversionis notup to date,the
client fetchesanew versionfrom theserver. Whenaprocess
thathaswrittena �le closesit, theclientwritesthedataback
to theserver.

LBFS usesa three-tieredschemeto determineif a �le is
up to date. Whenever a client makesany RPCon a �le in
LBFS, it getsbacka readleaseon the �le. The leaseis a
commitmenton thepartof theserver to notify theclient of
any modi�cations madeto that �le during the term of the
lease(by default oneminute,thoughthedurationis server-
con�gurable). Whena useropensa �le, if the leaseon the
�le hasnot expiredandtheversionof the�le in cacheis up
to date(meaningtheserver alsohasthesameversion),then
theopensucceedsimmediatelywith nomessagessentto the
server.

If a useropensa �le andtheleaseon the�le hasexpired,
then the client asksthe server for the attributesof the �le.
This requestimplicitly grantsthe client a leaseon the �le.
Whenthe client getsthe attributes,if the modi�cation and
inodechangetimesarethesameaswhenthe�le wasstored
in the cache,then the client usesthe versionin the cache
with no furthercommunicationto theserver. Finally, if the
�le timeshavechanged,thentheclientmusttransferthenew
contentsfrom theserver.



GETHASH(fh, offset, count)

Server
          File not in cache

Client

sha1 not in database, send normal read
sha2 not in database, send normal read

sha3 in database

Put sha1 in database

Put sha2 in database

Break up file into chunks, @offset+count

Return data associated with sha1

Return data associated with sha2
Data of sha1

Data of sha2

READ(fh, sha1_off, size1)

READ(fh, sha2_off, size2)

eof = true

(sha1,size1)

(sha3,size3)
(sha2,size2)

File reconstructed, return to user

Send GETHASH

Figure2: Readinga �le usingLBFS

BecauseLBFSonly providesclose-to-openconsistency, a
modi�ed �le doesnot needto be written backto theserver
until it is closed.Thus,LBFS doesnot needwrite leaseson
�les—the server never demandsbacka dirty �le. Moreover,
when�les arewritten back,they arecommittedatomically.
Thus, if a client crashesor is cut from the network while
writing a �le, the�le will notgetcorruptedor locked—other
clients will simply continueto seethe old version. When
multipleprocessesonthesameclienthavethesame�le open
for writing, LBFSwritesdatabackwheneverany of thepro-
cessclosesthe �le. If multiple clientsarewriting thesame
�le, then the last one to close the �le will win and over-
write changesfrom theothers.Thesesemanticsaresimilar
to thoseof AFS.

3.2.2 File Reads

File readsin LBFS make useof oneRPCprocedurenot in
theNFSprotocol,GETHASH.

GETHASH retrievesthe hashesof datachunksin a �le,
soasto identify any chunksthatalreadyexist in theclient's
cache. GETHASH takes the sameargumentsas a READ
RPC, namely a �le handle, offset, and size (though in
practicethe size is always the maximumpossible,because
the client practiceswhole �le operations). Insteadof re-
turning �le data,however, GETHASH returnsa vector of
hSHA-1 hash; sizei pairs.

Figure2 shows theuseof GETHASH. Whendownload-
ing a �le not in its cache,theclient �rst callsGETHASHto
obtainhashesof the�le' s chunks.Then,for any chunksnot
alreadyin its cache,the client issuesregular READ RPCs.
BecausetheREAD RPCsarepipelined,downloadinga �le
generallyonly incurstwo network-roundtrip timesplus the
costof downloadingany datanotin thecache.For �les larger

than1,024chunks,theclientmustissuemultipleGETHASH
callsandmayincur multiple roundtrips. However, network
latency canbeoverlappedwith transmissionanddisk I/O.

3.2.3 File Writes

File writes proceedsomewhat differently in LBFS from
NFS. While NFS updates�les at the server incrementally
with eachwrite, LBFS updatesthem atomically at close
time. Thereare several reasonsfor using atomic updates.
Most importantly, the previous versionof a �le often has
many chunksin commonwith thecurrentversion.Keeping
the old versionaroundhelpsLBFS exploit the commonal-
ity. Second,LBFS's �le reconstructionprotocolcansignif-
icantly alter theorderof writes to a �le. Filesbeingwritten
back may have confusingintermediarystates(for instance
an ASCII �le might temporarilycontainblocksof 0s). Fi-
nally, atomicupdateslimit thepotentialdamageof simulta-
neouswritesfrom differentclients.Sincetwo clientswriting
thesame�le donotseeeachother'supdates,simultaneously
changingthesame�le is a badidea. Whenthis doesoccur,
however, atomicupdatesat leastensurethattheresulting�le
containsthecoherentcontentswritten by oneof theclients,
ratherthanamishmashof bothversions.

LBFS usestemporary�les to implementatomicupdates.
The server �rst createsa uniquetemporary�le, writes the
temporary�le, andonly thenatomicallycommitsthe con-
tentsto thereal�le beingupdated.While writing thetempo-
rary �le, LBFS useschunksof existing �les to save band-
width wherepossible. Four RPCsimplementthis update
protocol: MKTMPFILE, TMPWRITE, CONDWRITE, and
COMMITTMP.

MKTMPFILE createsa temporary�le for laterusein an
atomic update. MKTMPFILE takes two arguments: �rst,
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the �le handleof the �le that will eventuallybe atomically
updated,andsecond,aclient-chosen“�le descriptor”for the
temporary�le. After receiving thecall, theserver createsa
temporary�le in thesame�le systemasthespeci�edhandle
andkeepsamappingfrom theper-client �le descriptorto the
temporary�le. Becauseclients choosethe descriptorsfor
temporary�les, they canpipelineoperationson temporary
�les beforetheMKTMPFILE RPCreturns.

TMPWRITE is similar to a WRITE RPC. Theonly dif-
ferenceis the that a client-chosentemporary�le descriptor
replacesthe NFS �le handlein the arguments. An LBFS
client sendsTMPWRITEs insteadof WRITEs to updatea
�le createdwith MKTMPFILE.

CONDWRITE is similar to a TMPWRITERPC.Thear-
gumentscontaina �le descriptor, offset,andlength. Instead
of the actualdata to write, however, CONDWRITE argu-
mentscontaina SHA-1 hashof the data. If the server can
�nd thedataspeci�edby thehashsomewherein its �le sys-
tem, it writes the datato the temporary�le at the speci�ed
offset. If it cannot�nd thedata,but therequestwouldother-
wisehave completed,CONDWRITE returnsthespecialer-
ror codeHASHNOTFOUND.

COMMITTMP commitsthecontentsof a temporary�le
to apermanent�le if noerrorhasoccurred.It takestwo argu-
ments,a �le descriptorfor thetemporary�le, anda �le han-
dle for thepermanent�le. For eachtemporary�le descrip-
tor, the server keepstrack of any errorsother thanHASH-
NOTFOUND that have occuredduring CONDWRITE and
TMPWRITE RPCs.If any errorhasoccurredon the�le de-
scriptor(e.g.,disk full), COMMITTMP fails. Otherwise,the
server replacesthecontentsof thetarget�le with thatof the

temporary�le andupdatesthechunkdatabaseto re�ect the
�le' s new contents.SinceLBFS usesTCP, RPCsaredeliv-
eredin order. Thus,theclient canpipelinea COMMITTMP
operationbehindTMPWRITERPCs.

Figure 3 shows the �le write protocol in action. When
a user closesa �le that the client must write back, the
clientpicksa �le descriptorandissuesaMKTMPFILE RPC
with the handleof the closed�le. In response,the server
createsa temporary�le handleand mapsit to the speci-
�ed �le descriptor. The client then makes CONDWRITE
RPCs for all data chunks in the �le it is writing back.
For any CONDWRITEs returningHASHNOTFOUND, the
clientalsoissuesTMPWRITEcalls.Finally, theclientissues
aCOMMITTMP.

Pipeliningof writesoccursin two stages.First, theclient
pipelinesa seriesof CONDWRITE requestsbehinda MK-
TMPFILE RPC.Second,astheCONDWRITE repliescome
back,theclient turnsaroundandissuesTMPWRITE RPCs
for any HASHNOTFOUND responses. It pipelines the
COMMITTMP immediatelybehind the last TMPWRITE.
The communicationoverheadis thereforegenerally two
roundtrip latencies,plusthetransmissiontimesof theRPCs.
For large �les, theclient hasa maximumlimit on thenum-
berof outstandingCONDWRITE andTMPWRITE callsso
asnot to spendtoomuchtimesendingcallswhenit canpro-
cessreplies. However, the extra network round trips will
generallyoverlapwith thetransmissiontimeof RPCcalls.

3.2.4 Security Considerations

BecauseLBFS performswell over a wider rangeof net-
works than most �le systems,the protocol must resist a
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wider rangeof attacks. LBFS usesthe securityinfrastruc-
ture from SFS[16]. Every server hasa public key, which
theclient administratorspeci�eson thecommandline when
mountingtheserver. In thefuture,we intendto embedpub-
lic keys in pathnamesas SFSdoesand to integrateLBFS
into SFS's auto-mountingsystemso thatunprivilegedusers
on clients can accessany server. The entire LBFS proto-
col, RPCheadersandall, is passedthroughgzip compres-
sion, taggedwith a messageauthenticationcode,and then
encrypted.At mounttime, theclient andserver negotiatea
sessionkey, theserverauthenticatesitself to theuser, andthe
userauthenticatesherselfto the client, all usingpublic key
cryptography.

Finally, we notethatLBFS may raisesomenon-network
securityissues.Whenseveraluserssharethesame�le sys-
tem, LBFS could leak informationabout�les a useris not
allowedto read.Speci�cally, throughcarefuluseof COND-
WRITE, a usercancheckwhetherthe�le systemcontainsa
particularchunkof data,even if the dataresidesin a read-
protected�le. ThoughCONDWRITE will fail onchunksthe
usercannotread,subtletiming differencesmay still let the
userinfer thatthedatabasecontainedthehashof thechunk.
Nonetheless,LBFSshouldprovidemorethanadequatesecu-
rity for mostpurposes,particularlygiven how widely users
accept�le systemsthatdonotevenencryptnetwork traf�c.

4 Implementation

Figure 4 shows the architectureof the LBFS implementa-
tion. Both theclient andserver run at user-level. Theclient
implementsthe �le systemusing xfs, a device driver bun-
dled with the ARLA [24] �le system. The server accesses
�les throughNFS. Theclient andserver communicateover
TCP, using Sun RPC. We usedthe asynchronousRPC li-
brary from the SFStoolkit [15] both for the server's NFS
clientandfor LBFSclient–server communication.TheRPC
library alreadyhadsupportfor authenticatingandencrypt-
ing traf�c betweenaclientandserver. Weaddedsupportfor
compression.

4.1 Chunk Index

The LBFS client and server both maintainchunk indexes,
theserver indexing �le systemcontentsandtheclient its lo-
cal cache. The two sharethe sameindexing code, imple-

mentedusing the B-tree from SleepyCat software's Berke-
leyDB package.SinceLBFS never relieson chunkdatabase
correctness,it alsodoesnot concernitself with crashrecov-
erability. LBFS avoids any synchronousdatabaseupdates,
andtheserver alwaysrepliesto clientsbeforeinsertingnew
chunksin its database.If the databaselosesa few hashes,
clients will simply usemore bandwidthuntil the database
comesbackup to date.Thereis autility, mkdb, whichbuilds
a �le system's databasefrom scratch.However, if anLBFS
server is runwithoutadatabase,theserversimplycreatesthe
databaseandpopulatesit asusersaccess�les.

Theonedatabaseoperationon thecritical pathfor clients
is the lookup doneaspart of a CONDWRITE RPC. How-
ever, for all but the smallest �les, CONDWRITEs are
pipelineddeeplyenoughto overlap databaselookupswith
the transmissionof any write datanot found in the chunk
index. For 8 KByte or smaller�les, LBFS avoids COND-
WRITEsandsimply writesthe�les directly to theserver in
a single RPC. The overheadof multiple round trip times
overshadows any potentialbandwidthsavingson suchsmall
�les.

4.2 Server Implementation

Our main goal for the LBFS server implementation,other
than saving bandwidth and providing acceptableperfor-
mance,was to build a systemthat could unobtrusively be
installedon an alreadyrunning �le system. This both iso-
latesLBFS's bene�ts from physical �le systemlayout and
lets userstake immediateadvantageof LBFS on existing
�les withoutdedicatingadiskor partitionto it.

TheLBFSserveraccessesthe�le systemby pretendingto
beanNFSclient, effectively translatingLBFS requestsinto
NFS. Building theLBFS server asanNFSclient letsLBFS
serve any �le systemfor which anNFSserver exists,which
includesmost�le systemsonmostUnix operatingsystems.

Of course,theservermightalternatively havebeenimple-
mentedusingregularsystemcalls to accessthe �le system.
However, NFSoffersseveraladvantagesover thetraditional
systemcall interface.First, it simpli�es theimplementation,
since the LBFS protocol is basedon NFS. Second,NFS
saved the LBFS server from the needto implementaccess
control. Theserver simply mapsLBFS requeststo userIDs
andtagsthe resultingNFS requestswith thoseIDs, letting
the NFS server decidewhetheror not to grantaccess.Fi-



nally, NFS allows the chunk index to be more resilient to
outside�le systemchanges.Whena �le is renamed,its NFS
�le handleremainsthesameandthusthechunkindex does
notneedto beupdated.

The LBFS server createsa “trash directory,” .lbfs.
trash , in the root directoryof every �le systemit exports.
Thetrashdirectorycontainstemporary�les createdby MK-
TMPFILE RPCs. As explainedbelow, after a COMMIT-
TMP RPC,the LBFS server doesnot deletethe committed
temporary�le. Rather, if spaceis needed,it garbage-collects
a random�le in the trashdirectory. A backgroundthread
purgesthedatabaseof pointersto deleted�les.

4.2.1 Static i-number Problem

Theonemajordisadvantageto usingNFSis thelackof low-
level control over �le systemdatastructures.In particular,
Unix �le systemsemanticsdictatethata �le' s i-numbernot
changewhenthe �le is overwritten. Thus,whenthe server
commitsa temporary�le to a target �le, it hasto copy the
contentsof thetemporary�le ontothetarget �le ratherthan
simply renamethe temporary�le into place,so as to pre-
serve thetarget �le' s i-number. Not only is this gratuitously
inef�cient, but during the copy otherclientscannotaccess
the target �le. Worseyet, a server crashwill leave the �le
in aninconsistentstate(thoughtheclient will restartthe�le
transferaftertheCOMMIT fails).

A relatedproblemoccurswith �le truncation. Applica-
tions often truncate�les and then immediatelyoverwrite
themwith similar versions.Thus,LBFS would bene�t from
having thepreviouscontentsof a truncated�le whenrecon-
structingthenew contents.Theobvioussolutionis to move
truncated�les into thetrashdirectoryandreplacethemwith
new, zero-length�les. Unfortunately, theNFSinterfacewill
not let theserverdothiswithoutchangingthetruncated�le' s
i-number. To avoid losingthecontentsof trucated�les, then,
LBFSdelaysthedeletionof temporary�les afterCOMMIT-
TMP RPCs.Thus,many truncated�les will still havecopies
in thetrashdirectory, andnew versionscanbereconstituted
from thosecopies.

It is worth noting that the static i-numberproblemcould
besolvedgivena�le systemoperationthattruncatesa �le A
to zerolengthandthenatomicallyreplacesthecontentsof a
second�le B with thepreviouscontentsof A. We caneven
afford to lose the original contentsof A after an inoppor-
tunecrash. In thecaseof COMMITTMP, the lost datawill
beresentby theclient. Sucha “truncateandupdate”opera-
tion wouldbeef�cient andeasyto implementfor mostUnix
physical�le systemlayouts.It mightin othersituationsserve
as a more ef�cient alternative to the renameoperationfor
atomicallyupdating�les. Unfortunately, the currentLBFS
servermustmakedowithoutsuchanoperation.

4.3 Client Implementation

The LBFS client usesthe xfs device driver. xfs lets user-
level programsimplementa �le systemby passingmessages
to the kernelthrougha device nodein /dev . We chosexfs
for its suitability to whole-�le caching. The driver noti�es
the LBFS client whenever it needsthe contentsof a �le a
userhasopened,or whenever a �le is closedandmustbe
writtenbackto theserver. TheLBFSclient is responsiblefor
fetchingremote�les andstoringthemin the local cache.It
informsxfs of thebindingsbetween�les usershave opened
and�les in the local cache.xfs thensatis�esreadandwrite
requestsdirectlyfrom thecache,withouttheneedto call into
user-level codeeachtime.

5 Evaluation

This section evaluatesLBFS using several experiments.
First, we examine the behavior of LBFS's content-based
breakpointchunkingon static �le sets. Next, we measure
thebandwidthconsumptionandnetwork utilizationof LBFS
underseveral commonworkloadsandcompareit to that of
CIFS,NFSversion3 andAFS. Finally, we show thatLBFS
canimproveend-to-endapplicationperformancewhencom-
paredwith AFS,CIFS,andNFS.

Our experimentswere conductedon identical 1.4 GHz
Athlon computers,eachwith 256 MBytes of RAM and a
7,200RPM,8.9msSeagateST320414AIDE drive. TheIDE
drivesareslower thancommonSCSIdrives,which penal-
izesLBFS for performingmoredisk operationsthanother
�le systems.Exceptwhereotherwisenoted,all �le system
clients ran on OpenBSD2.9 and servers on FreeBSD4.3.
The AFS client was the version of ARLA bundled with
BSD, con�gured with a 512MByte cache.TheAFS server
was openafs1.1.1 running on Linux 2.4.3. For the Mi-
crosoftWordexperiments,weranOf�ce 2000ona900MHz
IBM ThinkPadT22 laptopwith 256MBytesof RAM, Win-
dows 98,andopenafs1.1.1with a400MByte cache.

Theclientsandserversin ourexperimentswereconnected
by full-duplex 100 Mbit Ethernetthrough the Click [11]
modularrouter, which canbe con�gured to measuretraf�c
andimposebandwidthlimitations,delay, andloss.Click ran
onaLinux 2.2.18Athlon machine.

5.1 RepeatedData in Files

LBFS's content-basedbreakpointchunkingschemereduces
bandwidthonly if different�les or versionsof thesame�le
sharecommondata. Fortunately, this occursrelatively fre-
quentlyin practice.Table1 summarizestheamountof com-
monalityfoundbetweenvarious�les.

We examinedemacsto seehow muchcommonalitythere
is between�les under a software developmentworkload.
The emacs20.7 sourcetree is 52.1 MBytes. However, if
a client alreadyhassourcefor emacs20.6 in its cache,it



Data Given Data size Newdata Overlap

emacs20.7source emacs20.6 52.1MB 12.6MB 76%
Build treeof emacs20.7 — 20.2MB 12.5MB 38%
emacs20.7+ printf executable emacs20.7 6.4MB 2.9MB 55%
emacs20.7executable emacs20.6 6.4MB 5.1MB 21%
Installationof emacs20.7 emacs20.6 43.8MB 16.9MB 61%
Elispdoc.+ new page originalpostscript 4.1MB 0.4MB 90%
MSWorddoc.+ edits originalMSWord 1.4MB 0.4MB 68%

Table1: Amount of newdata in a �le or dir ectory, givenan older version.

only needsto download 12.6 MBytes to reconstitutethe
20.7 sourcetree—a76% savings. An emacs20.7 build
tree consumes20.2 MBytes of disk space,but only con-
tains12.5MBytes of uniquechunks.Thus,writing a build
tree,LBFS will save 38% even if the server startswith an
emptychunkdatabase.Whenaddinga debuggingprintf to
emacs20.7 andrecompiling,changingthe sizeof the exe-
cutable,the new binary has55% in commonwith the old
one. Betweenemacs-20.6and 20.7, the two executables
have 21%commonality. A full emacs20.7installationcon-
sumes43.8MBytes. However, 61%of this would not need
to betransferredto aclient thatalreadyhademacs20.6in its
cache.

We alsoexaminedtwo documentpreparationworkloads.
Whenaddinga pageto the front of the emacslisp manual,
the new postscript�le had90% in commonwith the previ-
ousone. Unfortunately, if we addedtwo pages,it changed
the pagenumberingfor morethanthe �rst chapter, andthe
commonalitydisappeared.FromthisweconcludethatLBFS
is suitablefor postscriptdocumentpreviewing—for instance
tuning a TEX documentto get an equationto look right—
but that betweensubstantialrevisions of a documentthere
will be little commonality(unlessthe pagesare numbered
by chapter).We alsousedMicrosoft Word to sprinklerefer-
encesto LBFS in a paperaboutWindows 2000disk perfor-
mance,andfoundthatthenew versionhad68%overlapwith
theoriginal.

To investigatethebehavior of LBFS'schunkingalgorithm,
weranmkdbontheserver's /usr/local directory, usingan
8 KByte chunk size and 48-bytemoving window. /usr/
local contained354MBytesof datain 10,702�les. mkdb
broke the �les into 42,466chunks. 6% of the chunksap-
pearedin 2 or more�les. Thegenerateddatabaseconsumed
4.7 MBytes of space,or 1.3% the sizeof the directory. It
took 9 minutesto generatethe database.Figure 5 shows
the distribution of chunk sizes. The medianis 5.8K, and
the mean8,570bytes,closeto the expectedvalueof 8,240
bytes.11,379breakpointsweresuppressedby the2K mini-
mumchunksizerequirement,while 75 breakpointswerein-
sertedbecauseof the64K maximumchunksizelimit. Note
thatthedatabasedoescontainchunksshorterthan2K. These
chunkscomefrom �les thatareshorterthan2K andfrom the
endsof larger �les (sincean endof �le is alwaysa chunk
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Expchunksize % of datain sharedchunks
24B window 48B window

2 KB 21.33% 21.30%
4 KB 19.29% 19.65%
8 KB 17.01% 18.01%

Table 2: Percentageof bytes in shared chunks in /usr/local
for various chunk and window sizes.Minimum chunk sizewas
always1=4 the expectedchunk size.

boundary).
Table 2 shows the amountof data in /usr/local that

appearsin sharedchunksfor variousexpectedchunksizes
andbreakpointwindow sizes.As expected,smallerchunks
yield somewhat greatercommonality, as smaller common
segmentsbetween�les can be isolated. However, the in-
creasedcostof GETHASHandCONDWRITE traf�c asso-
ciatedwith smallerchunksoutweighedthe increasedband-
width savings in testswe performed.Window sizedoesnot
appearto have a largeeffectoncommonality.

5.2 Practical Workloads

We use threeworkloadsto evaluateLBFS's ability to re-
ducebandwidth. In the �rst workload,MSWord, we open
a 1.4 MByte Microsoft Word document,make thesameed-
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its asfor Table1, thenmeasurethecostto saveandclosethe
�le. 1 For the secondworkload,gcc, we simply recompile
emacs20.7 from source. The third workload,ed, involves
makinga seriesof changesto the perl 5.6.0sourcetree to
transformit into perl 5.6.1.Usingtheexpect language,we
scriptedtheed text editorbasedon theoutputof diff . The
benchmarksaves�les after text insertionoperationsif there
havebeen40or morelinesof editing. (For reference,emacs
createsauto-save �les every 300 characterstyped.) These
workloadsre�ect thecommonactivitiesof documentediting
andsoftwaredevelopment.

We ran eachbenchmarkover the client's native network
�le system—CIFSfor Windows andNFS UDP for Unix.2

We also ran all three benchmarksover AFS. To isolate
the bene�ts of exploiting �le commonality, we additionally
measureda “Leases+Gzip”�le systemthatusesLBFS's �le
caching,leases,anddatacompression,but not its chunking
scheme.Finally, we ranthethreeworkloadsover LBFS.

For theMSWord benchmark,becauseLBFS only runson
Unix, we rana Sambaserver on theOpenBSDLBFS client,
re-exportingtheLBFS �le systemwith CIFS. We savedthe
Word documentfrom the Windows 98 client to the Samba
server over 100Mbit Ethernet,andmeasuredthe traf�c go-
ing throughthe Click routerbetweenthe Sambaserver and
theLBFS server. All MSWord experimentswereconducted
with awarmcache;theoriginal �les hadbeenwrittenon the
sameclient throughthe�le systemundertest.However, the
LBFS server did not have output�les from previousrunsof
thebenchmarkin its database.

For the gcc benchmark,the emacssourceshadbeenun-
packed throughthe �le systemundertest. Emacshadalso
previously beencompiledon the same�le system.The in-
tent wasto to simulatewhat happenswhenonemodi�es a
header�le that requiresan entireproject to be recompiled.
Thoughtwo successive compilationsof emacsdo not pro-
ducethesameexecutable,therewassubstantialcommonal-

1We did not enableWord's “f ast saves” feature,as it neitherreduced
write bandwidthnor improvedrunningtime.

2NFSTCPperformsworsethanNFSUDP, probablybecauseit hasnot
beenasextensively testedandtuned.

ity betweenobject�les createdby thebenchmarkandones
in theserver's trashdirectory. To isolatethisbene�t, wealso
measuredacompilationof emacswhentheLBFSserverwas
startedwith a new databasenot containingchunksfrom any
previouscompiles.

Becauseof a bug in expect on OpenBSD,we useda
FreeBSDclient for all instancesof theed benchmark.Like
theMSWordbenchmark,weraned with awarmclientcache
to a server thathadnot previously seentheoutput�les. We
alsoraned overanssh remotelogin connection,to compare
using a distributed �le systemto running a text editor re-
motely. To simulatesometype-ahead,thebenchmarksends
oneline ata timeandwaitsfor theline to echo.

5.3 Bandwidth Utilization

Figure6 shows thebandwidthconsumedby theclient writ-
ing to andreadingfrom the server undereachof the three
workloads.Thebandwidthnumbersareobtainedfrom byte
countersin theClick router. For this experiment,the router
did not imposeany delay, loss, or bandwidthlimitations.
(ttcp reportedTCPthroughputof 89 Mbit/secbetweenthe
client and server, and ping reporteda round-trip time of
0.2ms.) In eachcase,weseparatelyreport�rst theupstream
traf�c from client to server, thenthedownstreamtraf�c from
serverto client. Thenumbersarenormalizedto theupstream
(client to server) bandwidthof the native �le system,CIFS
onWindowsandNFSonUnix.

BecauseAFS,Leases+Gzip,andLBFSall have large,on-
disk caches,all threesystemsreducethe amountof down-
streambandwidthfromservertoclientwhencomparedto the
native �le systems.For upstreambandwidth,thedropsfrom
CIFSandNFSbandwidthto AFS bandwidthrepresentsav-
ings gainedfrom deferringwrites to closetime andeliding
overwritesof thesamedata.Thedropsfrom AFSbandwidth
to Leases+Gzipbandwidthrepresentsavingsfrom compres-
sion. Finally, the drops from Leases+Gzipbandwidthto
LBFS bandwidthrepresentsavings gainedfrom the chunk-
ing scheme.

For the MSWord workload, the savings provided by the
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chunkingschemecomenotonly from commonalitybetween
the old and new versionsof the document,but also from
commonalitywith large temporary�les that Word creates
during saves. LBFS is able to reducethe upstreamband-
width by 15timesoverLeases+Gzip,16timesoverAFS,and
20 timesover CIFS. More carefulanalysisrevealsthat the
Unix Sambaserver closesthenreopenstemporary�les, re-
quiringthemto betransferredmultipletimes.Thesemultiple
transferslargely negatethe bene�ts of gzip compressionin
Leases+Gzip.In contrast,LBFS exploits the�les' common
contentsfrom one closeto the next, consumingvery little
unnecessarytraf�c. AFS usesonly slightly moreboreband-
width thanLeases+Gzip,eitherbecausetheextra closesare
anartifactof theUnix Sambaserver, or perhapsbecausethe
WindowsAFSimplementationperformspartial�le caching.

For the gcc benchmark,the savings provided by the
chunkingschemecomefrom thefact thatmany of thecom-
piled object �les, libraries, and executablesare similar or
identicalto �les in theserver's trashdirectory. Chunksonly
needto be written to the server whereobject �les differ or
�les have beenevictedfrom thetrashdirectory. In this case,
LBFS was able to reducethe upstreambandwidthby 15
timesover Leases+Gzip,46 timesover AFS,andmorethan
64 timesover NFS. Even without the bene�t of old object
�les in thedatabase,LBFSstill reducesupstreambandwidth
utilization becausemany object�les, libraries,andexecuta-
blessharecommondata.Whenstartedwith anew andempty
chunk database,LBFS still used30% lessupstreamband-
width thanLeases+Gzip.

In the ed case, the savings provided by the chunking
schemecomefrom writing versionsof �les thatsharecom-
monchunkswith older revisions. LBFS wasableto reduce
the upstreambandwidthby more than a factor of 2 over
Leases+Gzipand8 over AFSandNFS.

5.4 Application Performance

Figure7ashows thenormalizedend-to-endapplicationper-
formanceof the threeworkloadson a simulatedcablemo-
dem link, with 1.5 Mbit/sec downstreambandwidthfrom
servertoclient,384Kbit/secupstreambandwidthfromclient
to server, and 30 ms of round-trip latency. The execution
timesarenormalizedagainstCIFSor NFSresults.For com-
parison,we alsoshow theexecutiontimesof thenative �le
systemona100Mbit/secfull-duplex LAN.

For the MSWord workload, LBFS was able to reduce
the execution times from a potentially unusable101 sec-
ondswith CIFSto a muchmoretolerable16 seconds,more
than 6 times faster. In fact, AFS takes 16 secondsto run
the benchmarkon a LAN, thoughCIFS takes only 6 sec-
onds.Thegccworkloadtook 113secondsunderLBFS with
a populateddatabase,1.7 timesfasterthanLeases+Gzip,4
times faster than AFS, almost 12 times faster than NFS,
and 18% fasterthan NFS on a LAN. With a new server
database,LBFS still reducestheexecutiontime by 6% over
Leases+Gzip,thoughit is 32%slower thanNFSonaLAN.

ForboththeMSWordandgccworkloads,Figure7bshows
thatLBFS reducesnetwork utilization, or thepercentageof
available bandwidthusedby the �le system. Over LBFS,
gccusedonly usedonly 9.5%of the384Kbit persecondup-
streamlink. In contrast,gccunderNFSused68%andunder
AFS used96%. For the MSWord benchmarks,LBFS was
able to reducethe upstreamnetwork utilization from 87%
and96%with AFSandCIFSto 29%.

Figure8 examinestheeffectsof availablenetwork band-
width on the performanceof the gcc workloadover LBFS,
Leases+Gzip,andAFS. In theseexperiments,thesimulated
network hasa �x ed round trip time of 10 ms. This graph
shows that LBFS is leastaffectedby a reductionin avail-
ablenetwork bandwidth,becauseLBFSreducesthereadand
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Figure 8: Performanceof the gccworkload over various band-
widths with a �xed round-trip time of 10ms.
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Figure 9: Performance of the gcc workload over a range of
round-trip timeswith �xed 1.5Mbit/sec symmetric links.

write bandwidthrequiredby theworkloadto thepointwhere
CPUandnetwork latency, not bandwidth,becomethelimit-
ing factors.

Figure9examinestheeffectsof network latency onLBFS,
Leases+Gzip,andAFS performance.In theseexperiments,
the simulatednetwork hassymmetric1.5 Mbit per second
links. Althoughthegccworkloadusesmorebandwidthover
Leases+Gzip,the performanceof the workloadover LBFS
and Leases+Gzipare roughly the samebecausethe avail-
ablenetwork bandwidthis high enough.On theotherhand,
becausegcc over AFS usessigni�cantly more bandwidth,
it performsworsethanboth LBFS andLeases+Gzip.This
graphshows thattheexecutiontimeof thegccworkloadde-
gradessimilarly onall three�le systemsaslatency increases.

Figure 7a also shows LBFS's performanceon the ed
benchmark,a6%improvementoverLeases+Gzip,67%over
AFS, and83% over NFS. However, executiontime is not
the bestmeasureof performancefor interactive workloads.
Userscareaboutdelaysof over a second,but cannotdiffer-
entiatemuch smalleronesthat nonethelessaffect the run-
time of a scriptedbenchmark.Long delaysaremostoften
causedby TCPenteringthebackoff state.Wethereforerana
shortenedversionof theed benchmarkover a network with
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Figure10: Performanceof a shorteneded benchmark over var-
ious lossrates,on a network with �xed 1.5Mbit/sec symmetric
links and a �xed round-trip time of 10ms.

simulatedpacketloss,comparingtheperformanceof thenet-
work �le systemswith thessh remotelogin program.

Figure10compares�le systemsto ssh undervariousloss
rates. With no packet loss,ssh is slower thanany �le sys-
tem,but the differencewould not affect performanceat the
rateuserstype. However, asthe lossrateincreases,delays
are imposedby TCP's backoff mechanism.As ssh never
hasmorethana few packetsin �ight, every lost packet puts
TCPinto backoff, imposinga delayof oneor moreseconds
while the userwaits for typedcharactersto echo. The �le
systemsoutperformssh for several reasons. First, LBFS
andLeases+Gzipexperiencefewer lossesby sendingfewer
total packets thanssh; the �le systemsboth consumeless
bandwidthandsendmoredataperpacket. Second,when�le
systemstransferlarge�les, TCPcanget four or morepack-
etsin �ight, allowing it to recoverfrom asinglelosswith fast
retransmissionandavoid backoff. AFSusesUDPratherthan
TCP, anddoesnotappearto reduceits sendingrateasprecip-
itously asTCPin the faceof packet loss. We concludethat
for thekind of editingin this benchmark,it is far preferable
to useanetwork �le systemthento runaneditorremotely.

6 Summary

LBFSisanetwork �le systemthatsavesbandwidthby taking
advantageof commonalitybetween�les. LBFS breaks�les
intochunksbasedoncontents,usingthevalueof ahashfunc-
tion on small regionsof the �le to determinechunkbound-
aries.It indexes�le chunksby their hashvalues,andsubse-
quentlylooksup chunksto reconstruct�les thatcontainthe
samedatawithoutsendingthatdataover thenetwork.

Undercommonoperationssuchaseditingdocumentsand
compiling software, LBFS can consumeover an order of
magnitudelessbandwidththantraditional�le systems.Such
a dramaticsavings in bandwidthmakesLBFS practicalfor
situationswhereother�le systemscannotbeused.In many
situations,LBFS makestransparentremote�le accessa vi-



able and less frustrating alternative to running interactive
programson remotemachines.
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