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Abstract

Nosecurenetworkfile systemhasevergrownto spantheIn-
ternet. Existingsystemsall lack adequatekey management
for securityat a global scale. Giventhediversity of the In-
ternet, any particular mechanisma file systememploysto
managekeyswill fail to supportmanytypesof use.

We proposeseparating key managementfrom file system
security, lettingtheworld sharea singleglobalfile systemno
matterhowindividualsmanage keys. We presentSFS,a se-
cure file systemthat avoidsinternal key management.While
other file systemsneedkey managementto mapfile names
to encryptionkeys,SFSfile nameseffectivelycontainpublic
keys,makingthemself-certifyingpathnames. Key manage-
mentin SFSoccurs outsideof the file system,in whatever
procedureuserschooseto generatefile names.

Self-certifyingpathnamesfreeSFSclientsfromanynotion
of administrativerealm,makinginter-realmfile sharingtriv-
ial. They let users authenticateservers through a number
of differenttechniques.Thefile namespacedoublesasa key
certificationnamespace, sothatpeoplecanrealizemanykey
managementschemesusingonly standard file utilities. Fi-
nally, with self-certifyingpathnames,peoplecan bootstrap
onekey managementmechanismusinganother. Theseprop-
erties make SFSmore versatile than any file systemwith
built-in key management.

1 Intr oduction

This paperpresentsSFS,a securenetwork file systemde-
signedto spanthe Internet. SFSpreventsmany vulnerabil-
ities causedby today’s insecurenetwork file systemproto-
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cols. It makesfile sharingacrossadministrative realmstriv-
ial, letting usersaccessfiles from anywhereandsharefiles
with anyone. Most importantly, SFSsupportsa more di-
verserangeof usesthan any other securefile system. It
canmeetthe needsof softwarevendors,unclassifiedmili-
tary networks,andevenstudentsrunningfile serversin their
dormrooms. In all cases,SFSstrivesto avoid cumbersome
securityproceduresthatcouldhinderdeployment.

Few peopleusesecurenetwork file systemstoday, despite
thefactthatattackerscaneasilytamperwith network traffic.
For years,researchershave known how to designandbuild
file systemsthatwork overuntrustednetworks(for instance
Echo[4]). If suchafile systemcouldgrow to spantheInter-
net, it would let peopleaccessandsharefiles securelywith
anyoneanywhere.Unfortunately, noexistingfile systemhas
realizedthis goal.

The problemlies in the fact that, at the scaleof the In-
ternet,securityeasilybecomesa managementandusability
nightmare.Specifically, thereexistsnosatisfactorymeansof
managingencryptionkeys in sucha large anddiversenet-
work. Thewrongkey managementpolicy harmssecurityor
severely inconveniencespeople.Yet, on a globalscale,dif-
ferentpeoplehavevastlydifferentsecurityneeds.No single
approachto key managementcanpossiblysatisfyeveryuser.

Mostsecuresystemslimit theirusefulnessby settlingfor a
particularapproachto key management.Considerhow few
peoplerun secureweb serverscomparedto ordinaryones.
Establishinga secureweb server with SSL involvessignif-
icant time, complexity, andcost. Similarly, in the domain
of remotelogin protocols,anyonewho hasusedboth Ker-
beros[29] andthedecentralizedssh[34] packageknowshow
poorlytheKerberossecuritymodelfits settingsin whichuser
accountsarenot centrallymanaged.Unfortunately, mostse-
curefile systemscometightly coupledwith a key manage-
mentsystemthatcloselyresembleseitherKerberosor SSL.

SFStakesa new approachto file systemsecurity: it re-
moveskey managementfrom the file systementirely. SFS
introducesself-certifyingpathnames—file namesthateffec-
tively containtheappropriateremoteserver’spublickey. Be-
causeself-certifyingpathnamesalreadyspecifypublic keys,
SFSneedsno separatekey managementmachineryto com-
municatesecurelywith file servers. Thus,while otherfile
systemshavespecificpoliciesfor assigningfile namesto en-
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cryptionkeys,SFS’skey managementpolicy resultsfrom the
choiceusersmake of which file namesto accessin thefirst
place.

SFS further decouplesuserauthenticationfrom the file
systemthrougha modulararchitecture.Externalprograms
authenticateuserswith protocolsopaqueto the file system
software itself. Theseprogramscommunicatewith the file
systemsoftwarethroughwell-definedRPCinterfaces.Thus,
programmerscaneasily replacethemwithout touchingthe
coreof thefile system.

Pushingkey managementout of the file systemlets ar-
bitrary key managementpolicies coexist on the samefile
system,which in turn makes SFS useful in a wide range
of file sharing situations. This paper will describenu-
merouskey managementtechniquesbuilt on top of SFS.
Two in particular—certification authoritiesand password
authentication—bothfill important needs. Neither could
have beenimplementedhad the other beenwired into the
file system.

Without mandatingany particularapproachto key man-
agement,SFSitself alsoprovidesa greatkey management
infrastructure.Symboliclinks assignhuman-readablenames
to self-certifyingpathnames.Thus,SFS’s globalnamespace
functionsasa key certificationnamespace.Onecanrealize
many key managementschemesusingonly simplefile utili-
ties. Moreover, peoplecanbootstraponekey management
mechanismwith another. In practice,we have found the
ability to combinevariouskey managementschemesquite
powerful.

We implementedSFSfocusingon threemajorgoals: se-
curity, extensibility, andportability. We achieved portabil-
ity by running in userspaceandspeakingan existing net-
work file systemprotocol(NFS [23]) to the local machine.
As a result,the SFSclient andserver softwarerun on most
UNIX platforms. We sacrificedperformancefor portability
in our implementation.Nonetheless,even from user-space,
SFSperformscomparablyto NFS version3 on application
benchmarks.Severalof theauthorshavetheir homedirecto-
riesonSFSandperformall theirwork on it.

2 Design

SFS’s designhasa numberof key ideas. SFSnamesfiles
with self-certifyingpathnamesthat allow it to authenticate
servers without performing key management.Through a
modularimplementation,SFSalsopushesuserauthentica-
tion out of the file system.SFSitself functionsasa conve-
nientkey managementinfrastructure,makingit easyto im-
plementandcombinevariouskey managementmechanisms.
Finally, SFSseparateskey revocationfrom key distribution,
preventingflexibility in key managementfrom hinderingre-
covery from compromisedkeys. This sectiondetailsthede-
signof SFS.

2.1 Goals

SFS’sgoalof spanningtheInternetfacedtwo challenges:se-
curity andthediversityof theInternet.Attackerscaneasily
tamperwith network traffic, makingstrongsecurityneces-
sarybeforepeoplecantrusttheirfiles to aglobalfile system.
At the sametime, SFSmustsatisfya wide rangeof Inter-
netuserswith differentsecurityneeds.It is notsufficient for
SFSto scaleto many machinesin theory—itmustalsosat-
isfy thespecificneedsof diverseuserson theInternettoday.
In short,SFSneedsthreepropertiesto achieve its goals: a
globalfile systemimage,security, andversatility.

2.1.1 Global file systemimage

SFS’s goalof a singleglobalfile systemrequiresthatit look
the samefrom every client machinein the world. It must
not matterwhich client a personusesto accessher files—
a global file systemshould behave the sameeverywhere.
Moreover, no incentive shouldexist for sitesto subvert the
global imageby creatingan “alternate” SFS(for instance,
out of theneedto havea differentsetof serversvisible).

To meetthis goal,we strippedtheSFSclient softwareof
any notionof administrativerealm.SFSclientshavenosite-
specificconfigurationoptions.Serversgrantaccessto users,
not to clients.Userscanhaveaccountsonmultiple, indepen-
dentlyadministeredservers.SFS’s globalfile systemimage
thenallows simultaneousaccessto all the serversfrom any
client.

2.1.2 Security

SFSsplits overall security into two pieces: file systemse-
curity andkey management. SFSproperprovidesonly file
systemsecurity. Informally, this propertymeansthatattack-
erscannotreador modify thefile systemwithoutpermission,
andprogramsget thecorrectcontentsof whatever files they
askfor. We definethe termmorepreciselyby enumerating
theassumptionsandguaranteesthatSFSmakes.

SFSassumesthatuserstrust theclientsthey use—forin-
stance,clientsmustactuallyrun therealSFSsoftwareto get
its benefits.For mostfile systems,usersmustalsotrust the
server to storeand return file datacorrectly (thoughpub-
lic, read-onlyfile systemscanresideon untrustedservers).
To get practical cryptography, SFS additionally assumes
computationallyboundedadversariesand a few standard
complexity-theoretichardnessconjectures.Finally, SFSas-
sumesthat maliciouspartiesentirely control the network.
Attackerscaninterceptpackets, tamperwith them,and in-
ject new packetsontothenetwork.

Undertheseassumptions,SFSensuresthat attackerscan
donoworsethandelaythefile system’soperationor conceal
the existenceof serversuntil reliablenetwork communica-
tion is reestablished.SFScryptographicallyenforcesall file
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accesscontrol. Userscannotread,modify, delete,or oth-
erwisetamperwith files without possessingan appropriate
secretkey, unlessanonymousaccessis explicitly permitted.
SFSalsocryptographicallyguaranteesthatresultsof file sys-
tem operationscomefrom the appropriateserver or private
key owner. Clientsandread-writeserversalwayscommuni-
cateovera low-level securechannelthatguaranteessecrecy,
dataintegrity, freshness(including replay prevention),and
forward secrecy (secrecy of previously recordedencrypted
transmissionsin thefaceof a subsequentcompromise).The
encryptionkeys for thesechannelscannotbe shortenedto
insecurelengthswithoutbreakingcompatibility.

File systemsecurity in itself doesnot usually satisfy a
user’s overall securityneeds.Key managementlets theuser
harnessfile systemsecurity to meet higher-level security
goals. The right key managementmechanismdependson
thedetailsof auser’shigher-level goals.A usermaywantto
accessa file serverauthenticatedby virtue of a pre-arranged
secretpassword,orelsethefile systemof awell-knowncom-
pany, or eventhecatalogof any reputablemerchantsellinga
particularproduct.No key managementmechanismsatisfies
all needs.Thus,SFStakestheapproachof satisfyingmany
key managementmechanisms;it providespowerful primi-
tivesfrom which userscaneasilybuild a wide rangeof key
managementmechanisms.

2.1.3 Versatility

SFSshouldsupportasbroada rangeof usesaspossible—
from password-authenticatedaccessto one’spersonalfilesto
browsingwell-known servers. In all cases,SFSmustavoid
unnecessarybarriersto deployment. In particular, anyone
with an Internetaddressor domainnameshouldbe ableto
createanew file serverwithoutconsultingor registeringwith
any authority.

SFSachievesversatilitywith threeproperties:anegalitar-
ian namespace,a powerful setof primitiveswith which to
implementkey management,andmodularity. ThoughSFS
givesevery file thesamenameon every client, no onecon-
trols the globalnamespace;everyonehasthe right to adda
new server to thisnamespace.

SFS’ssecure,globalnamespacealsofacilitatesabroadar-
ray of key managementschemes.Onecanimplementmany
schemesby simply creatingandservingfiles overSFS.SFS
alsoletsusersemploy arbitraryalgorithmsduringfile name
resolutionto look upandcertify publickeys. Differentusers
canemploy different techniquesto certify the sameserver;
SFSletsthemsafelysharethefile cache.

Finally, SFShasa modular implementation. The client
andserver areeachbroken into a numberof programsthat
communicatethroughwell-definedinterfaces.Thisarchitec-
ture makesit easyto replaceindividual partsof the system
andto addnew ones—includingnew file systemanduser-
authenticationprotocols.Severalpiecesof client functional-

ity, includinguserauthentication,occurin unprivilegedpro-
cessesunderthecontrolof individual users.Userstherefore
haveamaximalamountof configurationcontroloverthefile
system,which helpseliminatethe needfor clientsto know
aboutadministrativerealms.

2.2 Self-certifying pathnames

As a directconsequenceof its designgoals,SFSmustcryp-
tographicallyguaranteethecontentsof remotefiles without
relying on externalinformation. SFScannotuselocal con-
figurationfiles to help provide this guarantee,assuchfiles
would violate the global file systemimage. SFScannotre-
quireaglobalauthorityto coordinatesecurityeither, assuch
anauthoritywouldseverelylimit versatility. Individualusers
might supplyclientswith securityinformation,but this ap-
proachwould make sharinga file cachevery difficult be-
tweenmutuallydistrustfulusers.

Without external information, SFSmust obtain file data
securelygiven only a file name. SFSthereforeintroduces
self-certifyingpathnames—file namesthat inherentlyspec-
ify all informationnecessaryto communicatesecurelywith
remotefile servers,namelya network addressanda public
key.

Every SFSfile systemis accessibleundera pathnameof
the form ��������� Location� HostID. Location tells an SFS
clientwhereto look for thefile system’sserver, while HostID
tells theclient how to certify a securechannelto thatserver.
Location can be either a DNS hostnameor an IP address.
To achieve securecommunication,every SFSserver hasa
public key. HostID is a cryptographichashof that key and
theserver’sLocation. HostIDslet clientsaskserversfor their
publickeysandverify theauthenticityof thereply. Knowing
thepublickey of aserver letsa client communicatesecurely
with it.

SFS calculatesHostID with SHA-1 [8], a collision-
resistanthashfunction:

HostID � SHA-1 (“HostInfo”, Location, PublicKey,
“HostInfo”, Location, PublicKey)

SHA-1 hasa 20-byteoutput,muchshorterthanpublic keys.
Nonetheless,finding any two inputs of SHA-1 that pro-
ducethe sameoutput is believed to be computationallyin-
tractable.1 Thus,no computationallyboundedattacker can
producetwo public keys with thesameHostID; HostID ef-
fectively specifiesa unique,verifiablepublickey. Giventhis
scheme,thepathnameof anSFSfile systementirelysuffices
to communicatesecurelywith its server.

Figure1showstheformatof anactualself-certifyingpath-
name.All remotefiles in SFSlie underthedirectory ������� .

1SFSactuallyduplicatestheinput to SHA-1. Any collisionof thedupli-
cateinput SHA-1 is alsoa collision of SHA-1. Thus,duplicatingSHA-1’s
inputcertainlydoesnotharmsecurity;it couldconceivably helpsecurityin
theeventthatsimpleSHA-1 falls to cryptanalysis.
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Figure 1: A self-certifying pathname

Within that directory, SFSmountsremotefile systemson
self-certifyingpathnamesof theform Location:HostID. SFS
encodesthe 20-byteHostID in base32, using32 digits and
lower-caseletters. (To avoid confusion,theencodingomits
thecharacters“l” [lower-caseL], “1” [one], “0” and“o”.)

SFSclientsneednotknow aboutfile systemsbeforeusers
accessthem. When a user referencesa non-existent self-
certifyingpathnamein ������� , a clientattemptsto contactthe
machinenamedby Location. If that machineexists, runs
SFS,andcanprove possessionof a privatekey correspond-
ing to HostID, thentheclient transparentlycreatestherefer-
encedpathnameandmountstheremotefile systemthere.

Self-certifying pathnames combine with automatic
mounting to guaranteeeveryone the right to create file
systems.Given an Internetaddressor domainnameto use
asa Location, anyonecangeneratea public key, determine
the correspondingHostID, run the SFS server software,
and immediatelyreferencethat server by its self-certifying
pathnameonany client in theworld.

Key managementpolicy in SFSresultsfrom the names
of the files usersdecideto access.Oneusercanretrieve a
self-certifyingpathnamewith hispassword. Anothercanget
the samepathfrom a certificationauthority. A third might
obtainthepathfrom anuntrustedsource,but wantcautiously
to perusethefile systemanyway. SFSdoesn’t carewhyusers
believe this pathname,or evenwhatlevel of confidencethey
placein thefiles. SFSjustdeliverscryptographicfile system
securityto whateverfile systemtheusersactuallyname.

2.3 The .�/�01/ dir ectory

TheSFSclient breaksseveral importantpiecesof function-
ality out of thefile systeminto unprivilegeduseragentpro-
cesses.Every useron an SFSclient runs an unprivileged
agentprogramof his choice,which communicateswith the
file systemusingRPC. Theagenthandlesauthenticationof
theuserto remoteservers,preventstheuserfrom accessing
revoked HostIDs, andcontrolsthe user’s view of the �������
directory. Userscanreplacetheir agentsat will. To access
a server runninga new userauthenticationprotocol,for in-
stance,a usercansimply run thenew agenton anold client
with no specialprivileges.

TheSFSclient mapsevery file systemoperationto a par-
ticular agentbasedon the local credentialsof the process

makingthe request.2 The client maintainsa different �������
directory for eachagent,and tracks which self-certifying
pathnameshave beenreferencedin which ������� directory.
In directorylistingsof ������� , theclienthidespathnamesthat
have never beenaccessedundera particularagent. Thus,
a näıve userwho searchesfor HostIDs with command-line
filenamecompletioncannotbe tricked by anotheruserinto
accessingthewrongHostID.

SFSagentshave the ability to createsymbolic links in������� visible only to their own processes.Theselinks can
map human-readablenamesto self-certifying pathnames.
Whenauseraccessesafile notof theform Location:HostID
in ������� , theclient softwarenotifiestheappropriateagentof
theevent. Theagentcanthencreatea symboliclink on-the-
fly soasto redirecttheuser’saccess.

2.4 Server keymanagement

Mostuserswill neverwantto manipulateraw self-certifying
pathnames.Thus,onemustask if SFSactuallysolvesany
problemsfor theaverageuser, or if in practiceit simplyshifts
theproblemsto adifferentpartof thesystem.Weaddressthe
questionby describingnumeroususefulserverkey manage-
menttechniquesbuilt on SFS.In every case,ordinaryusers
neednot concernthemselveswith raw HostIDs.

Manual keydistrib ution. Manualkey distributionis eas-
ily accomplishedin SFSusingsymboliclinks. If theadmin-
istratorsof a sitewantto install someserver’spublic key on
the local hard disk of every client, they can simply create
a symboliclink to theappropriateself-certifyingpathname.
Forexample,giventheserver ������23
�����23�����425����� ,clientma-
chinesmight all containthelink: ��
����768�����������
����23
�����2�����923�����4� � ��� � � ����� �������� :�����
"�#�$�%!&�'���(������!)���%!��* . Users
in thatenvironmentwould simply referto files as ��
������ . . . .
The password file might list a user’s home directory as��
�������������#�������� .

Secure links. A symboliclink ononeSFSfile systemcan
point to the self-certifyingpathnameof another, forming a
securelink. In the previous example,the path ��
������ + ��$��
���,�-������������ � � designatesthefile � + ��$���
���,�-������������ � � on
the server ������23
�����25�����423����� . That file, in turn, might be
a symbolic link pointing to the self-certifyingpathnameof

2Typically eachuserhasoneagent,andrequestsfrom all of the user’s
processesgetmappedto thatagent.Userscanrunmultipleagents,however.
Additionally, anssuutility allows a userto mapoperationsperformedin a
particularsuper-usershellto herown agent.
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server ������� � ��23
�����23�����425����� . Usersfollowing securelinks
neednotknow anythingaboutHostIDs.

Secure bookmarks. When run in an SFS file system,
theUnix pwdcommandreturnsthefull self-certifyingpath-
nameof the current working directory. From this path-
name,one can easily extract the Location and HostID of
the server one is currently accessing. We have a 10-line
shell script calledbookmarkthat createsa link Location 6��������� Location:HostID in a user’s ;
��������<�$�=�=�-���>�#�-�� di-
rectory. With shellsthat supportthe cdpathvariable,users
canaddthis ������<�$�=�=�-���>�#�-�� directoryto their cdpaths. By
simply typing “ ��� Location”, they cansubsequentlyreturn
securelyto any file systemthey havebookmarked.

Certification authorities. SFS certification authorities
arenothingmorethanordinaryfile systemsservingsymbolic
links. For example, if Verisign actedas an SFScertifica-
tion authority, clientadministratorswould likely createsym-
bolic links from their local disks to Verisign’s file system:� � ��#�������?�,@6A�����������
����2 � ��#�������?�,92��B=��9�3#�'����B �? � ��� + -��( � � � $� � �
C� ������ + ��$���� + � . This file systemwould in turn
containsymboliclinks to otherSFSfile systems,sothat,for
instance,� � ��#�������?�,����
����23���
�923���!� might point to ���������������23�����425�����4�3$������ � ������#!)��
����(�'�-!��'�C:� � *�&�'�*��!����, � '� .

Unlike traditionalcertificationauthorities,SFScertifica-
tion authoritiesgetqueriedinteractively. Thissimplifiescer-
tificaterevocation,but alsoplaceshighintegrity, availability,
andperformanceneedson theservers.To meettheseneeds,
we implementeda dialect of the SFSprotocol that allows
serversto provethecontentsof public,read-onlyfile systems
usingprecomputeddigital signatures.Thisdialectmakesthe
amountof cryptographiccomputationrequiredfrom read-
only servers proportionalto the file system’s size and rate
of change,ratherthanto thenumberof clientsconnecting.It
alsofreesread-onlyserversfromtheneedto keepany on-line
copiesof their privatekeys, which in turn allows read-only
file systemsto bereplicatedon untrustedmachines.

Password authentication. SFSlets peopleretrieve self-
certifying pathnamessecurelyfrom remote servers using
their passwords. Unfortunately, usersoften choosepoor
passwords. Thus, any password-basedauthenticationof
servers must prevent attackers from learning information
they canuseto mountanoff-line password-guessingattack.3

Two programs,sfskey and authserv, usethe SRPproto-
col [33] to let peoplesecurelydownloadself-certifyingpath-
namesusing passwords. SRPpermitsa client and server
sharingaweaksecretto negotiateastrongsessionkey with-
outexposingtheweaksecretto off-line guessingattacks.To
useSRP, an SFSuserfirst computesa one-way function of

3Of course,anattacker canalwaysmountanon-lineattackby connect-
ing to a server andattemptingto “authenticate”a self-certifyingpathname
with aguessedpassword. Wemakesuchon-lineattacksveryslow, however.
Moreover, anattacker whoguesses1,000passwordswill generate1,000log
messageson the server. Thus,on-line password guessingattemptscanbe
detectedandstopped.

his password and storesit with the authservdaemonrun-
ning on his file server. sfskey thenusesthepassword asin-
put to SRPto establisha securechannelto the authserv. It
downloadsthefile server’sself-certifyingpathnameoverthis
channel,andhastheuser’s agentcreatea link to thepathin
the ������� directory.

In theparticularuser-authenticationinfrastructurewebuilt
(seeSection2.5), eachuserhashis own public keys with
which to authenticatehimself. A userscanadditionallyreg-
ister an encryptedcopiesof his privatekeys with authserv
andretrieve thatcopy alongwith theserver’s self-certifying
pathname.Thepassword thatencryptstheprivatekey is typ-
ically alsothepasswordusedin SRP—asafedesignbecause
theserverneverseesany password-equivalentdata.

Supposea user from MIT travels to a researchlabora-
tory andwishesto accessfiles backat MIT. The userruns
thecommand“ ������-���*D>����E����F�������23
�����25�����423����� ”. The
commandpromptshim for a single password. He types
it, and the commandcompletessuccessfully. The user’s
agentthencreatesasymboliclink �����������
����23
�����23�����925���!�6G�������
��������25
�����23�����923�!���4� � ��� � � ���!� �������� ��!���
"�#�$�%�&!'��(�������)���%���* . The user types “ �
�H���
������������23
�����23�����I2����� ”. Transparently, he is authenticatedto ������23
�����23���
�42����� usinga privatekey that sfskey just downloadedin en-
cryptedform over an SRP-negotiatedsecurechannel. The
usernow hassecureaccessto his files back at MIT. The
processinvolvesno systemadministrators,no certification
authorities,andno needfor this userto have to think about
anything likepublic keysor self-certifyingpathnames.

Forwarding pointers. SFSnever relieson long-liveden-
cryptionkeysfor secrecy, only for authentication.In particu-
lar, anattackerwhocompromisesafile serverandobtainsits
privatekey canbegin impersonatingtheserver, but hecannot
decryptpreviously recordednetwork transmissions.Thus,
oneneednot changea file server’s public key preemptively
for fearof futuredisclosure.

Nevertheless,servers may need to changetheir self-
certifying pathnames(for instanceif they changedomain
names). To easethe transition if the key for the old path
still exists,SFScanservetwo copiesof thesamefile system
underdifferentself-certifyingpathnames.Alternatively, one
canreplacethe root directoryof the old file systemwith a
singlesymbolic link or forwardingpointerto the new self-
certifyingpathname.

Of course,if a self-certifyingpathnamechangeis precip-
itated by disclosureof the old privatekey, an attacker can
serve roguedatato usersinsteadof the correctforwarding
pointer. As discussedin Section2.6,a differentmechanism
is neededto revoke the pathnamesof compromisedprivate
keys.

Certification paths. A user can give his agent a
list of directories containing symbolic links, for exam-
ple ;
��������<�$�=�=�-���>�#�-�� , � � ��#�������?�, , � � ��#�������?�,���*�>���=�= .
When the useraccessesa non-self-certifyingpathnamein
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������� , theagentmapsthenameby looking in eachdirectory
of the certificationpath in sequence.If it finds a symbolic
link of the samenameas the file accessed,it redirectsthe
userto the destinationof this symbolic link by creatinga
symboliclink on-the-flyin ���
��� .

Existing public key infrastructur es. On-the-fly sym-
bolic link creationin ������� canbe usedto exploit existing
public key infrastructures. For example, one might want
to useSSL [10] certificatesto authenticateSFSservers,as
SSL’s certification model suits somepurposeswell. One
canin factbuild anagentthatgeneratesself-certifyingpath-
namesfrom SSLcertificates.Theagentmight interceptev-
ery requestfor a file nameof the form ������������=��
��,�>����92����
 . It wouldcontact��=��
��,�>���� ’ssecurewebserver, down-
load and checkthe server’s certificate,and constructfrom
thecertificateaself-certifyingpathnameto which to redirect
theuser.

2.5 Userauthentication

While self-certifying pathnamessolve the problem of au-
thenticatingfile serversto users,SFSmustalsoauthenticate
usersto servers. As with server authentication,no single
meansof userauthenticationbestsuitsall needs.SFSthere-
fore separatesuserauthenticationfrom thefile system.Ex-
ternal softwareauthenticatesusersthroughprotocolsof its
own choosing.

On the client side, agentshandle user authentication.
When a userfirst accessesan SFS file system,the client
delaysthe accessand notifies his agentof the event. The
agentcanthenauthenticatetheuserto theremoteserverbe-
fore thefile accesscompletes.On theserverside,a separate
program,theauthenticationserveror “authserver,” performs
userauthentication.Thefile server andauthserver commu-
nicatewith RPC.

The agentand authserver passmessagesto eachother
throughSFSusinga (possiblymulti-round)protocolopaque
to the file systemsoftware. If the authserver rejectsan au-
thenticationrequest,the agentcantry againusingdifferent
credentialsor a differentprotocol. Thus,onecanaddnew
userauthenticationprotocolsto SFSwithout modifying the
actualfile systemsoftware. Moreover, a single agentcan
supportseveralprotocolsby simply trying themeachin suc-
cessionto any givenserver.

If a userdoesnot have an accounton a file server, the
agentwill after somenumberof failed attemptsdeclineto
authenticatetheuser. At thatpoint, theuserwill accessthe
file systemwith anonymouspermissions.Dependingon the
server’sconfiguration,thismaypermitaccessto certainparts
of thefile system.

2.5.1 sfsagent and authserv

Thissectiondescribestheuserauthenticationsystemwede-
signedandbuilt for SFSusingtheframework justdescribed.
Oursystemconsistsof anagentprogramcalledsfsagentand
anauthserver, authserv.

Oneof the greatadvantagesof self-certifyingpathnames
is the easewith which they let anyoneestablisha new file
server. If usershad to think about authenticatingthem-
selvesseparatelyto every new file server, however, thebur-
denof userauthenticationwoulddiscouragethecreationnew
servers. Thus,our goal wasto make userauthenticationas
transparentaspossibleto usersof SFS.

All usershave one or more public keys in our system.
sfsagent runswith the correspondingprivatekeys. Whena
client asksan agentto authenticateits user, the agentdig-
itally signsan authenticationrequest. The requestpasses
throughthe client to server, which hasauthservvalidateit.
authservmaintainsa databasemappingpublic keys to user
credentials.When it receivesa valid requestfrom the file
server, authservreplieswith asetof Unix credentials—auser
ID andlist of groupIDs.

sfsagentcurrentlyjust keepsa user’s privatekey in mem-
ory. However, we envisagea variety of moresophisticated
agents. The agentneednot have direct knowledgeof any
privatekeys. To protectprivatekeys from compromise,for
instance,onecouldsplit thembetweenanagentandatrusted
authserverusingproactivesecurity. An attacker would need
to compromiseboththeagentandauthserver to steala split
secretkey. Alternatively, theagentmight simply communi-
catethrougha serialportwith a PDA thatknowsthekey.

Proxy agentscould forward authenticationrequeststo
otherSFSagents. We hopeto build a remotelogin utility
similar to ssh[34] thatactsasa proxy SFSagent.Thatway,
userscanautomaticallyaccesstheir files whenloggingin to
a remotemachine.Authenticationrequestscontaintheself-
certifyingpathnameof theserveraccessedby theuser. They
alsocontainafield reservedfor thepathof processesandma-
chinesthroughwhich the requestarrive at the agent.Thus,
anSFSagentcankeepa full audit trail of every privatekey
operationit performs.

2.5.2 Userkeymanagement

authservtranslatesauthenticationrequestsinto credentials.
It doessoby consultingoneor moredatabasesmappingpub-
lic keys to users.BecauseSFSis a securefile system,some
databasescanresideon remotefile serversandbe accessed
throughSFSitself. Thus,for example,a servercanimport a
centrally-maintainedlist of usersover SFSwhile alsokeep-
ing a few guestaccountsin a local database.authservauto-
maticallykeepslocalcopiesof remotedatabases;it cancon-
tinueto functionnormallywhenit temporarilycannotreach
theserversfor thosedatabases.
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Eachof authserv’s public key databasesis configuredas
eitherread-onlyor writable. authservhandlesa numberof
managementtasksfor usersin writabledatabases.It allows
them to connectover the network with sfskey and change
their publickeys,for example.It alsoletsthemregisterSRP
dataandencryptedcopiesof their privatekeys for password
authentication,asdescribedin Section2.4.To easetheadop-
tion of SFS,authservcanoptionally let userswho actually
log in to a file server register initial public keys by typing
theirUnix passwords.

A server can mount a password guessingattackagainst
a user if it knows her SRPdataor encryptedprivate key.
SFS makes suchguessingattacksexpensive, however, by
transformingpasswordswith theeksblowfishalgorithm[19].
Eksblowfish takes a cost parameterthat one can increase
ascomputersget faster. Thus,even ashardwareimproves,
guessingattacksshouldcontinueto take almosta full sec-
ondof CPUtime peraccountandcandidatepassword tried.
Of course,theclient-sidesfskey programmustinvestcorre-
spondinglymuchcomputationeachtime it invokesSRPor
decryptsa user’sprivatekey.

Veryfew serversactuallyneedaccessto auser’sencrypted
privatekey or SRPdata,however. authservmaintainstwo
versionsof every writabledatabase,a public oneanda pri-
vateone. Thepublic databasecontainspublic keys andcre-
dentials,but no information with which an attacker could
verify a guessedpassword. A server can safely export a
public databaseto the world on an SFSfile system. Other
authservs canmake read-onlyuseof it. Thus,for instance,
a centralserver caneasilymaintainthe keys of all usersin
a departmentand export its public databaseto separately-
administeredfile serverswithout trustingthem.

2.6 Revocation

When a server’s private key is compromised,its old self-
certifying pathnamemay leadusersto a fake server run by
a maliciousattacker. SFS thereforeprovides two mecha-
nisms to prevent usersfrom accessingbad self-certifying
pathnames:key revocationandHostID blocking. Key revo-
cationhappensonly by permissionof afile server’sowner. It
automaticallyappliesto asmany usersaspossible.HostID
blocking,on the otherhand,originatesfrom a sourceother
than a file system’s owner, and can conceivably happen
againstthe owner’s will. Individual users’agentsmustde-
cidewhetheror not to honorblockedHostIDs.

In keepingwith its generalphilosophy, SFSseparateskey
revocationfrom key distribution. Thus,a singlerevocation
mechanismcanrevokeaHostID thathasbeendistributednu-
merousdifferentways.SFSdefinesamessageformatcalled
a key revocationcertificate,constructedasfollows:J

“PathRevoke” K LocationK�LMK NULL N�OQP�R
Revocationcertificatesareself-authenticating.They con-

tain a public key, L , andmustbesignedby thecorrespond-
ing privatekey, LTSVU . “PathRevoke” is a constant.Location
correspondsto the Location in the revoked self-certifying
pathname. NULL simply distinguishesrevocationcertifi-
catesfrom similarly formatedforwardingpointers.A revo-
cationcertificatealwaysoverrulesa forwardingpointer for
thesameHostID.

When the SFSclient software seesa revocationcertifi-
cate,it blocksfurther accessby any userto the HostID de-
terminedby thecertificate’s Locationand L . Clientsobtain
revocationcertificatesin two ways: from serversandfrom
agents. WhenSFSfirst connectsto a server, it announces
the LocationandHostID of the file systemit wishesto ac-
cess. The server canrespondwith a revocationcertificate.
This is notareliablemeansof distributingrevocationcertifi-
cates,but it mayhelpget theword out fastabouta revoked
pathname.Alternatively, whena userfirst accessesa self-
certifying pathname,theclient askshis agentto checkif the
pathhasbeenrevoked. At thatpoint the agentcanrespond
with a revocationcertificate.

Revocation certificates might be used as follows.
Verisigndecidesto maintaina directorycalled � � ��#������
?�,��#�� � =���>����
=�,�� . In that directory reside files named by
HostID, whereeachfile containsa revocationcertificatefor
thecorrespondingHostID. Whenever a useraccessesa new
file system,hisagentcheckstherevocationdirectoryto look
for a revocationcertificate.If oneexists,theagentreturnsit
to theclient software.

Becauserevocation certificatesare self-authenticating,
certificationauthoritiesneednotchecktheidentityof people
submittingthem.Thus,evensomeonewithoutpermissionto
obtainordinarypublic key certificatesfrom Verisigncould
still submitrevocationcertificates.

Of course, people who dislike Verisign are free to
look elsewherefor revocationcertificates. Given the self-
authenticatingnatureof revocationcertificates,however, an
“all of the above” approachto retrieving them can work
well—even userswho distrustVerisignandwould not sub-
mit a revocationcertificateto themcanstill checkVerisign
for otherpeople’s revocations.

Sometimesanagentmaydecideapathnamehasgonebad
evenwithout finding a signedrevocationcertificate.For ex-
ample,evenif a file system’s ownerhasnot revokedthefile
system’skey, anagentmayfind thata certificationauthority
in someexternalpublic key infrastructurehasrevokeda rel-
evantcertificate.To accommodatesuchsituations,theagent
canrequestHostID blocking from the client. This prevents
the agent’s owner from accessingthe self-certifying path-
namein question,but doesnot affectany otherusers.

Both revoked andblocked self-certifyingpathnamesbe-
come symbolic links to the non-existent file �3W�X�Y�Z�[�X�\4� .
Thus, while accessinga revoked path resultsin a file not
found error, userswho investigatefurther caneasilynotice
thatthepathnamehasactuallybeenrevoked.
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Figure 2: The SFS system components

3 Implementation

Figure2 shows theprogramsthatcomprisetheSFSsystem.
At the mostbasiclevel, SFSconsistsof clientsandservers
joinedby TCPconnections.

For portability, the SFSclient software behaves like an
NFS version3 [6] server. This lets it communicatewith
the operatingsystemthroughordinary networking system
calls.Whenusersaccessesfiles underSFS,thekernelsends
NFSRPCsto theclientsoftware.Theclientmanipulatesthe
RPCsandforwardsthemoverasecurechannelto theappro-
priateSFSserver. Theserver modifiesrequestsslightly and
tagsthem with appropriatecredentials.Finally, the server
actsasanNFS client, passingthe requestto an NFS server
onthesamemachine.Theresponsefollowsthesamepathin
reverse.

3.1 Cryptographic protocols

Thissectiondescribestheprotocolsby whichSFSclientsset
up securechennelsto serversandusersauthenticatethem-
selves to servers. We usequotedvaluesto representcon-
stants. L�� , L@� , and L@� designatepublic keys (belonging
to a client, server, anduser, respectively). L�SVU designates
theprivatekey correspondingto public key L . SubscriptL
representsa messageencryptedwith key L , while subscriptLTSeU signifiesa messagesignedby LTSeU .
3.1.1 Keynegotiation

WhentheSFSclientsoftwareseesaparticularself-certifying
pathnamefor the first time, it mustestablisha securechan-
nel to theappropriateserver. Theclient startsby connecting
(insecurely)to the machinenamedby the Location in the
pathname.It requeststheserver’spublic key, L@� (Figure3,
step2), and checksthat the key in fact matchesthe path-
name’s HostID. If thekey matchesthe pathname,theclient
knowsit hasobtainedthecorrectpublickey.

Oncetheclientknowstheserver’skey, it negotiatesshared
sessionkeysusingaprotocolsimilar to Taos[32]. To ensure
forwardsecrecy, theclient employs a short-livedpublic key,L � (Figure3, step3), which it sendsto theserver over the
insecurenetwork. The client then picks two randomkey-
halves, � � U and � ��� ; similarly, theserverpicksrandomkey-
halves ��� U and �a�!� . The two encryptand exchangetheir
key-halvesasshown in Figure3.

3

1

4
Client
SFS

Server
SFS2 � ���a���!�Q�a�a�����g�a���

���������¡ ���¢ �a£ ��¤B�a¥§¦� ¨
����¨©�ª�a��¨g�g�a�¬«

Figure 3: The SFS key negotiation protocol

Theclient andserversimultaneouslydecrypteachother’s
key halves, overlappingcomputationto minimize latency.
Finally, they computetwo sharedsessionkeys—onefor each
direction—asfollows:

� �e� � ­§®�¯�°²±�³ “KCS” K
L � K
� � U K�L � K
� � U�´����� � ­§®�¯�°²±�³ “KSC” K
L���K
�a�!�!K�L@�1K
�a��� ´
The client andserver usethesesessionkeys to encryptand
guaranteethe integrity of all subsequentcommunicationin
thesession.

Thiskey negotiationprotocolassurestheclientthatnoone
elsecanknow �a�V� and �a��� without alsopossessingL SeU� .
Thus,it givestheclientasecurechannelto thedesiredserver.
Theserver, in contrast,knowsnothingabouttheclient. SFS
servers do not carewhich clients they talk to, only which
usersareon thoseclients. In particular, the client’s tempo-
rary key, L@� , is anonymousandhasno bearingon access
control or userauthentication.Clientsdiscardandregener-
ate L � at regularintervals(everyhourby default).
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3.1.2 Userauthentication

ThecurrentSFSagentandauthserverrely onpublickeysfor
userauthentication.Every userhasa public key andgives
hisagentaccessto thatkey. Everyauthserverhasa mapping
from publickeys to credentials.Whena useraccessesanew
file system,the client softwareconstructsan authentication
requestfor the agentto sign. The client passesthe signed
requestto theserver, whichaskstheauthserverto validateit.

SFS definesan AuthInfo structureto identify sessions
uniquely:

SessionID � ­g®�¯µ°w±!³ “SessionInfo”K������1K����e� ´
AuthInfo � J

“AuthInfo” K “FS” K LocationK
HostIDK SessionIDN

Theclient softwarealsokeepsa counterfor eachsessionto
assignauniquesequencenumberto everyauthenticationre-
quest.

Whena useraccessesa file systemfor the first time, the
client initiatestheuser-authenticationprocessby sendingan
AuthInfostructureandsequencenumberto the user’s agent
(seeFigure4). TheagentreturnsanAuthMsgby hashingthe
AuthInfostructureto a20-byteAuthID, concatenatingthese-
quencenumber, signingtheresult,andappendingtheuser’s
publickey:

AuthID � ­g®µ¯�°²±�³ AuthInfó

SignedAuthReq � J
“SignedAuthReq”K AuthIDK SeqNoN

AuthMsg � L@�1K J SignedAuthReqN O P�R¶
The client treatsthis authenticationmessageas opaque

data.It addsanothercopy of thesequencenumberandsends
the datato the file server, which in turn forwardsit to the
authserver. The authserver verifiesthe signatureon the re-
questandchecksthat the signedsequencenumbermatches
theonechosenby theclient. If therequestis valid, theauth-
server mapsthe agent’s public key to a setof local creden-
tials. It returnsthe credentialsto the server alongwith the
AuthID andsequencenumberof thesignedmessage.

The server checksthat the AuthID matchesthe session
and that the sequencenumberhasnot appearedbefore in
thesamesession.4 If everythingsucceeds,theserverassigns
anauthenticationnumberto thecredentials,andreturnsthe
numberto theclient. Theclient tagsall subsequentfile sys-
temrequestsfrom theuserwith thatauthenticationnumber.
If, on theotherhand,authenticationfails andtheagentopts
not to try again,theclient tagsall file systemrequestsfrom
the userwith authenticationnumberzero,reserved by SFS
for anonymousaccess.

Sequencenumbersarenotrequiredfor thesecurityof user
authentication. As the entire userauthenticationprotocol

4Theserver acceptsout-of-ordersequencenumberswithin a reasonable
window to accommodatethepossibilityof multiple agentson theclient re-
turningout of order.
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Figure 4: The SFS user authentication protocol

happensover a securechannel,all authenticationmessages
receivedby the server musthave beenfreshlygeneratedby
the client. Sequencenumbersprevent one agentfrom us-
ing thesignedauthenticationrequestof anotheragenton the
sameclient. Thisfreesthefile systemsoftwarefrom theneed
to keepsignedauthenticationrequestssecret—aprudentde-
signchoicegivenhow many layersof softwaretherequests
musttravel through.

3.1.3 Cryptography

SFSmakesthreecomputationalhardnessassumptions.It as-
sumesthe ARC4 [13] streamcipher(allegedly the sameas
Rivest’s unpublishedRC4)is a pseudo-randomgenerator. It
assumesfactoringis hard. Finally, it assumesthat SHA-1
behaveslike a randomoracle[1].

SFSusesapseudorandomgeneratorin its algorithmsand
protocols. We choseDSS’s pseudo-randomgenerator[9],
both becauseit is basedon SHA-1 and becauseit cannot
be run backwards in the event that its stategetscompro-
mised.To seedthegenerator, SFSasynchronouslyreadsdata
from variousexternal programs(e.g., + � , ,������
��>�� ), from����� � ��#�>�,���=�� (if available),from a #�>�,���=�� �
����� file saved
by the previous execution,and from a nanosecond(when
possible)timer to capturethe entropy of processschedul-
ing. Programsthat requireusersto entera passphraseadd
both the keys typed and inter-keystroke timers as an addi-
tional sourceof randomness.All of the above sourcesare
run througha SHA-1-basedhashfunction [1] to producea
512-bit seed. Becausethe externalprogramsrun in paral-
lel andSFSreadsfrom themasynchronously, SFScaneffi-
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ciently seedthegeneratorfrom all sourcesevery time a pro-
gramstartsexecution.

SFS usesthe Rabin public key cryptosystem[31] for
encryption and signing. The implementationis secure
againstadaptive chosen-ciphertext [2] andadaptive chosen-
message[3] attacks.(Encryptionis actuallyplaintext-aware,
anevenstrongerproperty.) Rabinassumesonly that factor-
ing is hard,makingSFS’s implementationno lesssecurein
the randomoraclemodel thancryptosystemsbasedon the
better-known RSA problem. Like low-exponentRSA, en-
cryptionandsignatureverificationareparticularlyfastin Ra-
bin becausethey do not requiremodularexponentiation.

SFS usesa SHA-1-basedmessageauthenticationcode
(MAC) to guarantethe integrity of all file systemtraffic be-
tweenclientsandread-writeservers,andencryptsthis trafic
with ARC4. Both the encryptionand MAC have slightly
non-standardimplementations.The ARC4 implementation
uses20-bytekeys by spinningtheARC4 key scheduleonce
for each128bits of key data. SFSkeepsthe ARC4 stream
runningfor thedurationof a session.It re-keys theSHA-1-
basedMAC for eachmessageusing32 bytesof datapulled
from theARC4 stream(andnot usedfor thepurposesof en-
cryption).TheMAC is computedonthelengthandplaintext
contentsof eachRPCmessage.The length,message,and
MAC all getencrypted.

SFS’s stream cipher is identical to ARC4 after the
key schedule,andconsequentlyhasidenticalperformance.
SFS’sMAC is slower thanalternativessuchasMD5 HMAC.
Both are artifacts of the implementationand could be
swappedout for morepopularalgorithmswithout affecting
themainclaimsof thepaper.

3.2 Modularity and extensibility

Figure 2 reveals that a numberof programscomprisethe
SFSsystem.All programscommunicatewith SunRPC[27].
Thus, the exact bytes exchangedbetweenprogramsare
clearly andunambiguouslydescribedin the XDR protocol
descriptionlanguage[28]. We alsouseXDR to defineSFS’s
cryptographicprotocols. Any datathat SFShashes,signs,
or public-key encryptsis definedasanXDR datastructure;
SFScomputesthe hashor public key function on the raw,
marshaledbytes.Weuseourown RPCcompiler, specialized
for C++,alongwith anew, asynchronousRPClibrary.

BreakingSFSinto several programshelpsthe reliability,
security, andextensibility of the implementation.Our RPC
library canpretty-printRPCtraffic for debugging,makingit
easyto understandany problemsby tracingexactlyhow pro-
cessesinteract. We useSFSfor our day-to-daycomputing,
but haveneverrunacrossabug in thesystemthattookmore
thanadayto trackdown.

Within a machine,the variousSFSprocessescommuni-
cateover UNIX-domain sockets. To authenticateprocesses
to eachother, SFSrelieson two specialpropertiesof UNIX-

domain sockets. First, one can control who connectsto
themby settingaccesspermissionson directories.Second,
onecanpassfile descriptorsbetweenprocessesover Unix-
domainsockets.SeveralSFSdaemonslistenfor connections
on socketsin a protecteddirectory, � � >�#��������
����=���-������ . A
100-linesetgidprogram,suidconnect, connectsto a socket
in this directory, identifiesthe currentuserto the listening
daemon,andpassestheconnectedfile descriptorbackto the
invoking processbeforeexiting. The agentprogramcon-
nectsto theclient masterthroughthis mechanism,andthus
needsnospecialprivileges;userscanreplaceit at will.

SFS’s modularity facilitatesthe developmentof new file
systemprotocols. On the client side, a client masterpro-
cess,sfscd, communicateswith agents,handlesrevocation
and forwardingpointers,andactsasan “automounter”for
remotefile systems. It never actuallyhandlesrequestsfor
files on remoteservers,however. Instead,it connectsto a
server, verifiesthepublic key, andpassestheconnectedfile
descriptorto a subordinatedaemonselectedby thetypeand
versionof the server. On the server side, a server master,
sfssd, acceptsall incomingconnectionsfrom clients. sfssd
passeseachnew connectionsto a subordinateserver based
on theversionof theclient, theserviceit requests(currently
fileserver or authserver), the self-certifyingpathnameit re-
quests,andacurrentlyunused“extensions”string.

A configurationfile controlshow client andserver mas-
tershandoff connections.Thus,onecanaddnew file sys-
tem protocolsto SFSwithout changingany of the existing
software. Old andnew versionsof the sameprotocolscan
run alongsideeachother, evenwhenthecorrespondingsub-
sidiarydaemonshavenospecialsupportfor backwardscom-
patibility. As anexampleof SFS’s protocolextensibility, we
implementeda protocol for public, read-onlyfile systems
that proves the contentsof file systemswith digital signa-
tures. As describedin Section2.4, read-onlyserverswork
well asSFScertificationauthorities.Implementingtheread-
only client andserver requiredno changesto existing SFS
code;only configurationfiles hadto bechanged.

3.3 NFSdetails

TheSFSimplementationwasbuilt with portabilityasagoal.
Currently, thesystemrunson OpenBSD,FreeBSD,Solaris,
Linux (with anNFS3 kernelpatch),andDigital Unix. Using
NFSbothto interfacewith theoperatingsystemontheclient
andto accessfilesontheservermakesportability to systems
with NFS3 supportrelatively painless.

The SFSread-writeprotocol,while virtually identical to
NFS3, addsenhancedattributeandaccesscachingto reduce
the numberof NFS ·�X�¸�¹�¸�¸�W and ¹�º�º�X�»�» RPCssentover
thewire. We changedtheNFSprotocolin two waysto ex-
tendthe lifetime of cacheentries. First, every file attribute
structurereturnedby theserver hasa timeoutfield or lease.
Second,the server cancall back to the client to invalidate
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entriesbeforethe leaseexpires. The server doesnot wait
for invalidationsto be acknowledged;consistency doesnot
needto be perfect,just betterthanNFS 3 on which SFSis
implemented.

The NFS protocol usesnumericuserand group IDs to
specifytheownerandgroupof afile. Thesenumbershaveno
meaningoutsideof thelocaladministrativerealm.A smallC
library, libsfs, allowsprogramsto queryfile servers(through
theclient) for mappingsof numericIDs to andfrom human-
readablenames.Weadopttheconventionthatuserandgroup
namesprefixedwith “ ¼ ” arerelativeto theremotefile server.
WhenboththeID andnameof a useror grouparethesame
on theclient andserver (e.g.,SFSrunningon a LAN), libsfs
detectsthis situationandomitsthepercentsign.

UsingNFShassecurityimplications.TheSFSread-write
server requiresan NFS server. Runningan NFS server can
in itself createasecurityhole.NFSidentifiesfilesby server-
chosen,opaquefile handles(typically 32-byteslong). These
file handlesmustremainsecret;an attacker who learnsthe
file handleof evena singledirectorycanaccessany partof
the file systemasany user. SFSservers, in contrast,make
their file handlespublicly available to anonymousclients.
SFS thereforegeneratesits file handlesby adding redun-
dancy to NFS handlesand encryptingthem in CBC mode
with a 20-byteBlowfish [26] key. Unfortunately, someop-
eratingsystemsusesuch poor randomnumbergenerators
that NFS file handlescan potentially be guessedoutright,
whetheror not onerunsSFS.

Onecanavoid NFS’s inherentvulnerabilitieswith packet
filtering software. Several good, free packet filters exist
and, betweenthem, supportmost commonoperatingsys-
tems. Siteswith firewalls canalsolet SFSthroughthe fire-
wall without fearingsuchproblems,so long asthe firewall
blocks NFS and portmap(which relaysRPC calls) traffic.
Many versionsof Unix have a programcalled fsirand that
randomizesNFSfile handles.fsirandmaydo a betterjob of
choosingfile handlesthana factoryinstall of the operating
system.

Anotherseriousissueis thatSFSeffectively relaysNFS3
calls and replies to the kernel. During the courseof de-
veloping SFS,we found and fixed a numberof client and
server NFS bugs in Linux, OpenBSD,and FreeBSD. In
many cases,perfectlyvalid NFSmessagescausedthekernel
to overrunbuffersor useuninitializedmemory. An attacker
couldexploit suchweaknessesthroughSFSto crashor break
into a machinerunning SFS. We think the low quality of
mostNFS implementationsconstitutesthe biggestsecurity
threatto SFS.

TheSFSclient createsaseparatemountpoint for eachre-
mote file system. This lets different subordinatedaemons
serve differentfile systems,with eachsubordinatedaemon
exchangingNFStraffic directly with thekernel.Usingmul-
tiple mount points also preventsone slow server from af-
fecting theperformanceof otherservers. It ensuresthat the

device andinodenumberfields in a file’s attributestructure
uniquely identify the file, asmany file utilities expect. Fi-
nally, by assigningeachfile systemits own device number,
this schemepreventsa maliciousserver from tricking the
pwdcommandinto printing anincorrectpath.

All NFSmountingin theclient is performedby aseparate
NFSmounterprogramcallednfsmounter. TheNFSmounter
is theonly partof theclient softwareto run asroot. It con-
siderstherestof thesystemuntrustedsoftware. If theother
clientprocessesevercrash,theNFSmountertakesovertheir
sockets,actslike an NFS server, andservesenoughof the
defunctfile systemsto unmountthemall. TheNFSmounter
makesit difficult to lock up an SFSclient—evenwhende-
velopingbuggydaemonsfor new dialectsof theprotocol.

4 Performance

In designing SFS we ranked security, extensibility, and
portability over performance. Our performancegoal was
modest: to make applicationperformanceon SFScompa-
rable to that on NFS, a widely usednetwork file system.
Thissectionpresentsresultsthatshow thatSFSdoesslightly
worsethanNFS3 overUDPandbetterthanNFS3overTCP.

4.1 Experimental setup

We measured file system performance between two
550MHz PentiumIIIs runningFreeBSD3.3.Theclientand
server wereconnectedby 100 Mbit/secswitchedEthernet.
Eachmachinehad a 100 Mbit SMC EtherPower Ethernet
card,256Mbytesof memory, andanIBM 18ES9 Gigabyte
SCSIdisk. We report the averageof multiple runsof each
experiment.

To evaluateSFS’s performance,we ran experimentson
the local file system,NFS 3 over UDP, and NFS 3 over
TCP. SFSclientsandserverscommunicatewith TCP, mak-
ing NFS 3 over TCP the ideal comparisonto isolateSFS’s
inherentperformancecharacteristics.However, we believe
FreeBSD’s TCPimplementationof NFSmaybesuboptimal
(in partbecauseweexperiencedakernelpanicwhile writing
a large file). We thereforemostly considerthe comparison
betweenSFSandNFS3 overUDP. SFSusesUDP for NFS
traffic to the local operatingsystemandso is unaffectedby
bugsin FreeBSD’sTCPNFS.

4.2 SFSbaseperformance

Three principal factorsmake SFS’s performancedifferent
from NFS’s. First, SFS has a user-level implementation
while NFS runs in the kernel. This hurts both file system
throughputand the latency of file systemoperations.Sec-
ond,SFSencryptsandMACsnetwork traffic, reducingfile
systemthroughput.Finally, SFShasbetterattributeandac-
cesscachingthanNFS, which reducesthe numberof RPC
callsthatactuallyneedto goover thenetwork.
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Latency Throughput
File System (½ sec) (Mbyte/sec)
NFS3 (UDP) 200 9.3
NFS3 (TCP) 220 7.6
SFS 790 4.1
SFSw/o encryption 770 7.1

Figure 5: Micro-benchmarks for basic operations.

To characterizetheimpactof a user-level implementation
andencryptiononlatency, wemeasuredthecostof afile sys-
tem operationthatalwaysrequiresa remoteRPCbut never
requiresadiskaccess—anunauthorizedfchownsystemcall.
The resultsare shown in the Latency column of Figure 5.
SFSis 4 timesslower thanbothTCP andUDP NFS. Only
20 ½ secof the590 ½ secdifferencecanbeattributedto soft-
wareencryption;the restis thecostof SFS’s user-level im-
plementation.

To determinethe cost of software encryption,we mea-
suredthe speedof streamingdatafrom the server without
going to disk. We sequentiallyreada sparse,1,000Mbyte
file. Theresultsareshown in theThroughputcolumnof Fig-
ure5. SFSpays3 Mbyte/secfor its user-level implementa-
tion anda further2.2Mbyte/secfor encryption.

AlthoughSFSpaysasubstantialcostfor its user-level im-
plementationandsoftwareencryptionin thesebenchmarks,
severalfactorsmitigatetheeffectsonapplicationworkloads.
First,multipleoutstandingrequestcanoverlapthelatency of
NFSRPCs.Second,few applicationsever reador write data
atratesapproachingSFS’smaximumthroughput.Disk seeks
pushthroughputbelow 1 Mbyte/seconanythingbut sequen-
tial accesses.Thus, the real effect of SFS’s encryptionon
performanceis to increaseCPU utilization ratherthancap
file systemthroughput.Finally SFS’s enhancedcachingim-
provesperformanceby reducingthe numberof RPCsthan
needto travel over thenetwork.

4.3 End-to-end performance

We evaluateSFS’s applicationperformancewith the Mod-
ified Andrew Benchmark(MAB) [18]. The first phaseof
MAB createsa few directories. The secondstressesdata
movementandmetadataupdatesasa numberof small files
arecopied. The third phasecollectsthe file attributesfor a
large setof files. The fourth phasesearchesthe files for a
stringwhichdoesnotappear, andthefinal phaserunsacom-
pile. AlthoughMAB is a light workloadfor today’sfile sys-
tems,it is still relevant,aswearemoreinterestedin protocol
performancethandiskperformance.

Figure 6 shows the executiontime of eachMAB phase
andthetotal. As expected,thelocal file systemoutperforms
network file systemson mostphases;the local file system
performsnonetwork communicationanddoesnotflushdata
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Figure 6: Wall clock execution time (in seconds) for the dif-
ferent phases of the modified Andrew benchmark, run on dif-
ferent file systems. Local is FreeBSD’s local FFS file system
on the server.

System Time (seconds)
Local 140
NFS3 (UDP) 178
NFS3 (TCP) 207
SFS 197

Figure 7: Compiling the GENERIC FreeBSD 3.3 kernel.

to diskon file closes.Thelocal file systemis slightly slower
on the compilephasebecausethe client andserver have a
largercombinedcachethantheserveralone.

Consideringthetotal time for thenetworkedfile systems,
SFSis only 11%(0.6seconds)slowerthanNFS3 overUDP.
SFSperformsreasonablybecauseof its moreaggressive at-
tributeandaccesscaching.Withoutenhancedcaching,MAB
takes a total of 6.6 seconds,0.7 secondsslower than with
cachingand1.3secondsslower thanNFS3 overUDP.

Weattributemostof SFS’sslowdown onMAB to its user-
level implementation.We disabledencryptionin SFSand
observedonly an0.2secondperformanceimprovement.

To evaluatehow SFS performson a larger application
benchmark,we compiledthe GENERICFreeBSD3.3 ker-
nel. The resultsareshown in Figure7. SFSperforms16%
worse(29seconds)thanNFS3 overUDP and5%better(10
seconds)thanNFS3 over TCP. Disablingsoftwareencryp-
tion in SFSspedup thecompileby only 3 secondsor 1.5%.

4.4 Sprite LFS microbenchmarks

Thesmall file testof the SpriteLFS microbenchmarks[22]
creates,reads,and unlinks 1,0001 Kbyte files. The large
file testwritesa large(40,000Kbyte) file sequentially, reads
from it sequentially, then writes it randomly, readsit ran-
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Figure 8: Wall clock execution time for the different phases
of the Sprite LFS small file benchmark, run over different file
systems. The benchmark creates, reads, and unlinks 1,000
1 Kbyte files. Local is FreeBSD’s local FFS file system on the
server.

domly, andfinally readsit sequentially. Data is flushedto
diskat theendof eachwrite phase.

Thesmallfile benchmarkoperatesonsmallfiles,doesnot
achievehighdisk throughputonFreeBSD’sFFSfile system,
and thereforemostly stressesSFS’s latency. On the create
phase,SFSperformsaboutthesameasNFS3 overUDP(see
Figure8). SFS’sattributecachingmakesupfor its greaterla-
tency in this phase;without attributecachingSFSperforms
1 secondworsethanNFS 3. On the readphase,SFSis 3
timesslower thanNFS3 over UDP. HereSFSsuffers from
its increasedlatency. Theunlink phaseis almostcompletely
dominatedby synchronouswritesto thedisk. TheRPCover-
headis smallcomparedto diskaccessesandthereforeall file
systemshaveroughlythesameperformance.

The large file benchmarkstressesthroughputandshows
theimpactof bothSFS’suser-level implementationandsoft-
ware encryption. On the sequentialwrite phase,SFS is
4.4 seconds(44%) slower than NFS 3 over UDP. On the
sequentialreadphase,it is 5.1seconds(145%)slower. With-
outencryption,SFSis only 1.7secondsslower (17%)onse-
quentialwritesand1.1 secondsslower (31%)on sequential
reads.

4.5 Summary

The experimentsdemonstratethat SFS’s user-level imple-
mentation and software encryption carry a performance
price. Nonetheless,SFS can achieve acceptableperfor-
manceonapplicationworkloads,in partbecauseof its better
cachingthanNFS3. We expectSFS’s performancepenalty
to declineashardwareimproves. The relative performance
differenceof SFSandNFS 3 on MAB shrunkby a factor
of two when we moved from 200 MHz PentiumPros to
550MHz PentiumIIIs. We expectthis trendto continue.
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Figure 9: Wall clock execution time for the different phases
of the Sprite LFS large file benchmarks, run over different file
systems. The benchmark creates a 40,000 Kbyte file and
reads and writes 8 Kbyte chunks. Local is FreeBSD’s local
FFS file system on the server.

5 Relatedwork

SFSis thefirst file systemto separatekey managementfrom
file systemsecurity. No otherfile systemhasself-certifying
pathnamesor letsthefile namespacedoubleasa key certifi-
cationnamespace.SFSis alsothefirst file systemto support
bothpasswordauthenticationof serversandcertificationau-
thorities. In this section,we relateSFSto otherfile systems
andothersecurenetwork software.

5.1 File systems

AFS [12, 24, 25] is probablythemostsuccessfulwide-area
file systemto date.We discussAFS in detail,followedby a
brief summaryof otherfile systems.

AFS. Like SFS, AFS mounts all remotefile systems
under a single directory, ��>���� . AFS doesnot provide a
single global file systemimage,however; client machines
have a fixed list of available servers (called CellServDB)
that only a privilegedadministratorcan update. AFS uses
Kerberos[29] sharedsecretsto protectnetwork traffic, and
thuscannotguaranteetheintegrity of datafrom file systems
on which usersdo not have accounts.ThoughAFS canbe
compiledto encryptnetwork communicationsto serverson
which usershave accounts,thecommercialbinarydistribu-
tions in widespreadusedo not offer any secrecy. DFS [14]
is a secondgenerationfile system,basedon AFS, in which
a centrallymaintaineddatabasedeterminesall availablefile
systems.

To make the benefitsof self-certifying pathnamesmore
concrete,considerthe following securityconundrumposed
by AFS. AFS usespassword authenticationto guaranteethe
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integrity of remotefiles.5 When a user logs into an AFS
clientmachine,sheusesherpasswordandtheKerberospro-
tocol to obtaina sessionkey sharedby the file server. She
thengivesthiskey to theAFSclientsoftware.Whentheuser
subsequentlyaccessesAFS files, the client usesthe shared
key both to authenticateoutgoingrequeststo the file server
andto verify theauthenticityof replies.

BecausetheAFSuserknowshersessionkey (anecessary
consequenceof obtainingit with her password), sheknows
everythingsheneedsto forgearbitraryrepliesfrom the file
server. In particular, if theuseris malicious,shecanpollute
the client’s disk cache,buffer cache,andnamecachewith
roguedatafor partsof the file systemsheshouldnot have
permissionto modify.

Whentwo or moreuserslog into thesameAFSclient,this
posesasecurityproblem.Eithertheusersmustall trusteach
other, or they musttrustthenetwork,or theoperatingsystem
mustmaintainseparatefile systemcachesfor all users—an
expensive requirementthat, to the bestof our knowledge,
no one hasactually implemented. In fairnessto AFS, its
creatorsdesignedthesystemfor useonsingle-userworksta-
tions.Nonetheless,in practicepeopleoftensetupmulti-user
AFS clientsasdial-in servers,exposingthemselves to this
vulnerability.

Self-certifyingpathnamespreventthesameproblemfrom
occurring in SFS. Two userscan both retrieve a self-
certifying pathnameusing their passwords. If they endup
with the samepath, they can safely sharethe cache;they
areaskingfor a server with thesamepublic key. Sincenei-
ther userknows the correspondingprivatekey, neithercan
forge messagesfrom the server. If, on the otherhand,the
usersdisagreeover thefile server’s public key (for instance
becauseoneuserwantsto causetrouble),the two will also
disagreeontheHostID. They will endupaccessingdifferent
files with differentnames,which thefile systemwill conse-
quentlycacheseparately.

Other file systems. The Echo distributed file system
[4, 5, 16, 17] usesTaos’s authenticationinfrastructureto
achieve secureglobal file accesswithout global trust of the
authenticationroot. Clientsneednot go throughtheauthen-
tication root to accessvolumeswith a commonancestorin
thenamespacehierarchy. However, thetrusthierarchyhasa
centralroot implementedwith DNS(andpresumablyrequir-
ing the cooperationof root nameservers). Echocanshort-
circuit the trust hierarchywith a mechanismcalled“secure
cross-links.” It alsohasconsistentandinconsistentversions
of thefile systemprotocol,muchasSFSusesbothread-write
andread-onlyfile protocols.

TheTrufflesservice[20] is an extensionof theFicusfile
system[11] to operatesecurelyacrossthe Internet. Truf-
flesprovidesfine-grainedaccesscontrolwith theinteresting

5Actually, AFS usesaninsecuremessageauthenticationalgorithm—an
encryptedCRC checksumwith a known polynomial. This problemis not
fundamental,however.

propertythata usercanexport files to any otheruserin the
world, without theneedto involve administrators.Unfortu-
nately, theinterfacefor suchfile sharingis somewhatclunky,
involving the exchangeof E-mail messagessignedanden-
cryptedwith PEM. Truffles also relies on centralized,hi-
erarchicalcertificationauthorities,naminguserswith X.500
distinguishednamesandrequiringX.509certificatesfor ev-
ery userandeveryserver.

WebFS[30] implementsa network file systemon top of
the HTTP protocol. Specifically, WebFSusesthe HTTP
protocol to transferdatabetweenuser-level HTTP servers
andan in-kernelclient file systemimplementation.WebFS
thereforeallowsthecontentsof existingURLsto beaccessed
throughthe file system.It alsoattemptsto provide authen-
ticationandsecuritythrougha protocollayeredoverHTTP;
authenticationrequiresa hierarchyof certificationauthori-
ties.

5.2 Inter net network security

SSL. SSL [10] is the most-widelydeployed protocol for
securecommunicationbetweenweb browsersandservers.
Serverauthenticationis basedon SSLcertificates—digitally
signedstatementsthat a particularpublic key belongsto a
particularInternetdomainname.To runasecurewebserver,
a sitemustpurchasea certificatefrom a widely trustedcer-
tificationauthority—forexample,Verisign.Whenabrowser
connectsto theserver, theserver sendsbackthis certificate.
ThebrowserknowsVerisign’spublic key andusesit to vali-
datethecertificate.If thecertificatechecksout, thebrowser
knowsit hasthewebserver’srealpublickey. It usesthiskey
to setup a securechannel.

Onecanimaginea distributedfile systemconsistingof a
modifiedversionof SFSor NFS 3 runningover SSL. We
rejectedthis designbecauseSSL’s approachto key manage-
mentis inappropriatefor mostfile servers.Unclassifiedmil-
itary networks,for instance,shouldnot trustcivilian certifi-
cationauthorities.Studentssettingupfile serversshouldnot
needthecooperationof universityofficials with theauthor-
ity to apply for certificates.Settingup a securefile server
shouldbeassimpleanddecentralizedaprocessassettingup
anordinary, insecurewebserver.

We decidedto purchasea certificatefrom Verisignto set
up a secureweb server. We werewilling to pay Verisign’s
$350feeto conducttheexperiment.To avoid involving uni-
versityadministrators,we decidednot to apply for a certifi-
catein the �����425����� domain. Instead,we purchaseda do-
main of our own. This domaindid not belongto a corpo-
ration,so Verisignrequiredus to apply for a DBA (“Doing
BusinessAs”) licenseat City Hall. To geta DBA we hadto
pay $20 andshow a driver’s license,but City Hall neither
verified our business’s addressnor performedany on-line
checksto seeif the namewasalreadyin use. Our business
wasnot listed in the telephonedirectory, so Verisigncould
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not call to performan employmentcheckon the personre-
questingthecertificate.Insteadthis personhadto fax them
a notarizedstatementtestifying that he wasinvolved in the
business.Oneweekand$440later, we receiveda Verisign
certificatefor asingleserver.

While Verisign’s certificationproceduremay seemcum-
bersome,the securityof a certificateis only asgoodasthe
checksperformedby the issuingauthority. When a client
trustsmultiplecertificationauthorities,SSLprovidesonly as
muchsecurityastheweakestone.Thus,SSLforcesa trade-
off betweensecurityandeaseof settingup servers.SFSim-
posesno suchtrade-off; it lets high- and low-gradecertifi-
cation schemesexist side-by-side.A usercan accesssen-
sitive serversthrough� � ��#�������?�, without losing theability
to browsesitesunder ��$�>�#�?�>���,�<�����#�� . More importantly,
however, whenusershave passwordson servers,SRPgives
themsecureaccesswithoutever involving acertificationau-
thority.

Of course,asdescribedin Section2.4, SFSagentscould
actuallyexploit theexisting SSLpublickey infrastructureto
authenticateSFSservers.

IPsec.IPsec[15] is a standardfor encryptingandauthen-
ticating Internetnetwork traffic betweenhostsor gateways.
IPsecspecifiespacket formatsfor encrypteddata,but leaves
the particularsof key managementopen-ended.Unfortu-
nately, no globalkey managementproposalhasyet reached
eventhe level of deploymentof SSLcertificates.Moreover,
IPsecis gearedtowardssecuritybetweenmachinesor net-
works, and ill-suited to applicationslike SFSin which un-
trustedusersparticipatein key managementandsign mes-
sagescryptographicallyboundto sessionkeys.

SPKI/SDSI. SPKI/SDSI[7, 21] is a key distribution sys-
tem that is similar in spirit to SFS’s egalitariannamespace
andthatcouldbeimplementedontopof SFS.In SPKI/SDSI,
principalsarepublic keys, andevery principalactsasa cer-
tification authority for its own namespace.SFSeffectively
treatsfile systemsaspublic keys; however, becausefile sys-
temsinherentlyrepresenta namespace,SFShasno needfor
specialcertificationmachinery—symboliclinks do the job.
SDSI specifiesa few specialroots, such as Y���#������
?�,4Í�Í ,
which designatethe samepublic key in every namespace.
SFScanachieve a similar resultby conventionif clientsall
installsymboliclinks to certificationauthoritiesin their local
root directories.

6 Summary

SFSrequiresnoinformationotherthanaself-certifyingpath-
nameto connectsecurelyto a remotefile server. As a result,
SFSprovidesasecure,globalfile systemwithoutmandating
any particularkey-managementpolicy. Othersecurefile sys-
temsall rely on specificpoliciesto assignfile namesto en-
cryptionkeys. SFS,in contrast,letsusersperformkey man-
agementby generatingfile names.In thispaperwedescribed

many usefulkey managementtechniquesfor SFSthatcould
not havecoexistedinsideafile system.

Becauseit hasasecure,globalnamespace,SFSitself con-
stitutesaveryeffectivekey managementinfrastructure.Pub-
lic keys namefiles aspartof self-certifyingpathnames,and
files namepublic keys with symbolic links. Eachstepof
the file nameresolutionprocesscaninvoke a differentkey
managementmechanism.The ability to combinemultiple
mechanismsresultsin functionality thatno oneof themcan
providealone.

We think that cumbersomesecurityprocedureshave pre-
ventedprevioussecurefile systemsfrom gainingwidespread
use. We hopeSFSwill let many peopleenjoy securefile
sharingwithout an unnecessaryadministrative burden. To
facilitateits deployment,we havemadeSFSfreesoftware.
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