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Abstract

This paperusesmeasurementom two deployed wire-
lessad hoc networks to illustrate the effects of link loss
rateson routing protocol performanceMeasurementsf
thesenetworks show thattheradiolinks betweerthe ma-
jority of nodeshave substantialossrates Thesdossrates
arehigh enoughto decreaséorwardingperformancebut
not high enoughto prevent existing ad hoc routing pro-
tocolsfrom usingthelinks. Link-level retransmissiocan

networks which shav that mary links can be expected
to be of intermediatequality: goodenoughto passmary

routing protocolpaclets,but exhibiting high enoughloss
ratesto beuselessor atleastlessthanideal,for userdata.
Thereasorfor this is that,in anadhoc network laid out

with no goalsotherthan corvenienceand basicconnec-
tivity, a nodecanexpectto bein radio contactwith other
nodesatawide rangeof distancesndsignalstrengthsin

this contet, simple shortest-pathoutingis not appropri-
ate,sinceit doesnot distinguishbetweengoodlinks and

maskhigh lossrates,at the costof substantiatlecreases badlinks. A long pathmayhave betterinks andthusbeof

in throughput.Simulations,driven by the obsenred loss
rates shaw thattheshortespathschoserby existing rout-
ing protocolstendto nd routeswith muchlesscapacity
thanis availablealongthebestroute.

Basedontheseobsenations,we presen@routingmet-
ric intendedo allow routingprotocolsto nd goodroutes
in wirelessad hoc networks. The metric is the expected
total numberof transmissionsequiredto deliver a paclet
alongaroute.Thismetricfavorsrouteswith highthrough-
putandlow totalimpactonspectrumit is expectedo per
form betterthan existing techniqueghat eliminatelinks
basedn lossratethresholds.

1 Intr oduction

Routing protocolsdesignedor ordinarywired networks
usuallyassumehata link eitherworks or doesnt work.
More speci cally, it is generallythe casethatif alink de-
liversrouting protocolpackets,it will alsodeliverenough
datapacletsto beuseful.To agreatextentthisassumption
hasbeencarriedoverinto therealmof multi-hopwireless
ad hoc networks. For example,DSR [13], AODV [19],
andGrid [15] favor shortespaths,with no explicit atten-
tion paidto link quality.

Unfortunately the assumptiorof bimodallink quality
turnsoutto befarfrom truein realad hocnetworks. This
paperpresentaneasurementtaken from two prototype
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higherquality thana shortempathwith badlinks. Further
more,preferringshortpathsmayforce a routing protocol
to choosedlong distancelinks which may be operatingat
the edgeof their receptionrangesandarethusmoresus-
ceptibleto noiseandinterferenceThis paperusessimula-
tion andmeasurementsn a real network to demonstrate
thatexisting ad hocrouting protocolsoftenchooseroutes
thataresubstantiallyworsethanthe bestavailable.

One approachto xing this problemis to improve
the effective performanceof low-quality links. Forward
error correction, MAC-level acknavledgmentand re-
transmissionand solutionssuch as Snoop-TCH5] and
Tulip [18] all take this approachFor example the802.11
ACK mechanisnresenddost paclets,makingall but the
lowest-quality802.11links appeatoss-free.

Link-level retransmissiomay maskthelosseson low-
quality links, but it doesnot make themdesirablefor use
in paths.Theretransmissioneeducepaththroughputand
reducingoverallsystenperformanceln mary caseshere
arelongerbut higherquality pathsthatwould afford sub-
stantiallybetterend-to-enctapacityaswell ashigherto-
tal systencapacity As evidenceof this,wewill shav that
shortest-patlad hocroutingwith perlink maskingleaves
agooddealof performancen thetableby choosingsub-
optimalroutes.

Onepotentialsolutionwould beto chooseoutesbased
on obsenedlink lossrates.A numberof problemsmust
be overcomein orderto malke this work. First, a speci ¢
pathmetricmustbe chosenthis paperarguesthatneither
total nor maximum/loss rate is appropriate but instead
the total expectednumberof transmissionsThis metric
properly penalizeslonger paths.Second,routing proto-



colstendto have a naturalbiasin favor of shortesfpaths,
evenif they usesomeothermetric;thisis becausadwer-

tisementsalong the shortestpath arrive rst. Third, ob-

senation of a realad hoc network revealsthat lossrates
changerapidly with time, evenin non-mobilenetworks.
This meansthat the long-termmeasurementseededor

preciseloss rate measurementare not practical unless
augmentedvith predictionsdasedn short-terminforma-
tion.

In summarythis papemakesfour main contributions.
First, we preseninextensve setof link-quality measure-
mentsfrom an 18-nodeindoor ad hoc network, anda 7-
noderooftopnetwork. Secondwe identify the problemof
highly variablelink quality asa key obstacleto practical
useof existing ad hoc networks. Third, we evaluatethis
problems impacton existing routing protocols.Finally,
we describethe design,implementationand analysisof
a loss-basedouting metric that copeswell with a wide
distribution of link lossrates.

2 Overviewof 802.11

This sectionbrie y reviews somerelevant detailsof the
IEEE 802.11standardfor wirelessnetworks [6], which
describesa set of protocolsfor the physicaland MAC
layers.This paperconsideronly 802.11in adhocmode,
which allows nearbynodesto communicatairectly with
eachother, without ary interveningaccesgoint.

2.1 PhysicalLayer

The physicallayer usedin this paperis direct sequence
spreadspectrum(DSSS).In the United StatesDSSScan
beusedonary of 11 channelsenteredvery5 MHz from
2412to 2462 MHz. Since channelsmustbe at least30
MHz apartto be non-interfering[6, section15.4.6.2],at
mosttwo completelynon-interferingchannelsanbeused
simultaneouslyThestandardle nesmodulationschemes
for avarietyof bit ratesrangingfrom 1 to 11 megabitsper
secondMbps).Adapterscanswitchratesfor eachpaclet
they send.

2.2 MAC Layer

The802.11mediumaccesgontrol(MAC) layerprovides
mechanismdor carrier sense,collision avoidance,and
collision detection.

A nodeimplementsarriersensey deferringtransmis-
sionuntil it canhearno othernode.Broadcaspacletsare
controlledby this mechanisnalone.

Basiccarriersensds not sufcient in caseswvherethe
recever is alreadyreceving a paclet that the transmit-
ter cannothear For this reason 802.11controlsunicast

pacletswith anadditionalRTS/CTSmechanismBefore
sendinga datapaclet, the sendeisendsa shortRTS mes-
sage;if the recever getsthe RTS andis idle, it returns
a CTS paclet, giving the senderpermissionto sendthe
whole datapaclet. To avoid unnecessargverheadfrom
RTS/CTSexchangesthey are disabledfor datapaclkets
whosesizeis lessthanthe RTSthreshold

While carrier senseand RTS/CTS decreaséhe prob-
ability of collisions,they do not eliminatethem.802.11
speci esthatreceversreturnan ACK messagédor each
unicastpacket successfullyreceved. If the senderhears
no ACK beforea speci ed timeout,it resendghe paclet
aftera bacloff period. The maximumnumberof retrans-
missionsis a con gurable parameteknown asthe short
retry limit or long retry limit, dependingon the size of
the paclet. The 802.11ACK mechanisnmaddresseboth
the problemof collisionsbetweersimultaneousransmis-
sions,andthe problemof paclets corruptedby noiseor
interference.

802.11transmittercanfragmentunicastpacletslarger
thana speci ed fragmentthreshold allowing eachfrag-
mentto be separatelacknavledgedor retransmitted.

3 MeasuredDelivery Rates

We conducteda setof experimentdo characterizéheun-
derlyingbehavior of radiolinks in our networks.Thissec-
tion presentghe main empiricallessongrom our experi-
ments followed by a descriptionof our wirelesstestbeds
andtheexperimentaimethodologyThesectionconcludes
with a detailedlook at the experimentaldata.

3.1 Empirical Lessons

The experimentspresentedbelon con rm three obser
vationsaboutwirelesslinks which affect how multi-hop
routing protocolsshouldbe designedo work over these
links. These obsenations are that wireless links vary
widely in their delivery rates,that somelinks are asym-
metric,andthatlink deliveryratescanvary quickly.

3.1.1 Link Variation

Most routing protocolsuse hop countastheir link met-
ric: they try to chooserouteswith the smallestnumber
of links. This works well if all links have similar char

acteristicswhich meansusing a longerroute won't im-

prove end-to-endperformanceHowever, aswe show be-
low, wirelesdinks canoffer awide rangeof deliveryrates.
In this casealongerroutemadeup of links with high de-
liveryratescanhave betterend-to-encgperformancehana

shorterroutewhich is madeup of links with low delivery
rates.



3.1.2 Link Asymmetry

Ourresultsshav thatsomewirelesslinks have asymmet-
ric delivery rates.This meansthat low-loss delivery of

routingupdatesn onedirectiondoesnot meanthatsend-
ing databackalongtheroutewill workwell. It turnsoutto

be hardto take advantageof asymmetridinks with pro-

tocols (suchas 802.11)that uselink-layer acknavledg-

ments.The bestapproacho asymmetridinks, therefore,
is to recognizeandavoid themif possible.

3.1.3 Link Variation Over Time

Thelastresultis thatlink performancevariesover several
differenttime scales,from hoursto secondsA routing
protocolcould measurefor example,the delivery rate of

its routing updatesand usetheseto predictlink quality.

However, sincecalculatingprecisedelivery ratesrequires
countinglost and receved paclets over mary transmis-
sions,directmeasurementsay not reactquickly enough
to frequentchangesn link performanceOnealternatve
is to usemeasuredaignalstrength However, aswe shav

in Section5.2, signalstrengthand“quality” indicatorsre-

portedby typical 802.11hardwaredoesnotcorrelatevery
closelywith deliveryrates.

3.2 Testbeds

We usedtwo wirelesstestbedsn our experimentsOneis
anindoor network, while the otheris an outdoorrooftop
network.

3.2.1 Indoor Network

The indoor testbedis a collection of PCsequippedwith
802.11wirelessadapterglistributedaroundour building,
asshaown in Figure1l. We placedeighteemodescasually
aroundthe fth andsixth oors, suchthat the resulting
network was connectedRadiopropagationvasnot con-
sideredwheninstalling nodes exceptthatwhenpossible
we placednodesfurther from the oor, to minimize ob-
structionby desksmonitors,computercasesandpeople.
For equipmensecurity thenodesareall placedin of ces
or enclosedab spacesOneof ce hastwo nodes.

Of ces are along the perimeterof the building, and
areseparatedby sheet-rockpartitions.The middle of the
building containsbathrooms,stairwells, and elevators,
surroundedby concretewalls. Of ces are occupiedby
three or four graduatestudents,or one professor Most
have all-metal Steelcaselesksand booksheles on one
or morewalls. The ceilingsaredrop-tile, with abouttwo
feetof spacebetweerthetiles andthenext concreteoor.
Loungesoneach oor containprinters,photocopiersini-
crowaves,andrefrigerators.

340 350
Firmwar e Version 4 (nodell:3) 4
Hardware Revision 00:20 00:22
Software Revision 04:23(nodel11:03:82) 04:25
Software Subrevision 00:00 00:05
Interface Subrevision 00:00 00:00
Bootblock Revision 01:500r 01:43 01:50

Table 1: Cisco Aironet 340 and 350 details.

The lab runs a wirelessnetwork using 802.11access
points.Theexperimentgescribedn thispaperdonotuse
theaccesgpoints,but theaccespointsmayhave affected
theresults.Thereare3 accesgointson each oor, using
802.11channeld, 4, 8,and11. Theaccespointsarealso
shavnin Figurel.

All nodesin theindoor network usethe PCl versionof
the CiscoAironet Model 340 wirelessadaptef2], which
implementsthe IEEE 802.11bDirect SequenceSpread-
Spectrunprotocol[6]. The rst columnof Tablel shavs
detailedversioninformationfor the adaptersve usedin
theindoornetwork.

3.2.2 Rooftop Network

The rooftop network consistsof seven nodesdistributed
overaregionapproximatelyonesquarekilometerin area.
Node30is locatedon the ninth oor of our lab building,

while therestaredistributedin the residentialneighbor
hoodlocatedto the northwest.Their locationsareshavn

in Figure2. The nodein our building is equippedwith a
13.5dBi Yagi (directional)antennawhich is indoorsand
pointsoutthenorthwindow. It is connectedo the802.11
interfacewith a 20-foot (1.3 dB loss)cable.The remain-
ing nodesareeachequippedwith aroof-mounted.2 dBi

omnidirectionalantennaconnectedo the 802.11inter-

facewith a50-foot(3.4dB loss)cable.

All but oneof the housesostingtherooftopnodesare
threestorieshigh, and have their antennasnountedon a
mast5-10 feet above the level of the roof. Thereis one
node(node32) locatedin a two-storyhouse,andits an-
tennais mountedl15-20feetabove the roof height. Some
pairs of antennasare within line-of-sight of eachother,
while othershave varying amountsof obstructionsbe-
tweenthem, including slightly taller buildings, trees,or
otherobstructions.

All the rooftop nodesusethe PClI versionof the Cisco
Aironet Model 350 wirelessadapterwhich is very sim-
ilar to the Model 340 usedby the indoor network. The
mostsigni cant differencebetweerthetwo modelsis that
the 350 hasa 100mW output power, comparedwith the
30mW output power of the 340. The secondcolumn of
Tablel shavs detailedversioninformationfor the Model
350cardswe areusing.
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Figure 1: Node and lab access point (AP) locations on the 5th and 6th oors. A map of the indoor testbed network.
Nodes are circles labeled with their identi er ; APs are squares labeled with "AP' and the channel number. 6th oor
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Figure 2: A map of the outdoor rooftop network testbed.
Nodes are labeled with their network identi er . Node 30 is
located on the ninth oor of our building and is equipped
with a Yagi (directional) antenna, while the other six nodes
are equipped with omnidirectional antennas.
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Transmit Rate  Auto (1, 2,5.5,0r 11 Mbps)

Channel 2 (2417MHz)

Transmit Power 30 mW (indoor), 100mW/(rooftop)
Mode Ad hoc

Antenna 2.14dBi rubberduck(indoor),

5.2dBi omnidirectionalor
13.5dBi Yagi (rooftop)
Table 2: 802.11 settings.

3.3 Experimental Procedure

We performeda seriesof experimentsto determinethe
loss characteristicdhetweeneach pair of nodesin the
testbedsDuring an experiment,onenodetries to broad-
casta seriesof equally-sizedpbaclets at a constantrate,
and the other nodesrecordwhich pacletsthey receve.
In acompletesetof experimentsgvery nodetakesaturn
at broadcastingts shareof paclets. Sincethe broadcast
periodsdo not overlap,nodesdo not interferewith each
other

Eachpaclet containsthe senders identi er anda se-
guencenumber The transmittingnodelogs the transmis-
siontime andsequencaumberof every pacletsent.Each
receving nodelogsthesendersidenti er, sequencaum-
ber, and receptiontime for every successfullyreceved
paclet. Signal informationis also reported,as provided
by the 802.11interfaceon a perpacletbasis.

No routing protocol is running during theseexperi-
ments:only experimentpaclets are sentor received on
eachnodes wirelessinterface.The interfacesarecon g-
uredto usea unique802.11SSID (network name);other
802.11parameterfor bothtestbedsreshavn in Table2.

We attemptedo setthe cards'maximumtransmitrate



to the lowest available setting, 1 Mbps, to prevent the
cardsfrom automaticallychangingspeedsn responsédo
link conditions.However, furtherinvestigatiorhasshovn
thatthe cardsdo not honorexplicit ratesettingsandmay
have transmittedat higherrates.

Finally, using broadcastpaclets insteadof a unicast
paclets avoids the 802.11 ACK and RTS/CTS mecha-
nisms.

We performedexperimentswith big andsmallpaclets.
Small pacletswere 50 bytes(8 bytesdataplus UDP, IP,
and Ethernetheaders)approximatingthe sizeof 802.11
RTS/CTS and ACK paclets. Thesewere sentat 1024
paclets per second Big pacletswere 1024 bytes,more
representatie of large datatransfers. Thesewere sentat
50 pacletspersecondatanevenrate.Theresultisasend
rateof somavhatmorethan400,000bits perseconddue
to 802.11headersThis shouldbe well belor the mini-
mum 802.11capacityof 1 megabitpersecondHowever,
on someoccasionsiodewerenot ableto broadcasat the
desiredrate,perhapdecausef 802.11traf ¢ outsideour
control,or to interferenceappearingo the cardascarriet

3.4 Results
3.4.1 Link Variation

We conductedtwo setsof experimentswith the indoor
testbedin the afternoonof Friday 8 February2002,0ne
for smallpaclets(8-Feb-13:30-50-btg) andonefor large
paclets(8-Feb-15:15-10244t€). Eachnodetransmitted
for 300secondsluringeachsetof tests.

Figure 3 shavs the cumulative distribution of delivery
ratesacrossall links for eachpaclet size. Thetwo direc-
tionsbetweereachnodepairareconsideredo beseparate
links.

The gure shows that about50% of the links deliver
no paclets,while the best20% of links deliver morethan
95% of their paclets.The delivery ratesof theremaining
links areevenly distributed. Otherexperimentson differ-
entdays,at differenttimes,andwith differentparameters
con rm thatin generalthe links in the network exhibit a
wide rangeof deliveryrates.

We conductedidentical sets of experimentson our
rooftop network. Figure 4 shavs the cumulative distri-
bution of delivery ratesfrom two of thesesetsof experi-
mentswhichwerecarriedout on the eveningof Wednes-
day 6 March 2002. Lik e the indoor testbed the rooftop
testbedhaswidely varying delivery ratesfor both paclet
sizes.Otherexperimentsover several daysexhibited the
samedistribution of deliveryrates.

As discussedh section3.1.1,thewide variationin de-
livery ratesfor both testbedssuggestdhat shortest-path
routingwill notwork well onthesenetworks.
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Figure 3: Cumulative distribution of per-link delivery rates
on the indoor network. Note that many links are of inter-
mediate quality.
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Figure 4: Cumulative distribution of per-link delivery rates
on the rooftop network. Again, many links are of interme-
diate quality.

3.4.2 Link Asymmetry

Figure5 shaws the delivery ratesfor eachlink pair (the
two links in eachdirection) betweentwo nodesfor the
8-Feb-13:30-50-hbie experiment,excluding pairs where
neithemoderecevedary paclets.Link pairsthatarevery
goodin onedirectiontendto be goodin both directions,
andpairsthatarevery badin onedirectiontendto bebad
in bothdirections However, roughly 10%of thelink pairs
shavn have asymmetriaeliveryrates de ned asadiffer-
enceof morethan20% betweenthe ratesin eachdirec-
tion. Thelinks betweermodes27 and 25 standout: node
27is locatedin the fth oor machineroom,while node
25istothesideonthesixth oor. Similarresultswereob-
tainedfrom experimentonductedt differenttimes,and
with large paclets.

While Figure 5 suggestghat thereis limited valueto
usingthe gooddirectionof asymmetridinks, but notice-
ablevaluein avoiding the baddirection.
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Figure 5: Delivery rates for 8-Feb-13:30-50-byte on each
link pair, sorted by the larger delivery rate of each pair.
The x values of the two ends of each line indicate the de-
liver rate in each direction; the numeric labels indicate the
node IDs. Links with zero delivery rate in both directions
are omitted. While most links are symmetric, a few are high
quality in one direction and low quality in the other.
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Figure 6: Example per-second variation in link deliv-

ery rates. Each point is the delivery rate over one sec-

ond during 8-Feb-13:30-50-byte. The delivery rate of the

18! 19 link uctuates on a time-scale of seconds, while

the 21! 20 link is comparatively stable.
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3.4.3 Link Variation Over Time

Figure 6 shows the second-by-secondelivery ratesfor

two links from the 8-Feb-13:30-50-bytexperiment.The
graphsshow thatwhile deliveryratesaregenerallystable,
they cansometimeshangevery quickly.

Figure7 summarizesariationin lossrateovertime for
all links. For eachlink, we calculatedhe meanandstan-
darddeviation of the 1- and10-secondossratesover the
whole experiment.The graphshows the cumulative dis-
tribution of thesestandarddeviations,normalizedby the
respectie means.We uselossratesratherthandelivery
ratesfor thisanalysidbecausave wantthegraphto re ect
more strongly the changesn the delivery rate on links
with low loss, sincevery lossylinks are uselesdor data
traf ¢ regardlesof theirvariation.

Resultfor 1 and10-secondvindows shaw thatquitea
few links vary greatlyonthesetimesscalesFor example,
half of thelinks hadstandardieviationsin their 1-second
lossratesthat exceededhalf of the meanl-secondoss
rate. This suggestshatwirelessrouting protocolsshould
useagile predictorsof link lossrates.

Figure 8 shaws the variationin short-termlossrates
from the sameexperimentasin Figure7, but carriedout
on the rooftop network (6-Mar-18:30-50-bytg This g-
ureshowvsthatshort-termossratesin therooftopnetwork
vary nearlyasmuchasthey doin theindoornetwork.

A third setof experimentswas performedover a 24-
hour period (10-Jan-24h-1024yli€), spanningtwo days,
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Figure 7: The cumulative distribution of the normalized
standard deviation of short-term link loss rates calculated
over 1 and 10 second intervals on the indoor network
(8-Feb-13:30-50-byte). Many links show signi cant varia-
tion in short-term loss rates over time.
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Figure 8: Cumulative distribution of the normalized stan-

dard deviation of short-term link loss rates calculated

over 1 and 10 second intervals on the rooftop network.

(6-Mar-18:30-50-byte).

to examinethe variationin link performancehroughout
the day. Each experimentwas 30 minuteslong, during

which eachnode attemptedto broadcastl00 1024-byte
paclets per secondfor 30 secondsAs expected,most
links shaved daily variations;someexamplelink deliv-

eryratesareshovnin Figure9. Somelinks becamavorse,
perhapsecausenorepeoplewerearound:moreinterfer

ing radiosand appliancesvere in use,and humanbod-

iesattenuatesignalsin the 802.11spectrumSurprisingly

somelinks becamebetterduring the day We conjecture
thatthis is becausef ce doorsareopenduringthe day,

improving radio propagatiorfor somelinks.

A similar setof 24-hourexperimentswasalsocarried
out on the rooftop network. As in the caseof the indoor
network, the performanceof somelinks varied over the
courseof the day, althoughto a somavhat lesserextent
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Figure 9: Example variations in link delivery rates during
the day, from 10-Jan-24h-1024-byte. Each point is a differ-
ent experiment. The 6! 17 and 6! 23 links show strong
day/night and hour-to-hour variation, while the 6! 12 link
does not.
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thanin the indoor network. This is mostlikely because
thephysicalobstructionsatrooftopheightsareunlikely to
changesigni cantly over the courseof a 24 hour period.
The variationthatwe did obsere in the rooftop network
overthe courseof a daywerelikely dueto changingpat-
ternsof RF interferencen thearea.

4 Simulations

To explore the effects of the obsened link characteris-
tics onthe performancef existing network protocolswe
evaluatedDSDV and DSR on a simulatednetwork with
losscharacteristicsimilarto ourindoortestbedTheeval-
uationis basedn end-to-endhroughputachievedon the
routesselectedby theseprotocols,comparedo the best
achievablethroughput.



4.1 Simulation setup

Thesesimulationsuse version 2.1b3 of the ns simula-
tor [9] with the CMU wirelessextensions[11]. All the
simulationsusedthe 2 Mbps 802.11implementationin-
cludedwith the CMU extensionsRTS/CTSwasenabled
for all unicasttransmissionsWe usedtheincludedimple-
mentationsof DSDV and DSR with the default parame-
ters,exceptthat ARP wasdisabled.

The simulatednetwork consistedf eighteemodesas
in theindoortestbedTo modellossrateswe replacedhe
nsradio propagatiormodel's power calculationswith the
averagelossratesfrom the 8-Feb-13:30-50-bytexperi-
ment. Eachradio transmission(including eachphaseof
thefour-way RTS/CTS/Data/&AK exchange)s randomly
assignedh received power level of 0 at eachnodewith a
probability correspondingo the obsened lossrate from
the sendetto thatnode.Otherwisethe pacletis assigned
arecevedpowerlevel well aborethepowerlevel required
for successfupaclketreception.

Becausewe usedthe lossratesto assignpower levels,
they alsodeterminenterferencexindcarriersenséetween
nodesTheoriginal propagationmodelfeaturegwo power
thresholdsoneat which a nodecanreceve anincoming
paclet,andoneatwhich it cannotreceve the paclet, but
canstill senseand be interferedby it. In our simpli ed
model,receptiorandinterferenceéothoccurwith a prob-
ability equalto our obsenedaveragedelivery rate.In re-
ality, theprobability of interferenceshouldbe higherthan
thedeliveryprobability, soourmodeloverestimatedeliv-
ery rates.Using a single probability leadsto the delivery
of somepaclketswhich shouldhave beendelayedecause
of carriersenseor lostdueto radiointerference.

Eachsimulationbegins with one nodein the network
sending1024-bytepaclets to anothernode at a rate of
one paclet per second.This affords the routing protocol
time to establishroutesand settleinto steady-statep-
eration.After one minute, the sourcenodebegins send-
ing 2 Mbps CBR trafc with 1024-bytepaclets,for ve
simulatedminutes.In a completesetof experimentsiwo
simulationsare conductedor every pair of nodesin the
network — onefor eachsendingdirection.

We evaluatetheroutingprotocolsby thedeliveryrateof
the2 MbpsCBRtraf c. Thismeasuree ectstheunderly-
ing quality of thelinks alongthe selectedhaths,because
retransmissionseduceavailable capacity It also penal-
izeslongerroutes which have reducedavailablecapacity
becausef interferencebetweensuccessie nodesin the
route.

For comparisonwe also estimatecthe throughputof
the“best” routebetweereachpairof nodesFor eachpair,
we generated list of all routesfewer than six hopsin
lengthandrankedthembasedon the expectedtotal num-
ber of dataand ACK transmissionsequiredfor the suc-

cessfuldelivery of asingledatapaclet. For eachof thetop
ten routes,we ran the samesimulationdescribedabove
andtook theroutewith highestthroughputas“best’

In reality, to de nitively determinethe true “best”
would requirean analysiswhich accountsfor probabil-
ity of interferencéetweereachpairof nodesn theroute.
Neverthelesspur“best” routescanonly underestimatthe
optimalroutefor thegivenconditions.

4.2 Results

The resultsof the simulationsare shavn in Figures10
and11.In eachgraph,oneverticalline is shovn for each
communicatingpair of nodeswith eachdirectionplotted
asa separatdine. Thedatais sortedalongthe horizontal
axis by the throughputgiven by the bestroutewe found.
Throughpuin Mbpsis shovnin thetop graphsandaver-
ageroutelengthis in the bottom.Sincewe usedonly one
staticroutefor each'best” test,thelengthsof thoseroutes
areseenashorizontallinesatintegervaluesin thebottom
graphs.

The highestthroughputshowvn for ary routeis roughly
80% of the total available 2 Mbps. This is aboutwhat
is expectedafter accountingfor bandwidth consumed
by link-level headersand RTS, CTS and ACK paclets.
Thethroughpuplotshave threeregions,correspondingo
the lengthsof the bestroutes.Longerrouteshave lower
throughputbecauseof interferencebetweenthe succes-
sive hopsof theroute.Thusatwo-hoppathcandeliver no
betterthan50% of the available one-hopthroughputand
athree-hoppathcando no betterthan33%.

4.2.1 DSDV

The DSDV resultsin Figure 10 are particularly striking.
End-to-endthroughputfor DSDV's multiple-hop routes
falls far shortof the bestpossible averagingjust 41% of
bestamongtwo-hoproutesand24% of bestin three-hop
routes.Even amongone-hoproutes, performanceaver-
agess% lessthanthe bestpossible.

DSDV's low throughputsresult directly from the ef-
fectsdescribedn Section3. Theseleadto poor perfor
mancein severalways:

Missedupdateson high-quality links. A missedroute
updateonalink betweertwo nodeswill causehosenodes
to usean alternateroute betweenthem, even if the link
is otherwisehigh-quality This alternateroutewill stayin
useuntil the next routing period,which in the nsimple-
mentationis 15 seconddong. Failuresof this natureare
seenin the graphaspairswherethe averageroutelength
usedby DSDV is higherthanoptimal. Thesefailuresbe-
comemore likely the longerthe ideal route, so one can
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Figure 10: (a) A comparison between the end-to-end
throughput made available using DSDV (marked by the
bottom of each vertical line) and the estimated “best” route.
One line is plotted for each pair of nodes. (b) The corre-
sponding average route length used by successfully deliv-
ered packets for each of the pairs in (a).

expectthe performanceof DSDV to degradefurther in
largernetworks.

Updatesreceved over poor quality links. If alink ex-
istsbetweersendemndreceverwith a50%deliveryrate,
thenthosenodeswill usethatlink 50% of the time, de-
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Figure 11: A comparison similar to the one shown in
Figure 10, but for DSR: (a) shows end-to-end through-
put made available by DSR for each pair of nodes, com-
pared to “best”. (b) shows the corresponding average route
length used for successfully delivered packets.

In contrasto DSDV, DSRgenerallyusesrouteslonger
thanthe optimal. This is a consequencef the “route re-
pair’ mechanismin the protocol, which operateswhen
802.11signalsthat the next hop hasrepeatedlyfailed to
ACK apaclet. Thenodeattemptingo forwardthe paclet
consultdts list of cachedroutes(whichit obtainsfrom its
own routequeriesandfrom overheardraf c), to seeif it

spitethefactthatit requireson averagetwo transmissions hasanalternaterouteto the paclet's intendedrecipient.

of eachdatapaclket. An asymmetriclink can exhibit an
evenmoreseriousproblem,by deliveringupdatesn one

In simulationsin which the sourceandrecever nodes
are far apart, there are more potential routes between

directionwith high probabilitywhile providing decreased them,andit becomedesslikely that the senders initial

bandwidthin the other Thesefailuresare seenas pairs
wherethe averageroute length usedby DSDV is lower
thanoptimal.

Multiple paths of equal length. The most common
failure of DSDV resultsfrom the fact that betweenary

pair of nodesthereareusuallymultiple pathsof the opti-

mallength,mostof which have suboptimalquality. From
thesechoicesthe protocolwill alwaysselectthe routeit

hearsabout rst for eachsequenc&umber As thenodes
get further apartand the numberof pathsincreasesthis

rst-receivedpathis lesslikely to betheideal. Thisis the
reasorthatfor mary pairs,performances well below the
idealwhile the utilized routelengthappeargo becloseto

‘correct'.

4.2.2 DSR

Figure11 shavs that DSR faresmuchbetterthanDSDV,
performingat 98% of maximumon one-hoproutes.On
longer routes, however, performancedegradesdramati-
cally, averagingjust85%of maximumon two-hoproutes,
and29%onthree-hoproutes.

routequerywill resultin anacceptableoute.Whenary
link alongthatroutefailsto delivera paclet, analternate,
mostlikely longer, routewill beused DSRneverchanges
routesexceptin the caseof failure,soit is not surprising
thatmosttrafc 0 wsalongthesdongerpaths.

The end effect of DSR switching to a differentroute
only whenthe currentone fails is that it keepsswitch-
ing routesuntil it nds onethatdoesnt produceary link
delivery failures.As long asthat link continuesto work
well, DSR will continueto useit. For this reasontends
avoid long-termuseof low quality routes,andthus per
formsbetterthanDSDV.

5 Route Metrics

This sectionproposesoutingtechniquesntendedo han-
dle the obsened loss characteristicof wirelessad hoc
networks. Thesetechniqueshave been partially imple-
mentedbut not yet evaluated.

The mainproposais thatrouting protocolsusethe ex-
pectedtransmissiorcountof a paclet asthe route met-
ric. The transmissioncount includes all transmissions



of a paclet, including ary retransmissionslransmission
countquanti es the total impactof sendinga packet on
systemresourcesThat s, it measureshe square-meter
second®f spectrunconsumedy sendinga packetalong
a particularroute. If a multihop wirelessnetwork uses
routeswith lowertransmissiorcountsjt cansupportmore
users.Transmissiorcountis alsodesirablebecausét pe-
nalizesrouteswith morehops,androuteswith poorlinks.

The expectedtransmissiorcount of a paclket along a
routeis the sum of the expectedtransmissiorcountsof
thepaclketoneachof theroute'slinks. Transmissiorcount
is anadditive metric,androuting protocolsshouldprefer
pathswith lower transmissiorcounts.

Transmissioncount is calculatedfrom the estimated
broadcastelivery rate of eachlink. Assumingthat uni-
casttransmissionsiselink-layer ACKs, thenalink with a
broadcastleliveryrateof r; in the forwarddirection,and
arateof r, in thereversedirectionhasan expectedtrans-
missioncount1=(r;  r,).! Theratesr; andr, may be
functionsof the pacletsize.

Beforewe canusetransmissiorcountasa metric, we
must determinethe forward and reverseratesrs andr,
of eachlink. We cando this in two main ways:we can
obsene the actualdelivery rateson the link, or we can
derive delivery ratesfrom signalmeasurementsrovided
by the802.11hardware.

5.1 Measured Delivery Rates

We can measurethe actual broadcasdelivery rate of a
link by observingthe numberof broadcastsve hearfrom
eachsenderduring a speci ed time interval. The mea-
sureddelivery rateis thenusedasan estimateof the fu-
ture delivery rate. This is not a new idea, and was de-
scribedin [14, 7], for example.However, the detailsare
important. Eachnode’s broadcastge.g. routing updates
in DSDV) containa countof thenumberof broadcastby
that node.Eachnodealso countsthe numbern of rout-
ing broadcastsecevedfrom eachneighboroverarolling
timewindow. Whenanoderecevesabroadcastit cande-
terminehow mary broadcast# expectsto have receved
from thatneighbory looking atthedifference between
the smallestandlargestbroadcastountsreceived during
thewindow. We canthencalculatethe broadcastlelivery
ratefrom the neighborconsenratively as

n 05
+1

Onelimitation of thistechniques thatit requireamulti-
ple packetsduringawindow to estimatehedeliveryrate.

1Eachattemptedransmissioris onetrial in a Bernoulli processA
successfulrial is onein whichthepacletis successfullyeceved by the
recipient,andthe ACK is successfullyeceved by the sender

If only onepacletis received duringawindow, the num-
berof broadcastexpectedcannotbe computedThis can
beanissue for example whenanew neighborcomesnto

rangeusinga protocolsuchasDSDV. A nodecannotcal-
culatethe broadcastlelivery ratefrom the new neighbor
until the neighborhassentat leasttwo routeupdatesAn-

otherdrawvbackof this directobsenationtechniquds that
it is sensitve to the window size.Longerwindows pro-
vide moreprecisionbut arelessresponsie to changesn

thedeliveryrate.Thisis a problemwhenlinks changede-
livery ratesquickly, suchasin ourtestbeds.

5.2 PredictedDelivery Rates

Given that directly measureddelivery rates may not
be responsie enoughto accuratelymeasurea link, we
would like a more predictve measurementost 802.11
adaptersprovide someinformation aboutthe signal on
eachlink. The Aironet 340 and 350 adaptersanreturn
two signalmeasurement® therouting softwarewith ev-
ery receved paclet: signal strength and signal quality.
Signalstrengthis recordedn dBm,andmeasurethetotal
amountof radioenegy experiencedy thewirelessinter-
face,including noise? Unfortunatelythe quality number
is not de ned by the Aironet programmingmanual[1].
However, the AironetsusethelntersilPrismll chipsef4],
whosedocumentatiori3] de nes quality to be ameasure
of the signal-to-noiseatio.

To determineif thesesignal measurementare useful
for characterizindinks, we examinedthe relationshipbe-
tween short-termdelivery ratesand the signal strength
and quality reportedby the Aironet 340s on our in-
doortestbedFigure 12 shavs theserelationshipgor the
8-Feb-13:30-50-bye experimentover 1 secondntervals.
Eachpointplotsthedeliveryrateoveronesecondf apar
ticular link, alongwith averagesignalstrengthor quality
of thelink' ssenderasmeasuredby thelink' srecever.

Unfortunately thereis no precisecorrelationbetween
delivery ratesand either signal strengthor signal qual-
ity. Figure 13 showvs data broken out by two example
links overtime. For somelinks, suchas18! 19, signal
strengthdoesnot vary appreciably even as the delivery
ratechangesnarkedly. We calculateda linear regression
of deliveryrateagainbothsignalstrengthandsignalqual-
ity, for eachlink individually. We discoveredthat every
link had different parameterdor theseregressionsand
that no parametersvould suit all links. Indeed,the de-
livery ratesof somelinks hardly dependedn the signal
strengthor quality atall.

2signalstrengthis derived from a quantityknown asRSS|(receied
signalstrengthindication),usingatablein the rmw areof eachadapter
This table approximateghe functiondBm = 100 RSSI. RSSlis
describedy the802.11speci cation[6] as“a measuref theRF enegy
receved...” (Section15.4.5.10.2).
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Figure 12: Delivery rate versus quality and signal strength
as reported by the Aironet card. Each point is the delivery
rate over 1 second for some link, plotted against the link's
average signal strength or quality during that interval, from
8-Feb-13:30-50-byte. There is no simple relationship be-
tween signal strength and delivery rate; quality is a slightly
better predictor.

Delivery Rate

Looking at the aggreyate data though, high signal
strengthandlow quality valuesdo correlatewith high de-
livery rates.One approachwould be to simply threshold
links basedon their signalstrengthor quality. For exam-
ple, alink whosesignalstrengthis above -75 dBm could
be assigneda delivery rate of 0.75or 0.8; a link whose
signalquality is lessthan10 could be assigneda delivery
rateof 0.7.

Theseare very coarse-grainegredictors.A more so-
phisticatedapproachwould be to combinethe directly
measuredbroadcastrateswith a separatepredictor for
eachlink. Thepredictorwould trackthe delivery ratehis-
tory and signal strengthand quality numbersto nd the
bestrelationshipbetweenthe signal measurementand
thelink' s delivery rate.

5.3 Managing Measurements

The previous subsectiongescribehow to estimatethe

broadcastelivery rate of a link on the recever's side.

This provideseachnodewith r,, the reversedelivery rate

of eachlink. For nodesto learnr;, the forward delivery

rate on the link, link recevers mustsendlink measure-
mentsbackto thelink senders.

Link measurementgaluescanbe “ping-ponged’back
to the link senderin the headerof every unicastpaclet
sentback to that neighbor Most links will experience
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Figure 13: Average signal strength, average signal quality,
and delivery rate for example links, over 1 second inter-
vals, from 8-Feb-13:30-50-byte.
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sometwo-way communicationfor example, TCP sends
ACKs backto the TCP sender However, for links that
arent used,the reversemeasurementfr every link can
be included in routing adwertisementsFor on-demand
protocolsthatdon't have periodicbroadcastsa dedicated
paclet exchangemustoccur for nodesto properly esti-
matelink deliveryrates.

6 RelatedWork

Previous work that considerswirelesslink selectionfor
multihopadhocnetworkshasbeencarriedout usingboth
simulationsandprototypenetworks.

In [12], the meantime for which a link will be “avail-

able” is predictedbasedon the positionsand motionsof
thenodesateachendof thelink, anda parameteto adapt
to ervironmentalchangesThe reliability of a link is de-
ned asthe meantime it is available,andthe reliability
of aroute,or path,is de ned asthe minimum reliability
(Tmin ) of theroute'slinks. The bestrouteis thatwith the
maximal Tnin and the minimal numberof links. Simu-
lator resultsin [12] shaw thatthis metric providesbetter
resultsthatjust usingshortespaths.

In preemptiveouting[10], low recevedsignalstrength
is usedto predictwhenalink, andthusaroute,will break.
When signal strengthbecomedow, the routing protocol
canpreemptvely selectanew goodrouteto thesamedes-
tination, on the assumptiorthat low signalstrengthindi-
catesthat the other end of the link will soonbe out of
range.New routesare selectedso that all links have a
signal strengthgreaterthan somethreshold.Low signal
strengthsaremonitoredfor a periodof time to ensurehat
randomsignal fadesdo not prematurelytrigger a route
change Simulationswith DSR [10] shaw that this tech-
nigue decreasethe numberof brokenroutes,andgener
ally decreasekteng.

Signal stability-basedadaptive(SSA)routing [8] also
usessignalstrengthto chooseoutes SSAclassi esalink
asweakor strongby comparingthelink's signalstrength
to athreshold SinceSSAassumeshatlinks aresymmet-
rical, the signalstrengthsof pacletsreceived froma des-
tination are usedto classify the link to that destination.
SSAtriesto pick routesthat only have stronglinks. SSA
alsoaddsa stability criterion to only considerlinks that
have beenclassi ed strongfor morethanaspeci edtime;
however, [8] reportsthatthis is not effective in reducing
brokenroutes.

The CMU MonarchProjectconstructed testbednet-
work [17, 16] running DSR [13]. Their implementation
includeda quality metric[20] basedn predictionsof link
signalstrengthsthesepredictionswverecalculatedusinga
radiopropagatiomodelthatconsideredhelocationsand
movemenbf thenodesattheendof eacHink. Thequality

of alink is de ned asthe probabilitythatthelink's signal
strengthwill beabove somereceptionthresholdaroute's
qualityis theproductof its links' qualities.Higherquality
routesarepreferredvhenselectinga new route.

The above techniquedry to pick links in mobile net-
works sothatthelinks won't breaksoon,or detectwhen
links areaboutto break.They all assumehatlink qual-
ity is a simple thresholdfunction of signal strength(ex-
ceptfor [12], which assumesjuality is a function of dis-
tance).However, our experiencewith a staticindoor net-
work shaws that signal strengthremainsrelatively con-
stantfor a givenlink over a given distance while deliv-
ery ratescan vary considerably This is consistentwith
theactualbehaior of radios:the successfuteceptiorof a
pacletactuallydepend®n the signalto noiseratio at the
recever, alongwith recever's sensitvity. Moreover, our
measurementsf signalstrengthand coorespondingdoss
ratesindicatethatin practicethereis nosinglerelationship
betweerthetwo values.Thiswould make implementation
of ary of theabove techniquedlif cult onourtestbeds.

The DARPA paclet radio network (PRNET) [14] di-
rectly measuresidirectionallink quality, by countingthe
fractionof pacletsrecevedon eachlink betweerrouting
adwertisementsThis is possiblesince,unlike 802.11the
MAC androuting protocolareintegrated,andtherouting
protocolcanexamineevery paclet seenby theinterface.
Thesemeasurementare smoothedandlinks are classi-
ed asgoodor badbasedon a thresholdwith hysteresis.
Badlinks arenot consideredvhenchoosingroutes,using
a shortestpathsalgorithm. Although the PRNET radios
provided measurementaboutreceved signal power and
noise thesewerenot usedto pick routes.

Thecombatnetradiosystem{7] alsodirectly measures
link quality using receved paclet counts,and links are
classi ed asgood,bad,or non-&istentby comparingthe
measuredjualities to thresholds.Routesare chosento
minimize the hopcountgxceptthatrouteswith badlinks
areavoided.Routequality is de ned asthenumberof bad
links in theroute.

7 Conclusions

This contrikbution of this paperis to shav how lossyradio
links canseverelyimpactad hoc routing protocolperfor
mance We providedananalysisof link delivery ratesus-
ing measuredesultsfrom two wirelesstestbechetworks,
whichillustratedthreeimportantpointsaboutreallink be-
havior:

1. Link performanceis not bimodal; links can have
mary delivery rates. This meansthat routing pro-
tocolsmustaccountfor individual link performance
whenchoosingroutes.
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2. Asymmetriclinks are not uncommon.This violates

theassumptionsf mary proposedcadhocprotocols.

3. Link delivery ratescan changequickly, so routing

protocolsshouldhave goodpredictorsof link perfor
mance.

Simulationsusingthe measuredielivery ratesshoved
how lossylinks reducethe performanceof the DSR and
DSDV protocols.

We presentedh new route metric, the expectedtrans-
missioncountof a route,which favorsrouteswith higher
throughput fewer links, andlessspectrumconsumption.
We alsodiscussedhow to obtainthis metricfor eachlink,
eitherusingdirectly measuredroadcastlelivery ratesor
by usingsignalindicatorsfrom theradioadapteto predict
lossrates.
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