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Abstract

This paperusesmeasurementsfrom two deployed wire-
lessad hoc networks to illustrate the effectsof link loss
rateson routing protocolperformance.Measurementsof
thesenetworksshow thattheradiolinks betweenthema-
jority of nodeshavesubstantiallossrates.Theselossrates
arehigh enoughto decreaseforwardingperformance,but
not high enoughto prevent existing ad hoc routing pro-
tocolsfrom usingthelinks. Link-level retransmissioncan
maskhigh lossrates,at the costof substantialdecreases
in throughput.Simulations,driven by the observed loss
rates,show thattheshortestpathschosenby existingrout-
ing protocolstendto �nd routeswith muchlesscapacity
thanis availablealongthebestroute.

Basedon theseobservations,we presenta routingmet-
ric intendedto allow routingprotocolsto �nd goodroutes
in wirelessad hoc networks. The metric is the expected
totalnumberof transmissionsrequiredto delivera packet
alongaroute.Thismetricfavorsrouteswith highthrough-
putandlow totalimpactonspectrum.It is expectedto per-
form betterthanexisting techniquesthat eliminatelinks
basedon lossratethresholds.

1 Intr oduction

Routingprotocolsdesignedfor ordinarywired networks
usuallyassumethat a link eitherworks or doesn't work.
More speci�cally, it is generallythecasethatif a link de-
liversroutingprotocolpackets,it will alsodeliverenough
datapacketsto beuseful.To agreatextentthisassumption
hasbeencarriedover into therealmof multi-hopwireless
ad hoc networks. For example,DSR [13], AODV [19],
andGrid [15] favor shortestpaths,with no explicit atten-
tion paidto link quality.

Unfortunately, the assumptionof bimodal link quality
turnsout to befar from truein realadhocnetworks.This
paperpresentsmeasurementstaken from two prototype
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networks which show that many links can be expected
to be of intermediatequality: goodenoughto passmany
routingprotocolpackets,but exhibiting high enoughloss
ratesto beuseless,or at leastlessthanideal,for userdata.
Thereasonfor this is that, in anad hocnetwork laid out
with no goalsother thanconvenienceandbasicconnec-
tivity, a nodecanexpectto bein radiocontactwith other
nodesatawiderangeof distancesandsignalstrengths.In
this context, simpleshortest-pathrouting is not appropri-
ate,sinceit doesnot distinguishbetweengoodlinks and
badlinks.A longpathmayhavebetterlinks andthusbeof
higherquality thana shorterpathwith badlinks. Further-
more,preferringshortpathsmayforcea routingprotocol
to chooselong distancelinks which may be operatingat
theedgeof their receptionranges,andarethusmoresus-
ceptibleto noiseandinterference.Thispaperusessimula-
tion andmeasurementson a realnetwork to demonstrate
thatexisting adhocroutingprotocolsoftenchooseroutes
thataresubstantiallyworsethanthebestavailable.

One approachto �xing this problem is to improve
the effective performanceof low-quality links. Forward
error correction, MAC-level acknowledgment and re-
transmission,and solutionssuchas Snoop-TCP[5] and
Tulip [18] all take this approach.For example,the802.11
ACK mechanismresendslost packets,makingall but the
lowest-quality802.11links appearloss-free.

Link-level retransmissionmaymaskthelosseson low-
quality links, but it doesnot make themdesirablefor use
in paths.Theretransmissionsreducepaththroughputand
reducingoverallsystemperformance.In many casesthere
arelongerbut higher-qualitypathsthatwould afford sub-
stantiallybetterend-to-endcapacityaswell ashigherto-
tal systemcapacity. As evidenceof this,wewill show that
shortest-pathadhocroutingwith per-link maskingleaves
agooddealof performanceon thetableby choosingsub-
optimalroutes.

Onepotentialsolutionwouldbeto chooseroutesbased
on observed link lossrates.A numberof problemsmust
beovercomein orderto make this work. First, a speci�c
pathmetricmustbechosen;this paperarguesthatneither
total nor maximumloss rate is appropriate,but instead
the total expectednumberof transmissions.This metric
properly penalizeslonger paths.Second,routing proto-
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cols tendto have a naturalbiasin favor of shortestpaths,
evenif they usesomeothermetric; this is becauseadver-
tisementsalong the shortestpath arrive �rst. Third, ob-
servation of a realad hoc network revealsthat lossrates
changerapidly with time, even in non-mobilenetworks.
This meansthat the long-termmeasurementsneededfor
preciseloss rate measurementsare not practical unless
augmentedwith predictionsbasedonshort-terminforma-
tion.

In summary, this papermakesfour maincontributions.
First,wepresentanextensivesetof link-quality measure-
mentsfrom an 18-nodeindoor ad hoc network, anda 7-
noderooftopnetwork.Second,weidentify theproblemof
highly variablelink quality asa key obstacleto practical
useof existing ad hoc networks.Third, we evaluatethis
problem's impact on existing routing protocols.Finally,
we describethe design,implementation,andanalysisof
a loss-basedrouting metric that copeswell with a wide
distributionof link lossrates.

2 Overview of 802.11

This sectionbrie�y reviews somerelevant detailsof the
IEEE 802.11standardfor wirelessnetworks [6], which
describesa set of protocolsfor the physicaland MAC
layers.This paperconsidersonly 802.11in adhocmode,
which allows nearbynodesto communicatedirectly with
eachother, withoutany interveningaccesspoint.

2.1 PhysicalLayer

The physicallayer usedin this paperis direct sequence
spreadspectrum(DSSS).In theUnitedStates,DSSScan
beusedonany of 11channelscenteredevery5 MHz from
2412 to 2462 MHz. Sincechannelsmust be at least30
MHz apartto be non-interfering[6, section15.4.6.2],at
mosttwo completelynon-interferingchannelscanbeused
simultaneously. Thestandardde�nesmodulationschemes
for avarietyof bit ratesrangingfrom 1 to 11megabitsper
second(Mbps).Adapterscanswitchratesfor eachpacket
they send.

2.2 MAC Layer

The802.11mediumaccesscontrol(MAC) layerprovides
mechanismsfor carrier sense,collision avoidance,and
collisiondetection.

A nodeimplementscarriersenseby deferringtransmis-
sionuntil it canhearnoothernode.Broadcastpacketsare
controlledby this mechanismalone.

Basiccarriersenseis not suf�cient in caseswherethe
receiver is alreadyreceiving a packet that the transmit-
ter cannothear. For this reason,802.11controlsunicast

packetswith an additionalRTS/CTSmechanism.Before
sendinga datapacket, thesendersendsa shortRTS mes-
sage;if the receiver getsthe RTS and is idle, it returns
a CTS packet, giving the senderpermissionto sendthe
whole datapacket. To avoid unnecessaryoverheadfrom
RTS/CTSexchanges,they are disabledfor datapackets
whosesizeis lessthantheRTSthreshold.

While carrier senseand RTS/CTSdecreasethe prob-
ability of collisions,they do not eliminatethem.802.11
speci�es that receiversreturnan ACK messagefor each
unicastpacket successfullyreceived. If the senderhears
no ACK beforea speci�ed timeout,it resendsthepacket
aftera backoff period.Themaximumnumberof retrans-
missionsis a con�gurableparameterknown asthe short
retry limit or long retry limit, dependingon the size of
the packet. The 802.11ACK mechanismaddressesboth
theproblemof collisionsbetweensimultaneoustransmis-
sions,and the problemof packetscorruptedby noiseor
interference.

802.11transmitterscanfragmentunicastpacketslarger
thana speci�ed fragmentthreshold, allowing eachfrag-
mentto beseparatelyacknowledgedor retransmitted.

3 MeasuredDelivery Rates

Weconductedasetof experimentsto characterizetheun-
derlyingbehavior of radiolinks in ournetworks.Thissec-
tion presentsthemainempiricallessonsfrom our experi-
ments,followedby a descriptionof our wirelesstestbeds
andtheexperimentalmethodology.Thesectionconcludes
with adetailedlook at theexperimentaldata.

3.1 Empirical Lessons

The experimentspresentedbelow con�rm three obser-
vationsaboutwirelesslinks which affect how multi-hop
routing protocolsshouldbe designedto work over these
links. Theseobservations are that wireless links vary
widely in their delivery rates,that somelinks areasym-
metric,andthatlink deliveryratescanvaryquickly.

3.1.1 Link Variation

Most routing protocolsusehop countas their link met-
ric: they try to chooserouteswith the smallestnumber
of links. This works well if all links have similar char-
acteristics,which meansusinga longer routewon't im-
proveend-to-endperformance.However, aswe show be-
low, wirelesslinks canofferawiderangeof deliveryrates.
In thiscase,a longerroutemadeupof links with highde-
liveryratescanhavebetterend-to-endperformancethana
shorterroutewhich is madeup of links with low delivery
rates.
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3.1.2 Link Asymmetry

Our resultsshow thatsomewirelesslinks have asymmet-
ric delivery rates.This meansthat low-loss delivery of
routingupdatesin onedirectiondoesnotmeanthatsend-
ing databackalongtheroutewill workwell. It turnsoutto
be hardto take advantageof asymmetriclinks with pro-
tocols (suchas 802.11)that uselink-layer acknowledg-
ments.Thebestapproachto asymmetriclinks, therefore,
is to recognizeandavoid themif possible.

3.1.3 Link Variation Over Time

Thelastresultis thatlink performancevariesoverseveral
different time scales,from hoursto seconds.A routing
protocolcouldmeasure,for example,thedelivery rateof
its routing updates,andusetheseto predict link quality.
However, sincecalculatingprecisedelivery ratesrequires
countinglost and received packetsover many transmis-
sions,directmeasurementsmaynot reactquickly enough
to frequentchangesin link performance.Onealternative
is to usemeasuredsignalstrength.However, aswe show
in Section5.2,signalstrengthand“quality” indicatorsre-
portedby typical802.11hardwaredoesnotcorrelatevery
closelywith delivery rates.

3.2 Testbeds

We usedtwo wirelesstestbedsin our experiments.Oneis
an indoornetwork, while theotheris anoutdoorrooftop
network.

3.2.1 Indoor Network

The indoor testbedis a collectionof PCsequippedwith
802.11wirelessadaptersdistributedaroundour building,
asshown in Figure1. We placedeighteennodescasually
aroundthe �fth and sixth �oors, suchthat the resulting
network wasconnected.Radiopropagationwasnot con-
sideredwheninstallingnodes,exceptthatwhenpossible
we placednodesfurther from the �oor , to minimize ob-
structionby desks,monitors,computercases,andpeople.
For equipmentsecurity, thenodesareall placedin of�ces
or enclosedlabspaces.Oneof�ce hastwo nodes.

Of�ces are along the perimeterof the building, and
areseparatedby sheet-rockpartitions.Themiddleof the
building containsbathrooms,stairwells, and elevators,
surroundedby concretewalls. Of�ces are occupiedby
threeor four graduatestudents,or one professor. Most
have all-metal Steelcasedesksand bookshelves on one
or morewalls. Theceilingsaredrop-tile,with abouttwo
feetof spacebetweenthetilesandthenext concrete�oor .
Loungesoneach�oor containprinters,photocopiers,mi-
crowaves,andrefrigerators.

340 350
Firmwar eVersion 4 (node11:3) 4
HardwareRevision 00:20 00:22
SoftwareRevision 04:23(node11:03:82) 04:25
SoftwareSubrevision 00:00 00:05
Interface Subrevision 00:00 00:00
Bootblock Revision 01:50or 01:43 01:50

Table 1: Cisco Aironet 340 and 350 details.

The lab runs a wirelessnetwork using 802.11access
points.Theexperimentsdescribedin thispaperdonotuse
theaccesspoints,but theaccesspointsmayhaveaffected
theresults.Thereare3 accesspointson each�oor , using
802.11channels1,4, 8,and11.Theaccesspointsarealso
shown in Figure1.

All nodesin theindoornetwork usethePCI versionof
theCiscoAironet Model 340wirelessadapter[2], which
implementsthe IEEE 802.11bDirect SequenceSpread-
Spectrumprotocol[6]. The�rst columnof Table1 shows
detailedversioninformationfor the adapterswe usedin
theindoornetwork.

3.2.2 Rooftop Network

The rooftop network consistsof seven nodesdistributed
overa regionapproximatelyonesquarekilometerin area.
Node30 is locatedon theninth �oor of our lab building,
while the restaredistributedin the residentialneighbor-
hoodlocatedto thenorthwest.Their locationsareshown
in Figure2. The nodein our building is equippedwith a
13.5dBi Yagi (directional)antennawhich is indoorsand
pointsout thenorthwindow. It is connectedto the802.11
interfacewith a 20-foot (1.3 dB loss)cable.Theremain-
ing nodesareeachequippedwith a roof-mounted5.2dBi
omnidirectionalantenna,connectedto the 802.11inter-
facewith a 50-foot(3.4dB loss)cable.

All but oneof thehouseshostingtherooftopnodesare
threestorieshigh, andhave their antennasmountedon a
mast5-10 feet above the level of the roof. Thereis one
node(node32) locatedin a two-storyhouse,andits an-
tennais mounted15-20feetabove theroof height.Some
pairs of antennasare within line-of-sight of eachother,
while othershave varying amountsof obstructionsbe-
tweenthem, including slightly taller buildings, trees,or
otherobstructions.

All therooftopnodesusethePCI versionof theCisco
Aironet Model 350 wirelessadapter, which is very sim-
ilar to the Model 340 usedby the indoor network. The
mostsigni�cant differencebetweenthetwo modelsis that
the 350 hasa 100mWoutputpower, comparedwith the
30mW outputpower of the 340. The secondcolumnof
Table1 showsdetailedversioninformationfor theModel
350cardsweareusing.
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Figure 1: Node and lab access point (AP) locations on the 5th and 6th �oors . A map of the indoor testbed network.
Nodes are circles labeled with their identi�er ; APs are squares labeled with `AP' and the channel number. 6th �oor
nodes and APs are marked with `+'.
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Figure 2: A map of the outdoor rooftop network testbed.
Nodes are labeled with their network identi�er . Node 30 is
located on the ninth �oor of our building and is equipped
with a Yagi (directional) antenna, while the other six nodes
are equipped with omnidirectional antennas.

Transmit Rate Auto (1, 2, 5.5,or 11Mbps)
Channel 2 (2417MHz)
Transmit Power 30mW (indoor),100mW(rooftop)
Mode Ad hoc
Antenna 2.14dBi rubberduck(indoor),

5.2dBi omnidirectionalor
13.5dBi Yagi (rooftop)

Table 2: 802.11 settings.

3.3 Experimental Procedure

We performeda seriesof experimentsto determinethe
loss characteristicsbetweeneach pair of nodesin the
testbeds.During an experiment,onenodetries to broad-
casta seriesof equally-sizedpacketsat a constantrate,
and the other nodesrecordwhich packets they receive.
In a completesetof experiments,every nodetakesa turn
at broadcastingits shareof packets.Sincethe broadcast
periodsdo not overlap,nodesdo not interferewith each
other.

Eachpacket containsthe sender's identi�er anda se-
quencenumber. Thetransmittingnodelogsthetransmis-
siontimeandsequencenumberof everypacketsent.Each
receiving nodelogsthesender's identi�er, sequencenum-
ber, and receptiontime for every successfullyreceived
packet. Signal information is also reported,as provided
by the802.11interfaceonaper-packetbasis.

No routing protocol is running during theseexperi-
ments:only experimentpackets are sentor received on
eachnode's wirelessinterface.The interfacesarecon�g-
uredto usea unique802.11SSID(network name);other
802.11parametersfor bothtestbedsareshown in Table2.

We attemptedto setthecards'maximumtransmitrate
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to the lowest available setting,1 Mbps, to prevent the
cardsfrom automaticallychangingspeedsin responseto
link conditions.However, furtherinvestigationhasshown
thatthecardsdonot honorexplicit ratesettings,andmay
have transmittedat higherrates.

Finally, using broadcastpackets insteadof a unicast
packets avoids the 802.11ACK and RTS/CTS mecha-
nisms.

We performedexperimentswith big andsmallpackets.
Small packetswere50 bytes(8 bytesdataplus UDP, IP,
andEthernetheaders),approximatingthe sizeof 802.11
RTS/CTS and ACK packets. Thesewere sent at 1024
packetsper second.Big packetswere 1024bytes,more
representative of large datatransfers.Theseweresentat
50packetspersecond,atanevenrate.Theresultis asend
rateof somewhatmorethan400,000bits persecond,due
to 802.11headers.This shouldbe well below the mini-
mum802.11capacityof 1 megabitpersecond.However,
on someoccasionsnodewerenot ableto broadcastat the
desiredrate,perhapsbecauseof 802.11traf�c outsideour
control,or to interferenceappearingto thecardascarrier.

3.4 Results

3.4.1 Link Variation

We conductedtwo setsof experimentswith the indoor
testbedin the afternoonof Friday 8 February2002,one
for smallpackets(8-Feb-13:30-50-byte) andonefor large
packets(8-Feb-15:15-1024-byte). Eachnodetransmitted
for 300secondsduringeachsetof tests.

Figure3 shows thecumulative distribution of delivery
ratesacrossall links for eachpacket size.Thetwo direc-
tionsbetweeneachnodepairareconsideredto beseparate
links.

The �gure shows that about50% of the links deliver
nopackets,while thebest20%of links delivermorethan
95%of their packets.Thedelivery ratesof theremaining
links areevenly distributed.Otherexperimentson differ-
entdays,at differenttimes,andwith differentparameters
con�rm that in generalthe links in thenetwork exhibit a
wide rangeof delivery rates.

We conductedidentical sets of experimentson our
rooftop network. Figure 4 shows the cumulative distri-
bution of delivery ratesfrom two of thesesetsof experi-
ments,whichwerecarriedouton theeveningof Wednes-
day 6 March 2002.Like the indoor testbed,the rooftop
testbedhaswidely varyingdelivery ratesfor bothpacket
sizes.Otherexperimentsover several daysexhibited the
samedistributionof delivery rates.

As discussedin section3.1.1,thewide variationin de-
livery ratesfor both testbedssuggeststhat shortest-path
routingwill notwork well on thesenetworks.
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Figure 3: Cumulative distribution of per-link delivery rates
on the indoor network. Note that many links are of inter-
mediate quality.
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Figure 4: Cumulative distribution of per-link delivery rates
on the rooftop network. Again, many links are of interme-
diate quality.

3.4.2 Link Asymmetry

Figure5 shows the delivery ratesfor eachlink pair (the
two links in eachdirection) betweentwo nodesfor the
8-Feb-13:30-50-byte experiment,excluding pairs where
neithernodereceivedany packets.Link pairsthatarevery
goodin onedirectiontendto begoodin bothdirections,
andpairsthatareverybadin onedirectiontendto bebad
in bothdirections.However, roughly10%of thelink pairs
shown haveasymmetricdeliveryrates,de�nedasadiffer-
enceof morethan20% betweenthe ratesin eachdirec-
tion. The links betweennodes27 and25 standout: node
27 is locatedin the �fth �oor machineroom,while node
25is to thesideonthesixth �oor . Similar resultswereob-
tainedfrom experimentsconductedatdifferenttimes,and
with largepackets.

While Figure5 suggeststhat thereis limited valueto
usingthegooddirectionof asymmetriclinks, but notice-
ablevaluein avoiding thebaddirection.
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Figure 6: Example per-second variation in link deliv-
ery rates. Each point is the delivery rate over one sec-
ond during 8-Feb-13:30-50-byte. The delivery rate of the
18! 19 link �uctuates on a time-scale of seconds, while
the 21! 20 link is comparatively stable.

3.4.3 Link Variation Over Time

Figure 6 shows the second-by-seconddelivery ratesfor
two links from the8-Feb-13:30-50-byteexperiment.The
graphsshow thatwhile deliveryratesaregenerallystable,
they cansometimeschangeveryquickly.

Figure7 summarizesvariationin lossrateovertimefor
all links. For eachlink, we calculatedthemeanandstan-
darddeviation of the1- and10-secondlossratesover the
whole experiment.The graphshows the cumulative dis-
tribution of thesestandarddeviations,normalizedby the
respective means.We uselossratesratherthandelivery
ratesfor thisanalysisbecausewewantthegraphto re�ect
more strongly the changesin the delivery rate on links
with low loss,sincevery lossylinks areuselessfor data
traf�c regardlessof their variation.

Resultsfor 1 and10-secondwindowsshow thatquitea
few links varygreatlyon thesetimesscales.For example,
half of thelinks hadstandarddeviationsin their 1-second
loss ratesthat exceededhalf of the mean1-secondloss
rate.This suggeststhatwirelessroutingprotocolsshould
useagilepredictorsof link lossrates.

Figure 8 shows the variation in short-termloss rates
from thesameexperimentasin Figure7, but carriedout
on the rooftop network (6-Mar-18:30-50-byte). This �g-
ureshowsthatshort-termlossratesin therooftopnetwork
varynearlyasmuchasthey do in theindoornetwork.

A third set of experimentswas performedover a 24-
hour period(10-Jan-24h-1024-byte), spanningtwo days,
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Figure 8: Cumulative distribution of the normalized stan-
dard deviation of short-term link loss rates calculated
over 1 and 10 second intervals on the rooftop network.
(6-Mar-18:30-50-byte).

to examinethe variationin link performancethroughout
the day. Eachexperimentwas 30 minuteslong, during
which eachnodeattemptedto broadcast100 1024-byte
packets per secondfor 30 seconds.As expected,most
links showed daily variations;someexamplelink deliv-
eryratesareshown in Figure9.Somelinksbecameworse,
perhapsbecausemorepeoplewerearound:moreinterfer-
ing radiosandapplianceswere in use,andhumanbod-
iesattenuatesignalsin the802.11spectrum.Surprisingly,
somelinks becamebetterduring the day. We conjecture
that this is becauseof�ce doorsareopenduring theday,
improving radiopropagationfor somelinks.

A similar setof 24-hourexperimentswasalsocarried
out on the rooftop network. As in the caseof the indoor
network, the performanceof somelinks variedover the
courseof the day, althoughto a somewhat lesserextent
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Figure 9: Example variations in link delivery rates during
the day, from 10-Jan-24h-1024-byte. Each point is a differ-
ent experiment. The 6! 17 and 6! 23 links show strong
day/night and hour-to-hour variation, while the 6! 12 link
does not.

than in the indoor network. This is most likely because
thephysicalobstructionsatrooftopheightsareunlikely to
changesigni�cantly over thecourseof a 24 hourperiod.
Thevariationthatwe did observe in therooftopnetwork
over thecourseof a daywerelikely dueto changingpat-
ternsof RF interferencein thearea.

4 Simulations

To explore the effects of the observed link characteris-
ticson theperformanceof existingnetwork protocols,we
evaluatedDSDV andDSR on a simulatednetwork with
losscharacteristicssimilarto ourindoortestbed.Theeval-
uationis basedon end-to-endthroughputachievedon the
routesselectedby theseprotocols,comparedto the best
achievablethroughput.
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4.1 Simulation setup

Thesesimulationsuse version 2.1b3 of the ns simula-
tor [9] with the CMU wirelessextensions[11]. All the
simulationsusedthe 2 Mbps 802.11implementationin-
cludedwith theCMU extensions.RTS/CTSwasenabled
for all unicasttransmissions.Weusedtheincludedimple-
mentationsof DSDV andDSR with the default parame-
ters,exceptthatARPwasdisabled.

Thesimulatednetwork consistedof eighteennodes,as
in theindoortestbed.To modellossrates,wereplacedthe
nsradiopropagationmodel'spower calculationswith the
averageloss ratesfrom the 8-Feb-13:30-50-byteexperi-
ment.Eachradio transmission(including eachphaseof
thefour-wayRTS/CTS/Data/ACK exchange)is randomly
assigneda receivedpower level of 0 at eachnodewith a
probability correspondingto the observed lossratefrom
thesenderto thatnode.Otherwisethepacket is assigned
areceivedpowerlevelwell abovethepowerlevel required
for successfulpacket reception.

Becausewe usedthe lossratesto assignpower levels,
they alsodetermineinterferenceandcarriersensebetween
nodes.Theoriginalpropagationmodelfeaturestwopower
thresholds:oneat which a nodecanreceive an incoming
packet,andoneat which it cannotreceive thepacket,but
can still senseand be interferedby it. In our simpli�ed
model,receptionandinterferencebothoccurwith aprob-
ability equalto our observedaveragedelivery rate.In re-
ality, theprobabilityof interferenceshouldbehigherthan
thedeliveryprobability, soourmodeloverestimatesdeliv-
ery rates.Usinga singleprobability leadsto thedelivery
of somepacketswhichshouldhavebeendelayedbecause
of carriersenseor lostdueto radiointerference.

Eachsimulationbegins with onenodein the network
sending1024-bytepackets to anothernodeat a rate of
onepacket per second.This affords the routing protocol
time to establishroutesand settle into steady-stateop-
eration.After oneminute, the sourcenodebegins send-
ing 2 Mbps CBR traf�c with 1024-bytepackets,for � ve
simulatedminutes.In a completesetof experiments,two
simulationsareconductedfor every pair of nodesin the
network — onefor eachsendingdirection.

Weevaluatetheroutingprotocolsby thedeliveryrateof
the2 MbpsCBRtraf�c. Thismeasurere�ects theunderly-
ing quality of the links alongtheselectedpaths,because
retransmissionsreduceavailable capacity. It also penal-
izeslongerroutes,whichhave reducedavailablecapacity
becauseof interferencebetweensuccessive nodesin the
route.

For comparison,we also estimatedthe throughputof
the“best” routebetweeneachpairof nodes.For eachpair,
we generateda list of all routesfewer than six hopsin
lengthandrankedthembasedon theexpectedtotal num-
ber of dataandACK transmissionsrequiredfor the suc-

cessfuldeliveryof asingledatapacket.For eachof thetop
ten routes,we ran the samesimulationdescribedabove
andtook theroutewith highestthroughputas“best.”

In reality, to de�niti vely determinethe true “best”
would requirean analysiswhich accountsfor probabil-
ity of interferencebetweeneachpairof nodesin theroute.
Nevertheless,our“best” routescanonlyunderestimatethe
optimalroutefor thegivenconditions.

4.2 Results

The resultsof the simulationsare shown in Figures10
and11. In eachgraph,onevertical line is shown for each
communicatingpair of nodes,with eachdirectionplotted
asa separateline. Thedatais sortedalongthehorizontal
axisby the throughputgivenby thebestroutewe found.
Throughputin Mbpsis shown in thetopgraphs,andaver-
ageroutelengthis in thebottom.Sincewe usedonly one
staticroutefor each“best” test,thelengthsof thoseroutes
areseenashorizontallinesat integervaluesin thebottom
graphs.

Thehighestthroughputshown for any routeis roughly
80% of the total available 2 Mbps. This is aboutwhat
is expectedafter accountingfor bandwidth consumed
by link-level headersand RTS, CTS and ACK packets.
Thethroughputplotshavethreeregions,correspondingto
the lengthsof the bestroutes.Longerrouteshave lower
throughputbecauseof interferencebetweenthe succes-
sivehopsof theroute.Thusa two-hoppathcandeliverno
betterthan50%of theavailableone-hopthroughput,and
a three-hoppathcandonobetterthan33%.

4.2.1 DSDV

The DSDV resultsin Figure10 areparticularlystriking.
End-to-endthroughputfor DSDV' s multiple-hoproutes
falls far shortof thebestpossible,averagingjust 41%of
bestamongtwo-hoproutesand24%of bestin three-hop
routes.Even amongone-hoproutes,performanceaver-
ages5%lessthanthebestpossible.

DSDV' s low throughputsresult directly from the ef-
fectsdescribedin Section3. Theselead to poor perfor-
mancein severalways:

Missedupdateson high-quality links. A missedroute
updateonalink betweentwo nodeswill causethosenodes
to usean alternateroute betweenthem,even if the link
is otherwisehigh-quality. This alternateroutewill stayin
useuntil the next routing period,which in the ns imple-
mentationis 15 secondslong. Failuresof this natureare
seenin thegraphaspairswheretheaverageroutelength
usedby DSDV is higherthanoptimal.Thesefailuresbe-
comemore likely the longer the ideal route,so onecan
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Figure 10: (a) A comparison between the end-to-end
throughput made available using DSDV (marked by the
bottom of each vertical line) and the estimated “best” route.
One line is plotted for each pair of nodes. (b) The corre-
sponding average route length used by successfully deliv-
ered packets for each of the pairs in (a).

expect the performanceof DSDV to degradefurther in
largernetworks.

Updatesreceivedover poor quality links. If a link ex-
istsbetweensenderandreceiverwith a50%deliveryrate,
thenthosenodeswill usethat link 50% of the time, de-
spitethefactthatit requiresonaveragetwo transmissions
of eachdatapacket. An asymmetriclink can exhibit an
evenmoreseriousproblem,by deliveringupdatesin one
directionwith highprobabilitywhile providing decreased
bandwidthin the other. Thesefailuresare seenas pairs
wherethe averageroute length usedby DSDV is lower
thanoptimal.

Multiple paths of equal length. The most common
failure of DSDV resultsfrom the fact that betweenany
pair of nodes,thereareusuallymultiple pathsof theopti-
mal length,mostof which havesuboptimalquality. From
thesechoices,theprotocolwill alwaysselectthe routeit
hearsabout�rst for eachsequencenumber. As thenodes
get further apartandthe numberof pathsincreases,this
�rst-receivedpathis lesslikely to betheideal.This is the
reasonthatfor many pairs,performanceis well below the
idealwhile theutilizedroutelengthappearsto becloseto
'correct'.

4.2.2 DSR

Figure11 shows thatDSRfaresmuchbetterthanDSDV,
performingat 98% of maximumon one-hoproutes.On
longer routes,however, performancedegradesdramati-
cally, averagingjust85%of maximumontwo-hoproutes,
and29%onthree-hoproutes.
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Figure 11: A comparison similar to the one shown in
Figure 10, but for DSR: (a) shows end-to-end through-
put made available by DSR for each pair of nodes, com-
pared to “best”. (b) shows the corresponding average route
length used for successfully delivered packets.

In contrastto DSDV, DSRgenerallyusesrouteslonger
thantheoptimal.This is a consequenceof the “route re-
pair” mechanismin the protocol, which operateswhen
802.11signalsthat the next hop hasrepeatedlyfailed to
ACK apacket.Thenodeattemptingto forwardthepacket
consultsits list of cachedroutes(which it obtainsfrom its
own routequeriesandfrom overheardtraf�c), to seeif it
hasanalternaterouteto thepacket's intendedrecipient.

In simulationsin which the sourceandreceiver nodes
are far apart, there are more potential routes between
them,and it becomeslesslikely that the sender's initial
routequerywill result in an acceptableroute.Whenany
link alongthatroutefails to delivera packet,analternate,
mostlikely longer, routewill beused.DSRneverchanges
routesexceptin thecaseof failure,so it is not surprising
thatmosttraf�c �o wsalongtheselongerpaths.

The end effect of DSR switching to a different route
only when the currentone fails is that it keepsswitch-
ing routesuntil it �nds onethatdoesn't produceany link
delivery failures.As long asthat link continuesto work
well, DSR will continueto useit. For this reasontends
avoid long-termuseof low quality routes,andthusper-
formsbetterthanDSDV.

5 RouteMetrics

Thissectionproposesroutingtechniquesintendedto han-
dle the observed loss characteristicsof wirelessad hoc
networks. Thesetechniqueshave beenpartially imple-
mentedbut not yetevaluated.

Themainproposalis thatroutingprotocolsusetheex-
pectedtransmissioncountof a packet as the route met-
ric. The transmissioncount includes all transmissions
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of a packet, includingany retransmissions.Transmission
countquanti�es the total impactof sendinga packet on
systemresources.That is, it measuresthe square-meter-
secondsof spectrumconsumedby sendingapacketalong
a particular route. If a multihop wirelessnetwork uses
routeswith lowertransmissioncounts,it cansupportmore
users.Transmissioncountis alsodesirablebecauseit pe-
nalizesrouteswith morehops,androuteswith poorlinks.

The expectedtransmissioncount of a packet along a
route is the sum of the expectedtransmissioncountsof
thepacketoneachof theroute'slinks.Transmissioncount
is anadditive metric,androutingprotocolsshouldprefer
pathswith lower transmissioncounts.

Transmissioncount is calculatedfrom the estimated
broadcastdelivery rateof eachlink. Assumingthat uni-
casttransmissionsuselink-layerACKs,thena link with a
broadcastdelivery rateof r f in theforwarddirection,and
a rateof rr in thereversedirectionhasanexpectedtrans-
missioncount 1=(r f � rr ).1 The ratesrf and rr may be
functionsof thepacketsize.

Beforewe canusetransmissioncountasa metric,we
must determinethe forward and reverseratesr f and rr

of eachlink. We cando this in two main ways:we can
observe the actualdelivery rateson the link, or we can
derive delivery ratesfrom signalmeasurementsprovided
by the802.11hardware.

5.1 Measured Delivery Rates

We can measurethe actualbroadcastdelivery rate of a
link by observingthenumberof broadcastswe hearfrom
eachsenderduring a speci�ed time interval. The mea-
sureddelivery rateis thenusedasan estimateof the fu-
ture delivery rate. This is not a new idea, and was de-
scribedin [14, 7], for example.However, the detailsare
important.Eachnode's broadcasts(e.g. routing updates
in DSDV) containacountof thenumberof broadcastsby
that node.Eachnodealsocountsthe numbern of rout-
ing broadcastsreceivedfrom eachneighborovera rolling
timewindow. Whenanodereceivesabroadcast,it cande-
terminehow many broadcastsit expectsto have received
from thatneighborby lookingat thedifference� between
thesmallestandlargestbroadcastcountsreceivedduring
thewindow. We canthencalculatethebroadcastdelivery
ratefrom theneighborconservatively as

r =
n � 0:5
� + 1

Onelimitation of this techniqueis thatit requiresmulti-
plepacketsduringa window to estimatethedeliveryrate.

1Eachattemptedtransmissionis onetrial in a Bernoulli process.A
successfultrial is onein whichthepacket is successfullyreceivedby the
recipient,andtheACK is successfullyreceivedby thesender.

If only onepacket is receivedduringa window, thenum-
berof broadcastsexpectedcannotbecomputed.This can
beanissue,for example,whenanew neighborcomesinto
rangeusinga protocolsuchasDSDV. A nodecannotcal-
culatethebroadcastdelivery ratefrom thenew neighbor
until theneighborhassentat leasttwo routeupdates.An-
otherdrawbackof thisdirectobservationtechniqueis that
it is sensitive to the window size.Longerwindows pro-
vide moreprecisionbut arelessresponsive to changesin
thedeliveryrate.This is aproblemwhenlinks changede-
livery ratesquickly, suchasin our testbeds.

5.2 PredictedDelivery Rates

Given that directly measureddelivery rates may not
be responsive enoughto accuratelymeasurea link, we
would like a morepredictive measurement.Most 802.11
adaptersprovide someinformation about the signal on
eachlink. The Aironet 340 and350 adapterscan return
two signalmeasurementsto theroutingsoftwarewith ev-
ery received packet: signal strengthand signal quality.
Signalstrengthis recordedin dBm,andmeasuresthetotal
amountof radioenergy experiencedby thewirelessinter-
face,includingnoise.2 Unfortunatelythe quality number
is not de�ned by the Aironet programmingmanual[1].
However, theAironetsusetheIntersilPrismII chipset[4],
whosedocumentation[3] de�nesquality to bea measure
of thesignal-to-noiseratio.

To determineif thesesignalmeasurementsareuseful
for characterizinglinks, weexaminedtherelationshipbe-
tween short-termdelivery ratesand the signal strength
and quality reportedby the Aironet 340s on our in-
door testbed.Figure12 shows theserelationshipsfor the
8-Feb-13:30-50-byteexperiment,over1 secondintervals.
Eachpointplotsthedeliveryrateoveronesecondof apar-
ticular link, alongwith averagesignalstrengthor quality
of thelink' ssender, asmeasuredby thelink' s receiver.

Unfortunately, thereis no precisecorrelationbetween
delivery ratesand either signal strengthor signal qual-
ity. Figure 13 shows data broken out by two example
links over time. For somelinks, suchas18 ! 19, signal
strengthdoesnot vary appreciably, even as the delivery
ratechangesmarkedly. We calculateda linear regression
of deliveryrateagainbothsignalstrengthandsignalqual-
ity, for eachlink individually. We discoveredthat every
link had different parametersfor theseregressions,and
that no parameterswould suit all links. Indeed,the de-
livery ratesof somelinks hardly dependedon the signal
strengthor qualityat all.

2Signalstrengthis derivedfrom a quantityknown asRSSI(received
signalstrengthindication),usingatablein the�rmw areof eachadapter.
This table approximatesthe function dBm = 100 � RSSI. RSSI is
describedby the802.11speci�cation[6] as“a measureof theRFenergy
received.. . ” (Section15.4.5.10.2).
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Figure 12: Delivery rate versus quality and signal strength
as reported by the Aironet card. Each point is the delivery
rate over 1 second for some link, plotted against the link's
average signal strength or quality during that interval, from
8-Feb-13:30-50-byte. There is no simple relationship be-
tween signal strength and delivery rate; quality is a slightly
better predictor.

Looking at the aggregate data though, high signal
strengthandlow qualityvaluesdocorrelatewith highde-
livery rates.Oneapproachwould be to simply threshold
links basedon their signalstrengthor quality. For exam-
ple, a link whosesignalstrengthis above -75 dBm could
be assigneda delivery rateof 0.75 or 0.8; a link whose
signalquality is lessthan10 couldbeassigneda delivery
rateof 0.7.

Thesearevery coarse-grainedpredictors.A moreso-
phisticatedapproachwould be to combinethe directly
measuredbroadcastrateswith a separatepredictor for
eachlink. Thepredictorwould trackthedelivery ratehis-
tory andsignalstrengthandquality numbersto �nd the
best relationshipbetweenthe signal measurementsand
thelink' sdeliveryrate.

5.3 Managing Measurements

The previous subsectionsdescribehow to estimatethe
broadcastdelivery rate of a link on the receiver's side.
This provideseachnodewith rr , thereversedelivery rate
of eachlink. For nodesto learnr f , the forward delivery
rate on the link, link receiversmust sendlink measure-
mentsbackto thelink senders.

Link measurementsvaluescanbe“ping-ponged”back
to the link senderin the headerof every unicastpacket
sent back to that neighbor. Most links will experience
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Figure 13: Average signal strength, average signal quality,
and delivery rate for example links, over 1 second inter-
vals, from 8-Feb-13:30-50-byte.
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sometwo-way communication;for example,TCP sends
ACKs back to the TCP sender. However, for links that
aren't used,the reversemeasurementsfor every link can
be included in routing advertisements.For on-demand
protocolsthatdon't haveperiodicbroadcasts,a dedicated
packet exchangemust occur for nodesto properly esti-
matelink delivery rates.

6 RelatedWork

Previous work that considerswirelesslink selectionfor
multihopadhocnetworkshasbeencarriedoutusingboth
simulationsandprototypenetworks.

In [12], themeantime for which a link will be “avail-
able” is predictedbasedon the positionsandmotionsof
thenodesateachendof thelink, andaparameterto adapt
to environmentalchanges.The reliability of a link is de-
�ned as the meantime it is available,andthe reliability
of a route,or path,is de�ned astheminimum reliability
(Tmin ) of theroute's links. Thebestrouteis thatwith the
maximal Tmin and the minimal numberof links. Simu-
lator resultsin [12] show that this metric providesbetter
resultsthatjust usingshortestpaths.

In preemptiverouting[10], low receivedsignalstrength
is usedto predictwhena link, andthusaroute,will break.
Whensignalstrengthbecomeslow, the routing protocol
canpreemptivelyselectanew goodrouteto thesamedes-
tination,on theassumptionthat low signalstrengthindi-
catesthat the other end of the link will soonbe out of
range.New routesare selectedso that all links have a
signal strengthgreaterthan somethreshold.Low signal
strengthsaremonitoredfor aperiodof timeto ensurethat
randomsignal fadesdo not prematurelytrigger a route
change.Simulationswith DSR [10] show that this tech-
niquedecreasesthenumberof brokenroutes,andgener-
ally decreaseslatency.

Signal stability-basedadaptive(SSA)routing [8] also
usessignalstrengthto chooseroutes.SSAclassi�esalink
asweakor strongby comparingthelink' s signalstrength
to a threshold.SinceSSAassumesthatlinks aresymmet-
rical, thesignalstrengthsof packetsreceivedfroma des-
tination are usedto classify the link to that destination.
SSAtriesto pick routesthatonly have stronglinks. SSA
alsoaddsa stability criterion to only considerlinks that
havebeenclassi�edstrongfor morethanaspeci�edtime;
however, [8] reportsthat this is not effective in reducing
brokenroutes.

The CMU MonarchProjectconstructeda testbednet-
work [17, 16] running DSR [13]. Their implementation
includedaqualitymetric[20] basedonpredictionsof link
signalstrengths;thesepredictionswerecalculatedusinga
radiopropagationmodelthatconsideredthelocationsand
movementof thenodesattheendof eachlink. Thequality

of a link is de�ned astheprobabilitythatthelink' s signal
strengthwill beabovesomereceptionthreshold;a route's
quality is theproductof its links' qualities.Higherquality
routesarepreferredwhenselectinganew route.

The above techniquestry to pick links in mobile net-
worksso that the links won't breaksoon,or detectwhen
links areaboutto break.They all assumethat link qual-
ity is a simple thresholdfunction of signalstrength(ex-
ceptfor [12], which assumesquality is a functionof dis-
tance).However, our experiencewith a staticindoornet-
work shows that signal strengthremainsrelatively con-
stantfor a given link over a given distance,while deliv-
ery ratescan vary considerably. This is consistentwith
theactualbehavior of radios:thesuccessfulreceptionof a
packet actuallydependson thesignalto noiseratio at the
receiver, alongwith receiver's sensitivity. Moreover, our
measurementsof signalstrengthandcoorespondingloss
ratesindicatethatin practicethereisnosinglerelationship
betweenthetwo values.Thiswouldmakeimplementation
of any of theabovetechniquesdif�cult onour testbeds.

The DARPA packet radio network (PRNET) [14] di-
rectlymeasuresbidirectionallink quality, by countingthe
fractionof packetsreceivedon eachlink betweenrouting
advertisements.This is possiblesince,unlike 802.11,the
MAC androutingprotocolareintegrated,andtherouting
protocolcanexamineevery packet seenby the interface.
Thesemeasurementsaresmoothed,andlinks areclassi-
�ed asgoodor badbasedon a threshold,with hysteresis.
Badlinks arenot consideredwhenchoosingroutes,using
a shortestpathsalgorithm.Although the PRNETradios
providedmeasurementsaboutreceivedsignalpower and
noise,thesewerenotusedto pick routes.

Thecombatnetradiosystem[7] alsodirectlymeasures
link quality using received packet counts,and links are
classi�edasgood,bad,or non-existentby comparingthe
measuredqualities to thresholds.Routesare chosento
minimizethehopcount,exceptthat routeswith badlinks
areavoided.Routequality is de�nedasthenumberof bad
links in theroute.

7 Conclusions

Thiscontributionof this paperis to show how lossyradio
links canseverely impactadhocroutingprotocolperfor-
mance.We providedananalysisof link delivery ratesus-
ing measuredresultsfrom two wirelesstestbednetworks,
whichillustratedthreeimportantpointsaboutreallink be-
havior:

1. Link performanceis not bimodal; links can have
many delivery rates.This meansthat routing pro-
tocolsmustaccountfor individual link performance
whenchoosingroutes.
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2. Asymmetriclinks arenot uncommon.This violates
theassumptionsof many proposedadhocprotocols.

3. Link delivery ratescan changequickly, so routing
protocolsshouldhavegoodpredictorsof link perfor-
mance.

Simulationsusingthemeasureddelivery ratesshowed
how lossylinks reducethe performanceof the DSR and
DSDV protocols.

We presenteda new routemetric, the expectedtrans-
missioncountof a route,which favorsrouteswith higher
throughput,fewer links, andlessspectrumconsumption.
We alsodiscussedhow to obtainthismetricfor eachlink,
eitherusingdirectlymeasuredbroadcastdeliveryrates,or
byusingsignalindicatorsfrom theradioadapterto predict
lossrates.
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