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Chapter 1

Intr oduction

Traditionaloperatingsystemssafelymultiplex resourcesor applicationsby providing commonabstractions
applicationanuse.While theseabstractionprovide a portableandprotectedview of the systemthey only
approximatewhat applicationsneed. Often they provide eithertoo muchor not enoughfunctionality, thus
hindercertainapplications performanceTheexokerneloperatingsystemaddressethis problemby applying
the end-to-endargumentto operatingsystemsthe kernelonly multiplexeshardwareandprotectsresources,
leaving all softwareabstraction@ndresourcemanagemenpoliciesfor userlevel applicationgo define. To
increaseusability, mostexokernelapplicationsdo not directly communicatewith the kernel,but insteadare
linked with userlevel librariesimplementingoperatingsystemabstractions.Kaashoeket al [23] shaved
that exokernelapplicationsexhibit betterperformanceallow moreflexibility, and offer more functionality
becauseraditionalabstractionganbe optimizedbasecdn applicationneeds.

The goal of the thesisis to presenta multiprocessorexokernel capableof supportingparallelapplica-
tions, andto shav that unprivilegedlibrary implementationof operatingsystemabstractiongs viable on
multiprocessosystems.We are motivatedby obsenationsmadeby numerousesearcherthat traditional
multiprocessopperatingsystemsarenot flexible enoughto supporthigh performanceparallelapplications.
Poorintegrationbetweeruserlevel threadsandkernel[3], rigid communicatiorabstraction$s], andthelack
of applicationspecificinformationin processchedulind9], for example,canseverelylimit theperformance
gain of runninga parallelapplicationon multiple processorsOn an exokerneloperatingsystem however,
thesdimitationsmaynotexist becaus¢he appropriateschedulingdecisionsandcommunicatiorabstractions

canbeimplementedy eachapplication.

1.1 Background

The goal of exokernelis to securelymultiplex systemresourceso unprivilegedapplications.Therearefour

importantdesignprinciples.



1.1.1 Exokernel ProvidesProtection, Not Management

An exokernelprotects,but doesnot manage systemresources.Throughsystemcalls, it exportsfunctions
that directly affect protection: allocation,sharing,andrevocationof resources Whento allocate,whento
revoke,andhow to authenticatepn the otherhand,aremanagemenoliciesleft for applicationgo define.

For example,on an exokernelsystem,eachexecutioncontext is known asan ervironment(represented
usingEnv objects).An ervironmentessentiallyrepresents protectiondomain:it definesanaddresspace
andstoresstatedor the currentexecutioncontext. This abstractioris necessaryor protectedsharingof the
processoandmemory:unlessexplicitly specifiedo be,dataandcodein oneaddresspacearenotvisiblein
otheraddresspacesthereforea maliciousapplicationcannottamperor destry anyoneelses program.On
theotherhand while exokernelofferssystencallsfor allocating,deallocatingandschedulingervironments,
it doesnot imposerestrictionson the organizationof the addresspaceor schedulingof the ernvironment.
Thosedecisionsareleft for applicationso make.

Dynamically createdhierarchically-namedapabilities[26] sene asanotherexamplethat protectionis
decoupledfrom management.A processmust specify a capability when using a systemcall to accessa
resource.Exokernelperformsonly the requestedactionif the capability supplieddominateshe capability
guardingtheresourceBecaus@&apabilitiesonaresourcaresuppliedoy theapplicationwhenaninitial bind-
ing is createdan exokernelonly enforcesaccessights, but the decisionof who shallhave accesprivileges

(i.e.,whatthe capabilitylookslik e) is left for applicationdo make.

1.1.2 Exokernel ExposesHardware

An exokernelgivesapplicationsdirectaccesgso hardware,ratherthanencapsulatinghemin high-level ab-
stractions For example traditionaloperatingsystemgepresenphysicalmemoryasvirtual memory Virtual
to physicaladdresdranslationsare manageddy the operatingsystem. An exokernel, on the other hand,
multiplexesphysicalmemorydirectly. Virtual to physicaladdresgranslationsaremanagedy applications.
Eachphysicalpageis exposedto applicationghrougha ppage object,which storesa pagenumber status
of the page(i.e., free, dirty, or usedfor buffer cache) capabilitiesandownership.Supplyingthe correctca-
pabilities,anapplicationcanusesystemcallsto choosewhich physicalpagest wantsto use,andwherethey
shouldbe mappedio. Pagefaultsare handledby applicationsaswell, allowing powerful userlevel virtual
memoryabstractiongo be constructed For example,an applicationcanexploit the extra threebits on each
valid x86 pagetableentry (i.e., with presenbit set)to performcopy-on-write;or it canelectto saze network
addresse invalid pagetable entries(i.e., without presentbit set)and performremotepagingin the page

faulthandler



1.1.3 Exokernel Offers Basiclnterfaces

Exokernel offer basicinterfacesthat applicationscan useas building blocksfor higherlevel abstractions.
Theseinterfacescanhave default behaviors, aslong asthey canbe by overriddenby applications.For ex-
ample, exokernelprovidesa protectedcontrol transfermechanisnthat allows context switchingfrom one
ervironmentto anotherin a safeway: kernelchangeghe programcounterto an agreed-uporwvaluein the
callee,donateghe currenttime sliceto the callee,and passeslatato the calleethroughregisters. Protected
controltransferis basicenoughthatapplicationscanuseit to implementothercontrol transferabstractions,
suchassynchronousr asynchronousPC. On the otherhand,applicationscanchoosenot to useprotected
controltransferandimplementiPC anothemway. For example throughsharednemoryandpriority schedul-

ing, asdoneon UNIX.

1.1.4 Unprivileged Extensibility RequiresProtectedSharing

Someextensiblesystemd1, 8, 16, 30] allow applicationgo alter systembehaiors by insertingapplication
specificextensions.To ensuresafety thesesystemsftenapply restrictionson whereandhow extensionscan
be insertedand executed.In comparisonthe exokernelapproacthto extensibility providesmore power: an
exokernelonly securelymultiplexesavailable hardware, leaving all systemabstractiongor applicationsto
constructandusein library operatingsystemsRecursvely applyingthis approacho extensibility, someab-
stractionglefinedby thelibrary operatingsystenplacetheir statesn sharednemory giving eachapplication
the optionof implementingevenmorecustomizedabstractionbasen thesestates.

An importantconsequencef thelibrary operatingsystemstructureis thatapplicationscannottrusteach
other This propertystemsfrom the factthat unlike traditionalimplementation®f systemabstractionsili-
brariesareunprivilegedandcanbe modifiedor replacedat will. Thus,whensharinga commonresourcea
procesdinkedwith alibrary cannottrustotherprocesseto exhibit similar behaviors.

Becausexokernelapplicationsare not trusted,providing protectedaccesgo operatingsystemabstrac-
tionsbecomeimportant. While placingabstractionsn a privilegeddomain(e.g.,insidea protectednethod
[12] or a sener) providesprotection,it reducesextensibility and performance Instead,an exokerneloffers
two mechanism$or implementingsystemabstractionsn an unprivilegedyet safefashion. One, exokernel
requireshierarchically-namedapabilitiesbe specifiedon eachsystemcall. In orderto access sharedre-
source,a procesanust supplythe correctcapability[26]. This preventsa maliciousprocessrom gaining
reador write privilegesto protectedmemorypages. Two, an uniprocessoexokernelprovidesrobust criti-
cal sections:inexpensve critical sectiondmplementeddy logically disablingsoftwareinterruptsand using
restartableatomic sequencesn the rare occasiorthat the critical sectionis interruptedbecausef fairness
violations[7]. Asidefrom negotiatingconcurreny, critical sectionsarecrucialto protectedsharing:whena
processnanipulateshareddatain acritical sectionjt candependnthe shareddatato remainconsistentin-

til theendof thecritical section.Consequentlyprotectedsharingcanbe providedif processessedefensve
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programmingo verify the correctnessf the shareddataat the beginning of eachcritical section.

The advantageof placing abstractionsn sharedmemoryis extensibility. Sometimeshowever, shared
memorycannotbe used. When applicationsemanticgequirestrict invariantsto be presered, sharedre-
sourcesare often placedin privileged domains. Forcing processeso usethesedomainscan be doneby
implementinghe domainsasIPC seners,protectednethodq12], or downloadablekernelmoduleq8]. For
example whenprocesseshareafile systenthatrequiredile modificationtimesbeaccuratedisk operations
mustbe guaranteedo modify file accesdime. Processesharingthis file systemmusteither have mutual
trustin eachother, or sharethefile systemthrougha privilegeddomain.

In threecaseshowever, placingabstractionsn sharedmemoryis suficient. One,whenprocessebave
mutualtrust, shareddatacanbe placedin sharednemorypageswith capabilitiesonly theseprocesseswn,
hencesafefrom maliciousapplications.Two, sharednmemorycanbe usedbetweerprocessewith unidirec-
tionaltrust. For example,sharingof resource®etweera parentprocessandanuntrustecthild procesoccur
frequentlyin UNIX. Often, the parentprocesscreatesa resourcefor the child procesgo use,but doesnot
carehow theresourcas beingusedafterit is handedff to thechild. In thiscasejf thechild processorrupts
theresourceit is atthe expenseof the child processtself. Network senersoftenfollow this organization:a
privilegedprocesge.g.i net d) acceptsanetwork connectionsforks, andthendropsprivilegein thechild to
performactionson behalfof a particularuser While the parentandthe child shareghe connectionthe state
of the connectiononly mattersto the child. Three,whenmutually untrustedorocessesharean abstraction
with verifiableor no invariants this abstractiorcanbe placedin sharednemoryaswell. If a maliciouspro-
cesstamperswith the sharedesourceptherprocessesanusedefensie programmingechniguego protect
themseles. For example,Engler[13] describesa UNIX pipe implementatiorthat usesa sharedrecordto
trackthe numberof bytesin the buffer usedfor the pipe. While it would be desirablefor this byte countto
remainconsistentit is asoftwareengineeringratherthanprotectionssue.Sincethereareno guaranteesn

the sensiblenessf the datain the pipe,knowing how mary bytesarein the pipe providesno gain.

1.2 Contribution of the Thesis

Thisthesisappliesthe exokernelprinciplesto a multiprocessocomputer Thetwo majorcontributionsare:

1. Thisthesispresentsa working multiprocessoexokernelthatmultiplexesmultiple processorso appli-

cations.

2. This thesisdemonstratethat unprivilegedlibrary implementatiorof operatingsystemabstractionss
viableonamultiprocessosystem.t presentsa simplemultiprocessolibrary operatingsystemnamed

VOS.
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1.2.1 A Multipr ocessorKernel

A multiprogrammedsystemoffers virtual parallelismto applicationswhereasa multiprocessocomputer
offers physicalparallelism,in the form of multiple processorsto applications.Previous exokernelsareall
designedor uniprocessocomputers.We presentSMP-Xok, a working multiprocessoexokernelthat mul-
tiplexesprocessorsisingthreenew interfaces:messag@assingbetweernprocessesn differentprocessors,

kernelsupportfor multithreading andflexible multiprocessoscheduling.

1.2.2 Building Multipr ocessoltLibrary Operating Systems

In previous uniprocessolibrary operatingsystemscgritical sectionshave beenusedextensiely to provide
protectedsharingof abstractionsn sharedmemory[11]. Providing critical sectionsin a multiprocessoti-
braryoperatingsystemhowever, is moredifficult. Onanuniprocessoexokernelsystempnly oneprocesss
runningatatime. Mutual exclusioncanbeeasilyprovidedby disablingsoftwareinterrupts(notrelinquishing
controlof the processountil critical sectionis completed)therefore¢emporarilydisalloving otherprocesses
from running. On a multiprocessosystem hawever, multiple processesnay be runningconcurrently This
impliesthat a critical sectionmustbe guardedusingsystem-widenot processowide, primitives. Existing
multiprocessosynchronizatioriechniquege.g. memorylocks andconditionvariables)arevoluntary Criti-
cal sectionscanbe providedif processeareexpectedto usethesetechniquesSinceexokernelapplications
areuntrustedthis expectationcannotbe made.Consequentlytraditionalsynchronizatioriechniquesannot
beused.

This thesisintroducesthe Copy-Modify-Replace(CMR) algorithmthat negotiatesconcurreng among
untrustedprocessedirst, a privatecopy of the shareddata,writable by oneprocessut readableby all other
processess obtainedthen,the privatecopy of thesharediatais modified;last,if nocontentiorhasoccured,
the privatecopy replaceghe previousversionof the datawith a pointermodification. The CMR algorithmis
optimistic. It assumeshat maliciousprocesseslo not exist. Whenthis assumptions provenfalsethrough
correctnessheckson the shareddataand/ordetectionof a brokenvoluntarymutualexclusionprotocol,the

critical sectionis eitherterminatedor retried.

1.3 RelatedWork

Thereis a plethoraof researcHiteratureon multiprocessopperatingsystemsmostfocuson differentsyn-
chronizationstratgjiesandtechniquesSereral paperdnfluencedhis thesisheavily.

Andersonet al [2, 3, 4, 5] discussoperatingsystemsupportfor multiprocessocomputers.In particu-
lar, muchemphasisasbeengivento the implicationsof differentdesignsandimplementation®f thread,
communicationandschedulingsystemsThreecontritutionsfrom their work influencedthe designandim-

plementatiorof SMP-Xok. One,adecentralizecpproacho structuringsystenmserviceson a multiprocessor
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computeremovessynchronizatiorbottlenecksthusimprovesglobal performance . Two, userlevel threads
aremoreefficientthankernelthreadecauséhreadoperationsionotrequirekernelcrossing.Three flexible
schedulingsupportand explicit event notificationcanimprove the performanceand functionality of thread
andcommunicatiorpackages.

Herlihy [19] proposesa generalmethodologyfor implementingconcurrentdata structureswith non-
blocking synchronization.Whenunexpecteddelays(e.g., pagefaults, hardwareinterrupts,and scheduling
preemption)and/orfailuresoccurto a processblockingsynchronizatiorcanpreventotherfasterandhealthy
processefrom enteringcritical sectiongguardedby locks the failing processholds. This stanation causes
performancelegradations.Non-blockingsynchronizatiortechniquessolve this problemby taking the ap-
proachthat critical sectionsshouldbe provided by individual processeswhen enteringa critical section,
eachprocessptimistically assumeshat thereare no contention. Anticipating that the assumptiormay be
false,a duplicatecopy of the shareddatais usedto preventmodificationsby contendingprocessesAt the
endof thecritical sectionif theassumptions shavn to befalse the critical sectionis retried. Otherwise the
duplicateddatareplacegherealdata(usuallydonethrougha pointerswap). This approactallows a process
to completeits critical sectionif otherprocessebave beendelayedor crashedThisthesispresents similar
synchronizatiortechniquethat negotiatesconcurreng amonguntrustedprocesseslin our case,in addition
to fighting delaysandfailures,we alsotry to preventmaliciousprocessefrom tamperingthe datastructure

while anothemprocesss in a critical section.

1.4 ThesisOrganization

Chapter2 describesynchronizatiorstratgiesin SMP-Xok. Chapter3 describeshreenew interfacesffered
by SMP-Xok: messaggassingkernelsupportfor multithreading,andmultiprocessoscheduling.Chapter
4 describesynchronizationissuesn alibrary operatingsystemfocusingon analgorithmthatprovidessyn-

chronizatioramonguntrustedorocessesChaptel5 presentsomeexperimentaresults.Chapte6 concludes.

1.5 Software Availability

Sourcecodeof SMP-Xok,the multiprocessoexokernel,andVOS, the multiprocessofibrary operatingsys-

tem,canbe downloadedrom the exokernelhomepagehttp://www.pdos.lcs.mit.eduse/.
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Chapter 2

Kernel Synchronization

SMP-Xok usesspinlocksandread-writelocks to synchronizekerneldatastructures.Threeothersynchro-
nization mechanismsare often employed in a multiprocessokernel: semaphores;onditionvariablesand
non-blockingalgorithms. Semaphoreandconditionvariablesarewell suitedfor multithreadedoreemptve
ervironmentswherea threadwaiting for a busylock canbe suspendetb make roomfor otherthreadge.g.
thethreadholdingthelock). An exokernelis non-preemptie, hencethesemechanismsannotbe deployed.
Furthermore sincenon-blockingalgorithmsare designedo combatdelaysfrom preemptionthey do not
provide visible benefit.

This chaptermpresentsSMP-Xok’s synchronizatiorstratgly. We focuson synchronizatiorbetweenker
nelsrunning on differentprocessorgoncurrently We discusssynchronizatiorissuesbetweenkerneland

applicationdn alaterchapter

2.1 Overview of Synchronization Strategies

The granularityof synchronizatiordirectly contributesto the performanceof a synchronizedkernel. With
coarse-grainetbcking, along critical sectionor alargeamountof shareddataareprotectecby asinglelock.
Therearetwo advantagedo using coarse-grainetbcking. One, the overheadof synchronizatioris small
becausenly onelock acquireoperationis neededor eachcritical section. Two, it is simpleto reasonand
implement.Coarsed-graitocking reducesomputatiorparallelism however. Whenlong critical sectionsare
used,contendingprocessorareforcedto wait for a long time, thusdecreasingrocessoutilization. When
alock is usedto guarda large amountof data,critical sectionshat usedifferentsubsetof the dataappear
to contendwith eachother Fine-grainedocking solvesthesetwo problems:a critical sectioncanbe broken
up into smallercritical sections;anddatacanbe brokendown into smallerpieces,eachsynchronizedy a
separatdock. Fine-grainedocking increaseshe overheadof synchronizationpn the otherhand,because

morelock operationsare needed.Hence,striking a balancebetweenwhento usefine-grainedocking and
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whento usecoarse-grainetbcking is veryimportant.
A good synchronizatiorstratgy minimizeslock contention lateng of lock operations,andthe over-
all overheadof synchronization.To achieve thesegoals, SMP-Xok appliesthe following principleswhen

decidingwhatform of synchronizatiorio use:

¢ When data arelocalizedto eachprocessorno synchronization is needed For example,eachpro-
cessorhasits own quantumvector Kernelschedulersunningon differentprocessorslio not needto

synchronizeagainsteachother

¢ When contention s high, but causedmostly by readers,useread-write locks. For example,each
processhasa list of capabilitiesit canuseto accesssystemresources.While this list is seldomly
updated,it is readon every systemcall. Thus, using a read-writelock reducedocking bottleneck
becausén mostcaseghelock acquireoperationdoesnotblock. SMP-Xokalsousesread-writelocks

to synchronizehe useof pacletfilters.

e When contentionon a sharedresourceis high and mostly amongwriters, usefine grained locking
on the resource. For example,synchronizatiorof theppage objectsthatrepresenphysicalmemory

pagesareprovidedby spinlocks,oneon eachphysicalpage.

e When contention on a shared resourceis low or whenit is on the slow path, usecoarse-grained
locking with spinlocks. For example the queueof IPC messagefr eachprocesss rarely contented,

andthe entirequeues guardedoy onespinlock.

2.2 Synchronization Algorithms

2.2.1 Wait-in-Cache Spinlocks

Synchronizatiorusing spinlockshasbeenhewily studiedin pastliterature. Therearetwo major concerns.
One,in a preemptve ervironment,the useof spinlockscan causesignificantperformancedegradationand
priority inversionwhenthe processor threadholding a spinlockis preemptediueto schedulingdecisions,
pagefaults,or hardwareinterrupts[18, 25, 31]. Thisis notaconcernn SMP-Xok,however, becausexoker-
nelsarenon-preemptie. Two, on certainarchitecturestrivial implementation®f spinlockscanslow down
critical sectionsandcausecommunicatiorbottleneck2]. We discusghis problemin the next section.This
sectiondescribegheimplementatiorof await-in-cachespinlock.

Eachspinlockin SMP-Xok containsa lock byte andan usagecounter The usagecounterof a spinlock
canbeutilized by applicationgo providedsynchronizedeadof kerneldatastructuregseeSection4.2.1).A
simplespinlockimplementatior{Figure2-3 presentalgorithmin C) usesanatomictest-and-sgprimitive to
acquirea lock sitting in mainmemory If thelock is busy, the acquireoperationblocksuntil thelock canbe

reacquired.To avoid unnecessarynemorywrites issuedby the x86 test-and-seimplementationpresented
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char testandsetghar* lock)

{

char t = *lock;
*lock = 1;
return t;

}

Figure2-1: An implementatiorof atomictest-and-setThis codesggmentmodelsthe xchg instructionon
x86 architectures.

unsignedint doublecmpxchg(nsignedint *p1, unsignedint *p2,
unsignedint v1,unsignedint v2,
unsignedint nl,unsignedint n2)

if (*pl==v1&& *p2==Vv2)
{
*pl =nl;*p2 =n2;
return 1,

}

return O;

}

Figure 2-2: Specificationfor atomic doublecompare-and-sap: atomic doublecompare-and-sap canbe
implementedisingthecnpxchg8b instructionon x86 architectures.

typedefstruct

char lock;

unsignedint owner;

unsignedlong usage;
} spinlockt;

per processowariable
unsignedint my_cpuid; /* processoidentification*/

void spinlockacquire(spinlock *s)

while (s—lock ==1 || testand set(&(s—lock)) ==1); /* firstwaitin cachethentry to dotestandset*/
s—owner= my._cpuid;
s—usage- s—usage+ 1;

}

void spinlockrelease(spinlock *s)

{

s—usage= s—usaget 1;
s—lock =0;

}

Figure2-3: Wait-in-cachespinlock
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in Figure2-1),theacquireoperatiorfirst waitsfor thevalueof thelock to changen its cache Whenthelock

is releasedthe cachecoherencerotocol,implementedn hardware,updateghe cache.

2.2.2 Queue-basedspinlocks

Whenusedin shortcritical sectionswait-in-cachespinlockcausesignificantperformancelegradation.This
possibledegradationis triggeredby expensve bus transactionsssuedby the PentiumPro hardwareto pre-
sene cachecoherencecrosamultiple processor§21]. Considerthefollowing sequencef events.

Referto Figure2-4. Suppos@numberof processorarespinningreadingthelock variablein theircaches.
Whenthelock is releasedthe memorywrite in the lock releaseprocedureriggersa ReadFor Ownership
(RFO)bustransactionwhich invalidatesall cachedcopiesof thelock. Eachprocessowill thenincuraread
missto fetchthe new valuebackinto its cache Eachreadmisscauses® BusReadLine transactionThefirst
Bus ReadLine transactioris snoopedoy the processothat just releasedhe lock, andtriggersan Implicit
Write Back response.This responseprovidesthe updatedock valueto the requestingprocessgrandalso
updateghe memory SubsequerBusReadLine transaction®btaindatafrom thememory

Readmissesaresatisfiedserially. Someprocessorsvill receive ashareccopy of thelock beforethelock
is reacquired. Eachof theseprocessorill performa test-and-sebperation,andonewill succeed.The
test-and-sedperationissuesa RFOtransactiorbecausét needso modify thelock *. Thus,eachtest-and-set
operationagaininvalidatesevery cachedcopy of thelock, forcing processorshathadbeenspinningin their
cachesafter a failed test-and-seattemptto readmissagain. Eventually the last processoperformsa test-
and-setforcing every otherprocessoto incur onelast readmiss. Thesebus transactionsiot only increase
the lateng of eachlock operation,but alsomay slowv down the processoin critical sectionby consuming
busbandwidth.

This sequencef eventsis depictedin Figure2-4. In this figure,bustransactionseventson four proces-
sors,andthe statusof the cacheline (Invalid, Shared,Exclusive, or M odified) containingthe lock variable
areshavn on correspondindime lines, in temporalorder In this example,processod re-acquireghelock
after processoD, initially holding thelock, releasest. Processof and3 contendfor bus bandwidthafter
processofl hasalreadyacquiredthelock. The shadedegion shavs unnecessargustransactionsprocessor
2 andprocessoB eachperformsanunnecessartest-and-setandprocessoB causegprocessol to incur an
additionalreadmiss.

Sinceeachprocessomvaiting on the lock can causeall other processorgo incur cachemisseshy per
forming anunnecessartest-and-sethe numberof bustransactiongausedy the hardwarecachecoherence
protocolis proportionalto thenumberof processorsquaredFor long critical sectionsthesebustransactions

have insignificanteffectson performanceFor shortcritical sectionshowever, the bustransactionslominate

1Evenif theimplementatiorof test-and-setisesa compare-and-sap instructionwhereif the comparefails the swap never occurs,
this RFO transactiorstill occurs.The Intel architecturaequiresthe compare-and-sap instructionto beissuedwith a LOCK prefix to
guaranteatomicity Whena processorecevesa locked operationjt first executesa RFOtransactiorto bring theline into its cachefor
exclusive write.
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Figure 2-4: Bus transactiongauseddy thetrivial implementatiorof spinlock: bus transactionsrearrovs
with italic labels.RFO: readfor ownershiptransaction BR: busreadline transactionImplicitWB: implicit
write-backresponse.Statusof the cacheline containingthe lock variableis in parenthesis.S: Shared.l:
Invalid. E: Exclusive. M: Modified. The shadedirearepresentsinnecessargustransactions.
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performanceespeciallyasthe numberof processorn the systemincreases.

Andersoretal. [2] proposeseveral spinlockdesignalternatvesto combatthis performancedegradation.
SMP-Xokimplementoneof thesealternatves,usinga queueanda “tick et systent’. Insteadof waitingona
singlelock variable,whena processocontendgor a lock, it usesanatomicreadandincrementinstruction
to obtainanuniqueticket. Eachticket containsa booleanvariable,initially settof al se. Whena processor
is allowedto enteracritical sectionjts ticketvalueis changedot r ue by the previouslock holder Because
ticket numbersare obtainedusing an atomic read and incrementinstruction, and the processomwith the
lowestticket numberis grantedthe lock first, tickets effectively ordersall waiting processorsnto a queue.
This algorithmis shovn in Figure2-5. Wisniewski etal. [31] alsodescribes similar algorithm.

Thisticketmechanismeducesinnecessarustransactionbecausalock is nevercontendedbut rather
handedoff to the next waiting processarWhenticketsareallocatedto differentcachelines, eachhandoff
triggersthreebus transactionsa RFO transactiorissuedby the previouslock holderprior to changingthe
booleanvalue,a cachemisstransactiorissuedby onewaiting processofor readingthe boolearvalue,anda
RFOtransactiorissuedby thatwaiting processoprior to resetingthe boolearnvalue.Hence the overheadf

eachlock operationis constant.

2.2.3 Read-Write Locks

On somesharedesourcesteadoperation®ccurmuchmorefrequentlythanwrite operations For example,
SMP-XokusegheDynamicPacketFiltering systen{14] to filter network paclets.An applicationdownloads
paclet filters for network pacletsit wantsto receive. The kernelconstructsa decisiontree basedon these
filters. Whena paclet arrives, the destinationof the paclet canbe determinedby searchingthe decision
treeusinga simplebacktrackingschemeWhile the decisiontreeis traversedfor every pacletreceved,it is

modifiedonly whennew filters aredownloaded.

Whenreadoperationsdominatewrite operations SMP-Xok usesread-writelocks to negotiateconcur
reng/. Read-writelocks provide mutualexclusionfor write operationsbut allow multiple readoperationgo
occursimultaneouslywhenthereare no write operations.This type of synchronizatiomeducesottleneck
becausenostlik ely readoperationsanoccurwithout spinwaiting.

Figure 2-6 presentsan implementatiorof read-writelock. This implementatiorusesan atomicdouble
compareandswap operation(seeFigure 2-2) to preventmultiple write operationsor a readoperationanda
write operatiorto occurconcurrently SMP-Xokimplementghe atomicdoublecompareandswapoperation

usingthex86 cnpxchg8b instruction.

2.2.4 Non-blocking TechniquesAr e Not Useful

Non-blockingsynchronizatiomlgorithmsuseatomicinstructionssuchasdoublecompare-and-sapor linked-

load/store-conditionato optimistically updateshareddatawith new values. When multiple updatesoccur
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typedefstruct

bool tickets[P];/* P: numberof processori the systent/
unsignedint next_ticket;
unsignedlong usage;

} queuelock;

initial values
bool tickets[0]= true;
bool tickets[1...P-1F false;
unsignedint next_ticket=0;

per processownariables
unsignedint my_cpuid; /* processoidentification*/
unsignedint myTicket; /* processosticket,onefor eachqueuelockinstancet/

unsignedint readandincrement(insignedint *v)
[* atomic.modelsthexadd instructionon x86 architectures/
{

t=*v
=ty 4+ 1
return t

}

void queuelockacquire(queuelock*q)

{

myTicket=readandincrement(&(g—next_ticket)) modP;
while (g—tickets[myTicket] == false);
g—tickets[myTicket] = false;

g—usage= g—usage+ 1,

}

void queuelockrelease(queuelock*q)

{
g—usage- g—usaget 1,
g—tickets[(myTicket+1)modP] = true;

}

Figure2-5: A scalablespinlockimplementatiorusingqueuesandtickets.
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typedefstruct

{
unsignedint nreaders;
int writer;
unsignedlong usage;

} rwlock t;

void rwlock_readacquire(rwlockt *r)

{
unsignedint nreaders;
retry:
while (r—writer 1= —1);
nreaders r—nreaders;
if (doublecmpxchg(&r—nreaders&r —writer, nreaders;-1, nreaders-1, —1) == 0)
gotoretry;

}

void rwlock_readrelease(rwlockt *r)

/* usex86 atomicdec! toimplementthefollowing line */
r—nreaders r—readers- 1;

}

void rwlock_write_acquire(rwlockt *r)

while (doublecmpxchg(&—nreaders&r —writer, 0, —1, 0, my_cpu.id) == 0);
r—usage- r—usaget 1;

}

void rwlock write_release(rwlock *r)

{

r—usage= r—usaget+ 1,
r—writer = —1,;

}

Figure2-6: Implementatiorof read-writelock
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concurrently only oneis permittedby the underlyinghardware. This synchronizatiortechniquehasbeen
usedmostlyto reducethe adwerseeffectsof preemptiorduring a critical section[18, 19, 25|, animpossible
scenariaunderthe non-preemptie exokernel.

Originally, we hadintendedto usenon-blockingsynchronizatioralgorithmsin SMP-Xokfor a different
reasonondatastructuresuchasqueuesstacksandlinkedlists, anon-blockingoperatiorhaslowerlateng
thenspinlockacquireandreleaséecausacompare-and-sapinstructionthatchangesheheadof thequeue,
stack,or linkedlist atomicallycanoftenreplacealock acquire the pointermanipulationandalock release.
While this is true in theory; it is not the casein practiceon the x86 architecture:we usednon-blocking
synchronizatioron severalkernelqueuege.g.,memorybuffer queuefor malloc)andobseredno effectson
the performanceof kernel operationausing thosequeues.The intuition behindthis obsenationis that the
performancegain of this trick areso smallthatthey are easilydominatedoy cacheperformancegspecially
whenprocessorgontendfor the critical sectionby repeatedlyretrying. Subsequentlywe have abandoned

non-blockingsynchronizatioralgorithmsin favor of the easyto understandgpinlockandqueuelock.

2.3 Implementation

This sectiondescribeghe synchronizatiorstrateyies employed for several datastructuresand algorithms
within SMP-Xok.

2.3.1 Environments

An exokernelervironment,representetby an Env object,describesa procesor athread. The Env object
collectsrun-time statistics,storerun-time states(e.g. registersduring a kerneltrap), maintaininformation
suchas environmentID and grantedcapabilities,and communicatenformation betweenapplicationand
kernel.

Synchronizatiorof Env objectsis trivial. Becausean ervironmentcanonly executeon one processor
at a time, collection of run-time statisticsand saving of run-time statesare racefree. Somedata,suchas
ervironmentlD andaddresspacdD, aresetonceonly, thereforedo notneedto be synchronizedDatasuch
asthe IPC messageing and wakeup predicatesare rarely contented. They are synchronizedwvith simple
spinlocks. A read-writelock is usedto synchronizethe list of capabilitiessincereadoperationsdominate
write operationn thislist.

For synchronizatiorof the schedulingsystem seeSection3.4.

2.3.2 PhysicalMemory

Eachppage objectusesaseparatepinlock. Additionally, thelist of free pageds synchronizedvith its own
lock. Thislocking granularityworkswell. Frequenbperationson thelist of free pagesareshort(insertion

andremoval), thusa singlelock for thelist sufice. Sincephysicalmemoryusagefor every ervironment
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varies,protectingmorethanoneppage objectwith eachspinlockdoesnot make senseeithertherearetoo
mary ppage objectsprotectedby the samespinlock,thuscausingsynchronizatiorbottleneck;or thereare
few ppage objectsperlock, andchance®f accessingwo physicalpageaisingthe samdock becomesmall.

Fine grainedlocksyield low contention.Consequentlysimplewait-in-cachespinlocksare usedwithout
sacrificingthroughput. Thereare two benefitsto this decision. The first benefitconcernsmemory Each
cacheline is 32 byteslong on the Intel memoryarchitecture Becausesachticket mustresideon a separate
cachdine for improvedcacheperformanceif asystemsupportsl6 processordt would needover512bytes
of memoryperlock for storingtickets. Whenresourcesre synchronizedvith fine grainedspinlocks,this
memory overheadcould be overwhelming. For example,on a dual SMP systemwith 256 megabytesof
physicalmemory the numberof ppage objectsis well over 60,000. If eachppage objectusesa scalable
spinlock, the amountof memoryoverheadreaches32 megabytes. Using the trivial implementationgach
spinlockresideson a cacheline, yielding a small memoryoverheadof lessthan2 megabytes.The second
benefitconcerndateng. Thetrivial algorithmhaslower lock acquireandreleasdatenciesbecauset does
not needto performenqueueanddequeuaperations.Sincelateng is a concernwith fine grainedlocking,
thetrivial algorithmbecomesttractve.

The kernelmalloc implementationusespools of pre-allocatecbuffers to improve performance.Each
poolis protectedby a singlespinlock. Operationn a pool aremostlyinsertandremoval of buffers. These

operationsareshortandnot a sourceof bottleneck.

2.3.3 Device Interrupt

SMP-Xok usesthe AdvancedProgrammablénterruptController (APIC) to handleinterrupts.An 10-APIC
unit is programmedo routeinterruptsgeneratedrom externaldevices(e.g.,network card)to the APIC of
every processagrwhich in turn interruptsthe processof20, 22]. Therearetwo typesof interrupts: edge
triggeredandlevel triggered.A processomustacknavledgea level triggeredinterruptby sendingan End-
Of-Interrupt(EOI) signalto the |O-APIC beforeanotherinterruptcanbe sentby the |O-APIC.

Synchronizatiof edgetriggerednterrupts suchasinterruptsfrom devicesonthelSA bus,is doneusing
two test-and-satperationsThisalgorithmis shavnin Figure2-7. Edgetriggeredinterruptsareassertetiigh
for only abusclock cycle. Hence,eachedgetriggeredinterruptwill be detectediy the IOAPIC only once.
Whenan APIC interruptsa processarthe kernelrunningon that processofirst setsaninterruptpendingbit
usingtest-and-setlf no otherprocessorarein the middle of handlingthis interrupt, the interrupthandler
is called. Mutual exclusion of the interrupthandleris doneby the secondtest-and-set.Furthermore the
interrupthandlerexecutesn awhile loop, andonly stopsrunningwhentheinterruptpendingbit is nolonger
set.

Level triggeredinterrupts,suchasinterruptsfrom devices on the PCI bus, are handleddifferently. A
level triggeredinterruptis assertedigh andremainshigh for morethanonebusclock cycle. If theinterrupt

remainsunmasled on the |0-APIC during this period, the IO-APIC may generatenorethanoneinterrupt
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Eachphysicaldevice hasits own devi ce datastructurecontainingai nt r _pendi ng byte
andai n_i ntr byte.

In interrupthandler:

testandset(&intr _pending);
while (intr_pending> 0 && testandset(&in.intr) == 0)

while (intr_pending> 0)

{
intr_pending=0;
run interrupthandlingcode

}

in_intr = 0;

}

Figure2-7: Algorithm for handlingedge-triggereéhterrupts

messageo the processorsThis effectis called IRQ storming SMP-Xok solvesthis problemby masking
theinterruptonthelO-APIC beforesendinghe EOI signal. Whentheinterrupthandleffinishes theinterrupt
isunmasled. A consequencef maskingandunmaskingheinterruptaroundtheinterrupthandleris thatthe
interrupthandleris automaticallyrace-free.

EachDMA baseddevice usesa linked list of DMA descriptorobjectsto store paclkets. Eachtime a
descriptombjectis removedfrom thelist (e.g.,storedaway for demultiplexing), anew onereplacest. Onan
uniprocessarthereis onepool of DMA descriptoring. To avoid a potentialbottleneck SMP-Xokallocates
aseparat@ool for eachDMA device. Becauselevicesarealreadysynchronizedinsertionandremoval from
local poolsareracefree.

Pacletsdemultiplexedto applicationsarestoredin pacletrings. Eachpacletring is synchronizedvith a

separatespinlock.

2.4 Summary

SMP-Xok usesthreetypesof locksto synchronizets datastructureswait-in-cachespinlocks,queue-based
spinlocks,andread-writelocks.

Wait-in-cachespinlocksusethe test-and-seprimitive to provide mutual exclusionfor processors.Al-
thougheasyto implementwhenusedin shortcritical sectionsijt causesignificantperformancelegradation.
This degradationis triggeredby expensve bustransactionsssuedby the PentiumPro hardwareto presere
cachecoherence.

Queue-basesdpinlocksusequeuegprocessorsvaiting to obtainalock. Whenalock is releasedthe next

processoon the queueis notified. Queue-basedpinlocksreduceunnecessarpus transactiondecausea
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lock is never contendedbut ratherhandedoff to the next waiting processar
Read-writelocks are deployedin SMP-Xokto synchronizeread-onlydatastructuresor datastructures

thatrarelychanges.
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Chapter 3

Exokernel Support for Multipr ocessing

In additionto uniprocessoexokernelinterfacesamultiprocessoexokernelmustmultiplex additionalproces-
sorsfor applications.SMP-Xok offersthreenew interfacesnot found on uniprocessoexokernels:message
passinghroughkernelmaintainednessagduffers; multiple environmentsrunningwithin the sameaddress
spaceandmultiprocessoscheduling.

This chapteffirst describesnter-kernelmessagingakernelto kernelcommunicatioomechanisnusedby
SMP-Xokto presere TLB coherencandpropagateschedulingequestslt concludesvith a presentatiorof

eachof thethreenew interfaces.

3.1 Inter-Kernel Messages

Occasionallycopiesof the kernelrunningon differentprocessorsnustcommunicatewith eachother For
example,virtual to physicaladdresdranslationsare cachedon TranslationLook-asideBuffers (TLBs) on
eachprocessarThekernelis responsibléor maintainingTLB coherencacrosanultiple processorsHence,
whenatranslationis changedn oneprocessarotherprocessorshatarerunningin the sameaddresspace
mustbe naotified of the change We discusgpreserationof TLB coherencén moredetailin Section3.3.3.In
this sectionwe present kernelto kernelcommunicatiormechanisntalledinter-kernelmessaging.

An interkernel messages a 64-bit messageiccompaniedy a possibleinterruptionof the processor
receving themessagekigure3-1 shovs whathappensvhenaninter-kernelmessagés sent.Eachprocessor
is givenaninter-kernelmessagegueue.The sendingprocessoof aninter-kernelmessag@usheghe 64 bit
messag®entothereceving processos messageueue.An inter-processomterruptis thengeneratedy the
sender Uponreceving the interrupt, the receving processos interrupthandlerdispatchesnessages its
messagejueueto specifichandlers.

An inter-processoiinterrupt (IP1) is similar to a device interrupt, exceptthe sourceof the interruptis

anothermrocessoratherthana device. Physically a processogeneratesinIP1 by talking to thelocal APIC
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Figure 3-1: Generatioranddelivery of aninter-kernelmessage.Stepl: CPU 0 generates messageand
putsit onto CPU 2's messageueue.Step2: CPUO0 asksits APIC to initiate an|P| targetedat CPU 2. Step
3: CPUO0's APIC sendslIPI to CPU 2's APIC. Step4: CPU 2's APIC interruptsCPU 2. This last stepis
unreliable.

(AdvancedProgrammablénterruptController). Thelocal APIC sendghelPI onabusconnectingall proces-
sors. The APIC for thetargetprocessorecevesthe Pl andinterruptsthetargetprocessariPls areunreliable:
althoughan IPI will alwaysreachthe APIC of the target processaroccasionallythe APIC may not deliver
theinterruptto the processar

Anticipatingthe possibldossof IPls,aroutinethatcheckgheinter-kernelmessageueueor all pending
messageis invokedateverytimerinterrupt. Upondiscoveringpendingmessagegachmessagés dispatched
to the appropriatenandler This givesa boundedateng of 10 msfor processinghe first messagen the
gueue.Sincelost IPIs arevery rare,this occasionalong lateng is acceptableFurthermorepnlessiPls are
lost, the messagejueueis rarely full becauseeachprocessocanhandlea messageassoonasit comesin.
Whenthe messaggueuebecomedull, messagearedroppedrom theback.

An exokernelsystemdoesnot receie interruptswhile executingin kernelmode. A potentialdeadlock
couldoccurif processoA is spinwaiting for a responsdrom processoB, andprocessoB is spinwaiting
for aresponsdrom processoA. Thisdeadlockis avoidedeasily: whenaprocessospinwaitsfor aresponse,

it periodicallychecksits messageueuefor pendingmessages.

3.2 Inter-ProcessCommunication thr ough MessagePassing

On anuniprocessoexokernel,fastinter-processcommunication(IPC) canbe implementedusing protected

control transfer Protectedcontrol transferguaranteeswo importantproperties. First, to applications,a
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/* amessageing entry*/
typedefstruct msgringent

{

struct msgringentnext;
unsignedint free;
char buf[32];

} msgringentt;

unsignedint sysmsgring_setring (msgringent.t head)

unsignedint sysmsgring_modring (msgringentt new, msgringent.t old, unsignedint replace)
unsignedint sysmsgring_delring ()

unsignedint sysipc_sendmsg(unsignedint e, unsignedint size,unsignedint address)

unsignedint sysipi (unsignedint k, unsignedint c, unsignedint e)

Figure3-2: IPC relatedsystemcallsin SMP-Xok. Theargumentc is a processotD. The argumente is an
ervironmentiD.

protectedcontrol transferis atomic: onceinitiatedit will reachthe calleeimmediately Secondthe kernel
will nottouchcalleesavedregistershencetheseregisterscanbe usedasbuffersto passdatafrom the callee

to thecaller IPC onamultiprocessosystemhowever, hasdifferentrequirementsWe examinewhy:

¢ Atomicity is impossibleto achieve acrosprocessorbecausdwo processesommunicatingvith each

othermaynotberunningconcurrently

¢ With appropriateschedulingsupportusingsharednemoryto implementPC onamultiprocessosys-
temcaneliminatethe costof context switch[5]. Sinceeachernvironmentmanagedts own physicalto
virtual addresgranslation exokernelmustprovide a mechanisnthatapplicationscanuseto negotiate

thephysicaladdres®f a sharednemoryregion.

¢ While protectectontroltransfercanbe usedfor thatpurposebecausé is upcallbasedpnamultipro-
cessosystenit mayforceaprocesgjueuedo runononeprocessoto migrateto adifferentprocessar

Thisis againsthe exokernelprinciple of providing only protection but not managementf resources.

¢ Alternatively, passingdatabetweemrocessesndifferentprocessorsanbeachievedthroughmessage

passingusingkernelmaintainednessagéuffers. SMP-Xok supportghis form of messag@assing.

3.2.1 MessagePassingWith Kernel Maintained Buffers

An IPC messagés 32 byteslong. SMP-XokmaintainsanIPC messageing for eachervironment.Thestruc-
ture of the messageing is definedby the kernel,but the messageing objectof eachervironmentis created
in userspaceanddownloadedinto the kernelby thatenvironment. This approachallows anervironmentto
procesdPC messageby readingandwriting to thering objectdirectly, without makingary systemcalls.

Figure3-2 presentsnessag@assingelatedsystemcalls. Semanticof thesesystemcallsare:
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e sysmsgring_setring: downloadsthe specifiedring into kernelasthe IPC messageing for the current
ervironment. The kerneldoesnot usethis ring directly. Instead,it constructsa duplicatering using
kernelvirtual addressegthe entire physicalmemoryis mappedinto the higherhalf of eachaddress
spaceaccessiblyonly by the kernel),ratherthanapplicationvirtual addressesaspointersin thering.
While constructingthis secondring, the kernelverifies eachpointerin the ring, making surethat it
pointsto a region of the memorythatthe ernvironmentis allowed to modify. Having a separateing
preventsthering structureor virtual addressnappingto be changedo pointto a privilegedlocationof

thememory
e sysmsgring_modring: modifiesapreviously downloadedring atthegivenpointerin thering.
e sysmsgring_delring: removesa previously downloadedring.

e sysipc_sendmsg:exokernelkeepsaring index for eachmessageing. If thedesignate@rnvironments
messageing hasa free entry at its currentring index, the IPC messaget the specifiedaddresss
copiedontothatentry Thering index is subsequentljncrementedIf the messageing doesnot have
afreeentryattheoriginalring index, themessagés dropped.Sincethe messageing is createdn user

spaceanervironmentcanfreea messageing entry by settingits freefield.

A sleepingervironmentcanusea wakeuppredicatg15, 23] to monitorits IPC messageing: awakeup
predicatethat returnstrue whenever the IPC messageing becomesion-emptycanbe downloadedinto the
kernelbeforean ervironmentgoesto sleep. Whenan IPC messagarrivesat thering, the kernelscheduler

wakesupthe ernvironment.

3.3 Kernel Support for Multithr eading

SMP-Xokallows multiple ervironmentso executewithin the sameaddresspace Onanuniprocessoexok-
ernel,eachenvironmentrunswithin its own addresspace.The notion of multiple threadswithin anaddress
spaceis left for the applicationto define. This decisionwasinfluencedby the obsenation that userlevel
threadsgivenadequateschedulingsupport,aremoreefficient [3, 5]. While this obsenationis still true on
a multiprocessosystem,physicalprocessorsnustbe multiplexed. Becausean ervironmentcanonly exe-
cuteon oneprocessoat a time, to supportthreadsexecutingconcurrentlyon differentprocessorsmultiple
ervironmentsmustbe allowed to executewithin the sameaddresspace thereforesharingthe sameset of

userlevel threads.

3.3.1 Interface

SMP-Xokoffersthefollowing new systemcall:
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¢ sysenv_clone(unsignedint k) - createsan ervironmentthat usesthe sameaddresspaceasthe cur-
rentervironment. k is a capabilityindex. The correspondingcapability is usedto protectthe new

ervironmentandits Uareaobject.

3.3.2 Implementation

Thedecouplingof environmentandaddresspaceds donein threesteps:

1. Decouplepagedir ectory fr om addressspace.On a multiprocessoexokernel,a separateopy of the
kernelrunson eachprocessarEachkernelrequiresits own kernelstackandsomephysicalpagesto
storeperkerneldata(e.g.,CPUidentifier, pagefault mode,etc). Insteadof indexing anarrayof stack
objectsandphysicalpages SMP-Xok usesa separat@agedirectoryfor eachprocessar Thesepage
directoriesbelongto the sameaddressspace:all virtual to physicaladdresdranslationsare shared
amongthesedirectoriesgxceptthosefor kernelstackandperkerneldata.Pagedirectoriesof thesame

addresspacearestoredin anAddr Space object,synchronizedisinga spinlock.

2. Decoupleenvironmentfr om addressspace.lnsteadof embeddinga pagedirectory eachEnv object

hasa pointerto anAddr Space object.

3. Insert Uareapageand pick appropriate pagedir ectory on contextswitch. Eachervironmenthasan
Uareapagewheredatasharedbetweernthe kernelandapplicationarestored(e.g. addressefor upcall
handlers) Whenakernelcontect switchesto anervironment,it insertsthatervironments Uareapage
into thepagedirectoryfor thecurrentprocessarThatpagedirectoryis thenusedto performthecontext

switch.

Sinceit is uncommonthat differentervironmentsof the sameaddresspacewill be runningon the
sameprocessarthis pagedirectoryinsertionis not alwaysdone. A tagis usedto remembemvhich
ervironmentlast useda pagedirectory If the valueof the tag matcheghe ernvironmentidentifier, no

insertionis done.

3.3.3 Presewation of TLB Coherence

Whenthephysicaladdressnappingof avirtual addresss modifiedononeprocessarthekernelis responsible
for flushingthe TLB entryfor this virtual addresson all processorsunningin the addresspacewherethe
changeoccured.This procedures called TLB shootdown

Figure 3-3 presentghe TLB shootdevn algorithmusedin SMP-Xok. Thefirst for loop sendsa TLB
invalidateinterkernelmessageo every processorunningin the addresspacewherethe mappingchange
occured. The secondfor loop waits for ever TLB flush to completebefore proceeding. The inter-kernel

message&ontainsa TLB_INVALID ATE command,anda pointerto a 32 bit locationcontainingthe virtual
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unsignedint vaptr[P][P];
void tlb_invalidate(unsignedint va,unsignedint addrspaced)

t

int i

if (currentaddresspacdD == addrspaced)
invalidatelocal TLB;

for (i=0; i<P;i++)

{
vaptrimy_cpuid][i] =0;
if (i ==my_cpuid) continue;
if (addresspaceof processor == addrspaced)

{
vaptr[my_cpuid][i] =va;
sendinter-kernelmessagéo processor, encodingthe TLB_INVALID ATE
commandand&vaptr[my_cpuid][i] in the 64 bit message;
}

}

for (i=0; i<P;i++)

while (vaptr[my_cpuwid][i] != 0)
checkinterkernelmessagegueueandprocesgpendingmessage

Figure3-3: The TLB shootdaevn algorithm

addressvhosemappinghasbeenchanged.Uponreceving a TLB_INVALID ATE inter-kernelmessagea
kernelflushesthe TLB entryfor the givenvirtual addressthenwritesa zeroto the addressontainedn the

messageThis laststeptells the sendingprocessothata TLB flushis completed.

3.4 Multipr ocessorScheduling

Traditionaloperatingsystemanultiplex the CPU througha priority-basedscheduleimplementedn kernel,
oblivious to the run-time behaiiors of applications. Consequentlythe schedulingneedsof an application
cannotbe satisfied3, 6, 9]. Exokernelsolvesthis problemby exportinga minimal schedulingabstractiorto
its applicationd15]. Schedulingcanbedoneeitherin acentralizedashionthrougha hierarchicakcheduler
applicationspr in adecentralizedashion by applicationghemseles.

An uniprocessoexokernelrepresents processoasa linearvector whereeachelementcorrespondso
atime slice,or quantum.An application supplyingthe correctcapability canschedulétself on oneor more
guantaon thevector Thevectorprovidesthe notion of executionorderandtime bound: schedulings done
round-robinby cycling throughthe vectorquantumby quantum,andinvoking the applicationschedulecdat

eachquantum At theendof thequantumkerneldeliversa softwareinterruptto the applicationby upcalling
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unsignedint sysquantum_alloc (unsignedint k, int g, unsignedint ¢, unsignedint e)
unsignedint sysquantum_set(unsignedint k, int g, unsignedint c, unsignedint e)
unsignedint sysquantum_free(unsignedint k, int g, unsignedint c)

unsignedint sysquantum_get (unsignedint k, unsignedint c)

unsignedint syscpu_revoke (unsignedint k, unsignedint c, unsignedint e)

Figure3-4: Schedulingelatedsystemcallsin SMP-Xok. Theargumentc is a processotD. Theargumenty
is aquantumD. Theargumente is anernvironmentiD.

to aknown addressTheapplicationis thengivena shortgraceperiodto give up the processobeforebeing
forcefully interrupted.

A multiprocessoexokernelextendsthis abstraction:SMP-Xok representgachprocessowith a single
guantumvector An exokernelapplicationcanschedulétself on quantafrom ary oneor all vectors.This ab-
stractioncanbe usedto provide lateng or throughput.A compute-intensie applicationwith a high amount
of parallelismcancreateandschedulea threadto run on eachprocessarthereforeusingconcurreng to im-
proving executionlateng. Onthe otherhand,applicationswith limited parallelismcanschedulgéhemseles

evenly acrossll processor$o achieve betterthroughput.

3.4.1 Interface

Figure3-4 presentschedulingelatedsystemcallsin SMP-Xok. Thesemantic®f thethesesystencallsare:

sysquantum_alloc: allocategjuantung onprocessoc for environmente. If g is notfree,returnerror.

sysquantum_set: replacegheernvironmentscheduledor quantumg on processoc with ervironment

e. If qis notalreadyscheduledreturnerror.

sysquantum_fr ee: deallocategjuantumg on processoc. If g is notfree,returnerror.

sysquantum_get: returnthe quantumnumberof the currentquantumon processoc.

Eachof thesesystencallstake, asoneof its agumentsacapabilitynumberk. Thekernelusesk to index
the list of capabilitiesowned by the calling environment. During a sysquantum_alloc call, the supplied
capabilityis copiedontothe newly allocatedquantum.Subsequergys quantum_setandsys quantum_free
callsmustsupplya capabilitythatdominateshe capabilityon this quantum.

Thesyscpu_revoke systemcall reschedulesrvironmenteif it is runningon processoc: if ervironment
e hasnot received a software interrupt during the durationof the currentquantum,processorc generates
the softwareinterrupt. This systemcall senesasa resourcerevocation[15] mechanisnfor multiprocessor
scheduling On anuniprocessatthis serviceis not necessarasonly oneervironmentis runningatatime.

Revocationis implementedusing inter-kernel messagingsee Section3.1). When syscpu_revoke is

invoked on a processarthe local kernelchecksif ervironmente is indeedrunningon processoc. If so, it
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void syscpu_revoke (unsignedint k, cpuid c, envid e)

if (cpu[c].currentprocess.id= e)
return;

if (currentprocess.capabilities[kjoesnotdominateremotequantum)
return;
sendinter-kernelmessagéo c with e encodedn the 64 bit message

}
On processorc, in theinter-kernelmessagd&andlingroutine:

if (currentprocess.id= e)

continue;
if (currentprocessalreadybeennotified of arevocation)
continue;
revoke_processor(); /* revoke_processor(proceduresendssoftwareinterruptto currentprocess/

Figure3-5: An algorithmfor revoking a processunningon anothetCPU

sendsaninter-kernelmessagéo c, with e encodedn the messageUponreceving the messageprocessoc
ensureshateis running,andgenerateasoftwareinterruptif onewasnotsentearlier Checkingto ensurehat
e is runningon ¢ occurstwice, onceon the processothe original systemcall is invoked, onceon processor
c. Only thesecondoneis necessaryThefirst checkalonewould resultin aracecondition,we doit solelyto
cutdown generatinginnecessarinterrupts.This algorithmis depictedn Figure3-5.

syscpu_revoke alsotakesa capabilitynumberk. Thecorrespondingapabilitymustdominatethe capa-

bility onthequantumthatthereschedulenvironmentis schedulean.

3.4.2 Implementation

Eachquantunmvectoris implementedsavectorof quant umobjects.Thequant umdatastructurecontains
theidentifierof the environmentscheduledo run at this quantumandthe numberof clock ticks accumulated
by this ervironmentduring the durationof the quantum. Thereare several placesthat a quantumvectoris
modified: in the systemcalls exportedto managethe vectorandin a kernel's round-robinscheduler The
systemcalls are synchronizedisingspinlocks. The kernelround-robinscheduleddoesnot requiresynchro-
nizationfor two reasonsFirst, quantunmvectorsarelocalizedto eachprocessarthereforeconcurrenkernel
schedulerslo not contendwith eachother Secondfor eachquant uminstancethe Intel memoryarchitec-
tureguaranteetheervironmentlD variableandtheclockticks countey both 32 bits, canbe readatomically
Becausesystemcallsmanipulatingthe quantumvectorsonly modify thesetwo variablesno synchronization
is necessary

An exokernelallows an ervironmentto be runningonly on one processomt a time, becausehe data
structurerepresentinghe ervironmentis usedto communicateandstoreinformationbetweenthe threadof

computatiorin the environmentandthe kernelthatthe ervironmentis runningon. Whenakernelscheduler
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encounters quantumwith anernvironmentcurrentlyrunningon anothemprocessarthe quantumis skipped.
SMP-Xok doesnot guarante&kernel schedulersunning on differentprocessorsre synchronizedwith

eachother For example,if oneprocessois currentlyrunningusingquantumnumberone, otherprocessors

may be using quantaof differentpositionson their respectie vectors. This asymmetryis dueto the non-

uniformload on eachprocessar

3.4.3 Userlevel Scheduling

Hierarchicalschedulerd17, 29] can be usedon uniprocessosystemsto implementdifferent scheduling
policies. Exokernelsystemsffer ayield interfacefor hand-of scheduling.A schedulefor a procesgroup
canallocatea setof quantumandschedulats processesia yield. Subsequentlyeachprocesscanfurther
scheduletherprocessesr threadsA yield operationinvolvesa kernelcall, a contect switch,andanupcall.
On a dual PentiumPro 200Mhz machinerunning SMP-Xok, it takes 4 microseconds.On quantaof 80
millisecondsthisis anacceptabl@verhead.

On amultiprocessosystemuserlevel schedulerganbe similarly constructed A multithreadedsched-
uler canallocatea setof quantumacrosdifferentprocessorsEachthreadof theschedulerunson adifferent
processarTheseschedulinghreadscansharea singlerun queue or useperprocessorun queueandwork
stealingto dispatchother processe$4, 10]. Synchronizedscheduling(e.g., gangscheduling[27]) canbe

doneby usingthe sys cpu_revoke interface.

3.5 Summary

SMP-Xok usesinter-kernelmessaginga kernelto kernelcommunicatiormechanismmplementedwith In-
tel's inter-processointerrupts. Inter-kernelmessagings usedfor two purposes:presere TLB coherence
acrosgrocessorandactively notify anothermprocessoof schedulingequests.

A multiprogrammedaystenoffersvirtual parallelismto applicationswhereasamultiprocessocomputer
offers physicalparallelism,in the form of multiple processorsto applications.SMP-Xok offers threenewn
interfacesfor multiplexing processors:messageassing;multiple ervironmentsrunning within the same

addresspaceandmultiprocessoscheduling.
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Chapter 4

Synchronization in a Multipr ocessor

Library Operating System

The atomicity of a critical sectiondictatesthat whena processentersa critical sectionto modify a shared
state the statecannotbe changedy anothemprocesaintil the critical sectionends.This guarante@nablesan
efficientimplementatiorof protectedsharing. Upon enteringa critical section,a processcanusedefensie
programmingechniquego verify the correctnes®sf the sharedstate. If the stateis correctat the beginning
of acritical section thena processanexpectthe stateto be correctat the endof the critical sectionaswell.
In previousuniprocessolibrary operatingsystemsasidefrom negotiatingconcurreng, critical sectionshave
beenusedextensively to implementprotectedsharingof abstractionsn sharedmemory[11].

On uniprocessoexokernelsystemsjnexpensve critical sectionsareimplementedy logically disabling
software interruptsand using restartableatomic sequencesn the rare occasionthat the critical sectionis
interruptedbecausef fairnessviolations[7]. Disablingsoftwareinterrupts,however, doesnot work on a
multiprocessosystembecausgrocessesunning on differentprocessorsnay concurrentaccesshe same
resource.Hence,a system-wideratherthan processowide, synchronizatiortechniquemustbe employed
to provide critical sectionson a multiprocessosystem.Popularsystem-widesynchronizatioriechniquesre
memorylocks, semaphoreqr optimistic non-blockingalgorithms.Becauseaxokernelapplicationsarealso
untrustedthesevoluntarytechniquegannotbe used.

Synchronizatiorbetweenuntrustedprocessesliffer from traditional synchronizatiorproblemsonly in
that malicious processesxist. Malicious processegsan do two things. One, while in a critical section,
maliciousprocessesantamperwith theshareddataandthereforeviolatetheatomicityguarante®f acritical
section.Two, maliciousprocessesanperformdenialof serviceattacksy neverrelinquishrightsto acritical
section. Thesetwo problemsare similar to the two problemsthat Herlihy’s non-blockingsynchronization
technique$19] addressdelaysandfailures.

Whenunexpecteddelays(e.g. pagefaults,hardwareinterrupts,andschedulingoreemptionjand/orfail-
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uresoccurto aprocessblockingsynchronizatiorwanpreventotherfasterandhealthyprocesseom entering
critical sectiongguardedy locksthefailing processolds. This stanationcauseperformancealegradations.
Non-blocking synchronizatiortechniquessolve this problemby taking the approachthat critical sections
shouldbe provided by individual processeswhenenteringa critical section,eachprocesoptimistically as-
sumesthat thereare no contention. Anticipating that the assumptiommay be false,a duplicatecopy of the
shareddatais usedto preventmodificationsby contendingorocessesAt the endof thecritical section,if the
assumptions shavn to befalse thecritical sectionis retried. Otherwise theduplicateddatareplaceghereal
data(usuallydonethrougha pointerswap). This approachallows a procesgo completeits critical sectionif
otherprocessebave beendelayedor crashed.

In alibrary operatingsystem denialof serviceattackson a critical sectionareanalogougo unexpected
delaysandfailures.Preventingmalicioustamperingof shareddatacanbeconsideredspreventingmodifica-
tions by contendingprocessesTherearethreedifferencesOne,duplicatedcopiesof the shareddata,made
by eachprocesghatwantsto modify thedata,needto be protectedrom otherprocesse preventmalicious
tampering.Two, becausrevious modificationsto the shareddatacannotbe trusted,the shareddatamust
be validatedbeforeuse. If the shareddatais foundto be incorrect,the questionof how to continueshould
beleft for programmerso decide.Three,retriesshouldbe donecarefullyto preventstanationby malicious
processes.

This chaptempresents synchronizationiechniquethat captureghesesimililarities anddifferencesLike
Herlihy’s algorithm, this techniquehasthreesteps:first, a privatecopy of the shareddata,writable by one
processut readableby every otherprocesseds obtained;then,the privatecopy of the shareddatais mod-
ified; last, if no contentionhasoccured,the private datareplaceshe previous versionof the shareddata
with a pointermodification. While the copy stepcanbe expensve, we demonstrat¢hatit canbe avoidedin
severalcommoncasesAdditionally, we describehow this techniqués usedin implementingconcurrentind
protectedsharingof TCP soclets.

We do not addressynchronizatiorissueswithin alibrary or betweertrustedprocessesSuchsynchro-

nizationcanbetrivially providedwith voluntarytechniquege.g.,thosedescribedn Chapter2).

4.1 An Algorithm For Synchronization BetweenUntrusted Processes

We introducethe Copy-Modify-Replace({CMR) algorithmfor synchronizedccesso shareddataamongun-
trustedprocessesbeforeenteringa critical section,a processmakesa copy of the sharedstate. While in
critical section,the processwvorks on this copiedversion,free of tampering. After the critical section,the
processreplaces’thesharedstatewith the copiedversion by modifying a pointer To negotiateconcurreng,
CMR assumeshatno maliciousprocesseskxist: it usesa voluntarysynchronizatiorprotocol,suchasmem-
ory lock, to provide mutualexclusionfor cooperatie processeslf this assumptioris false,the algorithm

recoverseitherthroughvalidatingthe shareddataor by detectindock failures.In alatersection,we present
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avariantof the CMR algorithmthatusesnon-blockingsynchronizationnsteadof memorylocks.

Figure 4-1 presentgpseudo-coddor the CMR algorithm. We usethreekinds of variablesto model
sharingof memoryin an operatingsystem. A global variablecanbe readand modified by every process.
Thisis equivalentto placingthevariablein unprotectegharednemory A privatevariablecanonly beread
and modified by the one process.This modelsa programvariablein the addresspaceof thatprocess.A
protectedsariablecanbereadby every processbut canonly bemodifiedby oneprocessThisis equivalentto
placingthevariableon amemorypagemappedead-writein theaddresspaceof oneprocessandread-only
in addresspace®f all otherprocesses.

Whenaproces<sreatesa pieceof data,the contentis storedin dat a[ i ] . buf , wherei isthelD of the
creator Whenthisdatabecomesharedtheinitial valueof| at est issettoi bythecreator Whenaprocess
P wishesto modify theshareddata,it copiescontentof dat a[ | at est] . buf todat a[ P] . buf (linesA3
to A10). Proces$ thenmodifiesdat a[ P] . buf (linesA14-A16). Sincedat a[ P] . buf is protectedno
otherprocessanmodify it. Lastly, to replacethe sharediatawith themodifiedversion,l at est is changed
to P (line A17). By usingthel at est variable,we avoid having to copy the shareddatatwice.

To ensuregracefulrecovery from corrupteddata, after a copy of the shareddatais obtainedfrom an
untrustedprocesgline A11 determineghe trustrelationship) theval i dat e procedureas calledto verify
its correctnesgline A12). If verificationfails,thebai | procedurds called(line A13). Theimplementations
of val i dat e andbai | areapplicationspecific. Generally it would be a goodideato throw anexception
in thebai | procedurdo warnuserthata maliciousprocessvasdetected.

The membarri er () routineis neededo serializereadingof the versionnumberand the memory
copy. The PentiumPro memoryarchitecturgperformsreadoperationspeculatiely [22]. Sincethe version
numberis updatedon anotherprocessarthe mostrecentupdateto the versionnumber althoughalready
retiredby thatprocessqmaybesitting in thatprocessos pendingstorequeueinsteadof theglobalmemory
image (a combinationof cacheand main memory but not the pendingstorequeue),thereforenot visible
to other processors.If the secondversionnumberread (line A11) is speculatiely performedbeforethe
memorycopy, aninconsistentmemorycopy canbe executedeventhoughthe two versionnumberseadare
equal.Memorybarrierspreventout of orderreads.They canbeimplementecbn PentiumProwith eitherthe
cpui d instructionor alockedread-modify-writeinstruction.

The copy-modify-replacesequencélines A2 to A17) alonepreventstamperingof datain a critical sec-
tion, but doesnot provide mutual exclusion: cooperatie processesanstill modify differentcopiesof the
shareddataat the sametime. To solve this problem,the CMR algorithm protectsthe copy-modify-replace
sequencevith a voluntary mutual exclusion protocol, suchas acquiringandreleasinga memorylock, as
shawvn in Figure4-1 (lines Al andA18). The voluntaryprotocolis usedoptimistically: we assumehatno
maliciousprocessesxist, and recoser whenthis assumptioris false. Therearetwo waysto detectwhen
this assumptionis false:throughvalidationof the shareddata(line A12) andthroughdetectionof whenthe

voluntarymutualexclusionprotocolis broken.
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typedefstruct

{

unsignedint version;
char *buf;
unsignedint size;

} versioneddatat;

/* globalvariablest/
unsignedint latest; [* lastmodifiedby this process/
memorylock t [; [* aspinlock*/

[* privatevariables*/
unsignedint self; /* ID of currentprocess/

[* protectedvariables/
versioneddatat data[self]; [* to eachprocessdata[self]is writable,*/

Al
A2
A3
A4
A5
A6
A7
A8
A9
A10
All
Al2
Al3
Al4
Al5
Al6
Al7
Al8

[* for eachi != self, data[i] is readables/

memorylock acquire(&l,t) [* acquirelock, wait for t ticks */
if (latest!= self) /* did | lastmodify this data?*/
tmp_v = data[latest].ersion; [* copy versionnumber*/
if (tmp_v % 2) [* someonés modifying thedata,lock corruptedt/
bail();
membarrier(); [* seeSectiond.1*/
memcyy (data[latest].bf,data[self].luf,datafatest].size); /* memcpy(iom,to, len) */
membarrier(); [* seeSectiord.1*/
if (data[latest].ersion!= tmp_v) [* versionchanged|ock corruptedt/
bail();
if (Itrusted(latestself)) [* trustthis process?/
if (lvalidate(data[self].bf)) [* is datacorrupted?/
bail();
atomicinc(data[self].\ersion); [* atomicallyincrementversionnumber*/
[* updatedata[self].luf */
atomicinc(data[self].\ersion); [* atomicallyincrementversionnumber*/
latest= self; * let everyoneknow | have thelastestversion*/
memorylock release(&l); /* releasdock */

Figure4-1: CMR: asynchronizatiotechniqueamonguntrustedprocesses
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typedefstruct

{

unsignedint lock;
} memorylock t;

unsignedint memorylock_acquire(memoryock_t *m, unsignedlong t)
{ * acquirewait for t amountof time */
unsignedlong i = currenttime();
while (currenttime() < i+t)
if (testandset(&(m—lock))) [* seeFigure2-1for specificatiort/
return 1,
return O;

}

unsignedint memorylock release(memorjock_t *m) { m—lock=0; }

Figure4-2: A memorylock implementatiorwith limited waiting in its acquireoperation

Becausehe memorylock livesin unprotectedsharedmemory a maliciousprocessanpreventit from
working correctly by either hoardingthe lock or prematurelyreleasethe lock when anotherprocesshas
it. The CMR synchronizatiortechniqueguardsagainstthe secondform of attackby attachinga protected
counter(i.e. only one processcanincrementit, but everyonecanreadit) with eachcopy of the shared
data. All countersareinitially zero. Eachtime a processwishesto updateits own copy of the shareddata,
it incrementsthe counterbeforeand after the update(lines A14 and A15, respectiely). Therefore,if the
counteris odd (lines A3 to A5), or if the counterafter memorycopy doesnot equalto the counterbefore
memorycopy (linesA9 andA10), thelock is corrupted.Thebai | procedures calledto recoverfrom such
corruptiong(linesA5 andA10).

Preventinga maliciousprocessrom hoardingthe memorylock is much moredifficult. A lease-based
lock, whereeachprocesscanonly hold the lock for alimited amountof time, solvesthis problem. Lease-
basedocks, however, requireatrustedentity to enforceleasing”, thereforenot practicalin our system.

We choseto addresghis problemreactiely, ratherthanproactively. This decisionstemsfrom thereal-
izationthatif a maliciousprocesshoardsthe lock, that processcanalsocorruptthe shareddataand cause
thebai | proceduredo be called. Thereforetrying to protectagainsthoardingis not necessaryif a process
waitson thelock for too long, awarningcanbeissuedor bai | canbeinvoked. Figure4-2 givesa simple
memorylock implementatiorthatwaitsfor a givenamountof time in its acquireoperation.

Synchronizatiorusing blocking memorylocks canexhibit performancedravbacksdueto possiblepre-
emption[31]. In Figure4-3, we present variantof the CMR algorithmthatusesnon-blockingsynchroniza-
tion insteadof memorylock. A doublecompare-and-sap primitive (specificationgivenin Figure 2-2) is
usedto implementthe optimistic non-blockingmutual exclusionalgorithm. Before makinga private snap-
shotof thedata,a proces® savesthe globalcountercount er , andtheID of thelastwriter, | at est (line

B1). After modification,process® compareghe valuesof count er andl at est with the savedvalueto
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typedef struct

{
unsignedint version;
char *buf;
unsignedint size;

} versioneddatat;

/* globalvariables*/
unsignedint latest;
unsignedint counter;

[* privatevariablest/
unsignedint self;

[* protectedvariables/
versioneddatat data[self];

[* lastmodifiedby this process/
[* counterto preventABA problem?*/

/* ID of currentprocess/

[* to eachprocessdata[self]is writable,*/
[* for eachi != self, data[i] is readables/

I* save counter latest*/

/* did | lastmodify this data?*/

[* copy versionnumber*/

[* someonés modifying thedata,lock corrupted*/

[* seeSection4.1*/

memcyy (data[lastlatest].luf,data[self].luf,data[lastiatest].size);/* memcpy(fom,to, len)*/

[* seeSection4.1*/
/* versionchangedl|ock corruptedt/

[* trustthis process?/
[* is datacorrupted?/

[* atomicallyincrementversionnumber*/
[* updatedata[self].luf */
[* atomicallyincrementversionnumber*/

if ldouble.cmpxchg(&counter&latest,lastc, lastlatest,lastc+1, self)

BO retry:

B1 lastc = counter;lastlatest= latest;
B2 if (lastlatest!= self)

B3 tmp_v = data[lastlatest].\ersion;
B4 if (tmp_v % 2)

B5 gotoretry;

B6 membarrier();

B7

B8 membarrier();

B9 if (data[lastlatest].\ersion!=tmp_v)
B10 gotoretry;

B11l if (Itrusted(lastlatest,self))

B12 if (lvalidate(data[self].bf))
B13 bail();

B14  atomicinc(data[self].\ersion);
B15 ..

B16  atomicinc(data[self].\ersion);
B17

B18 if (latest== self)

B19 bail();

B20 gotoretry;

[* someoneorruptedthe global counter*/

[* atomicallycompareandswap version,latest*/

Figure4-3: A CMR variantthatusesnon-blockingsynchronizationnsteadof memorylock
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detectpossiblecontention.If no contentionhasoccurred,P incrementcount er andupdated at est . If
therearecontention P retriesthe critical section.Atomicity of the compareandupdateoperationis guaran-
teedby the doublecompare-and-sapprimitive (line B17). This mutualexclusionalgorithmis optimistic: it
assumesherearelow contentionon sharedesourcesWhenthis is the case the doublecompare-and-sap
rarelyfails, henceno retriesareneeded.

Becausaletectionof contentiondoesnot occuruntil thevery end,eachprocessanupdateits own copy
of the datawhile anotherprocesds attemptinga memorycopy. We usecountersattachedo privatecopies
to avoid this contention.Racescanbe detectedby checkingif the countervaluereadbeforememorycopy
is odd andif the value changedafter memorycopy. The numberof retriescan be boundedto preventa
maliciousprocesdrom hoardinga resourceby constantlychangingits own copy or by constantlyupdating

thecount er orl at est variable.

4.2 CommonCases

4.2.1 Synchronized Readof Trusted Data

Frequently a trustedprocesshaswrite privilege on a shareddata,andall otherprocessesanonly readthe
data.Modificationsto theshareddatamustgo throughthetrustedprocessyia IPC or protectednethodg12].
To eliminatethe overheaf domaincrossingon readoperationsmemorycontainingthe shareddatacanbe
exportedread-onlyto untrustedorocessesUntrustedprocessesanusethe algorithmdepictedn Figure4-4
to obtaina consistenwalueof the shareddata. This is merelythe “copy” partof the CMR algorithm. Since
thedatais trusted,no validationis needed.

This techniquecanalsobe usedto synchronizean exokernelapplicationagainstthe kernel. Exokernel
exposedo applicationsseveralkerneldatastructuresandthe spinlocksusedto synchronizehem. Exokernel
applicationanay usethesedatastructuredo constructabstractionsSynchronizedeadof kerneldatastruc-
turescanbeimplementedisinga modifiedversionof the algorithmin Figure4-4, usinga kernelspinlock’s
usagecount(incrementedn acquireandrelease psthecounter In practice thisform of synchronizatiorbe-
tweenapplicationaandkernelseldomlyoccur In a multiprocessofibrary operatingsystemimplementation,
we obsenedthatonly a handfulabstractionslependon readingexposedkerneldatastructuresandmostof
theseabstraction®nly needto readoneor two independentariables.Suchreadsareguaranteetb beatomic

by theunderlyinghardware.

4.2.2 Temporal Locality

Frequently sharedresourcesare accessednultiple times by one processin a short period of time, then
anothemprocessn a shortperiodof time. Interleaving accesdo sharedresourcesendto be separatedy a

long time. For example,whenfile descriptorsaresharedetweerparentandchild processedrequentlythe
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/* globaldata*/

char *data;
unsignedint datasize;
unsignedint counter;
spinlockt [;

/* synchronizedeadof global datainto local buffer (tmp) */

retry:

v1 = counter;

if (v1%2)gotoretry;

membarrier();

memcpy(data,tmp, datasize); /* memcpy(fom,to, len)*/
membarrier();

V2 = counter;

if (v1!=v2)gotoretry;
/* usetmp asa snapshobf theglobaldata*/

/* updatingdata- performedby privilegedprocesseenly */
spinlock acquire(&l)

counter-+;

/* modify globaldata*/
counter-+;
spinlockrelease(&l)

Figure4-4: An optimisticalgorithmfor synchronizedeadof shareddata.

parentprocesopensandclosesthedescriptorwhile the child processisesthe descriptomwhile it is open.
Whenusage®f asharedesourcexhibit temporallocality, thevalueof thel at est variablewill almost
alwaysequalto sel f . Hence theextramemorycopy andthevalidationof thesnapshotanbothbeavoided.

Figure4-5 presentghis case.The shadedcodesegmentsarenot executed.

4.2.3 Unidir ectional Trust

Our experiencebuilding uniprocessolibrary operatingsystemsndicatesthatsharedmemoryareusedmost
frequentlyto implementsharingof commonresourcedetweerparentandchildrenprocessesln this case,
childrenprocessesantrustthe parentprocess.

Whensharingoccursbetweerprocessewith unidirectionaltrust,a processloesnot needto validatethe
private copy of a trustedprocess. This eliminatesthe validation step. Figure 4-6 presentghis case. The

shadedcodesggmentsarenot executed.

4.3 Implementation

We have implementedhe CMR algorithmin a simplelibrary operatingsystem,VOS. This sectionbriefly

discussesiow sharingandthe synchronizatioriechniqueareimplemented.
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memorylock acquire(&l,t) [* acquirelock, wait for t ticks */

if (latest!= self) [* did | lastmodify this data?*/
tmp_v = data[latest].ersion; [* copy versionnumber*/
if (tmp_v % 2) [* someonés modifying the data,lock corrupted*/
bail();
membarrier(); [* seeSection4.1*/
memcpy (data[latest].bf,data[self].luf,dataJatest].size); /* memcpy(fom,to, len)*/
mem.barrier(); [* seeSection4.1*/
if (data[latest].ersion!= tmp_v) [* versionchanged|ock corruptedt/
bail();
if (trusted(latestself)) [* trustthis process?/
if ('validate(data[self].tf)) [* is datacorrupted?/
bail();
atomicinc(data[self].\ersion); [* atomicallyincrementversionnumber*/
[* updatedata[self].luf */
atomicinc(data[self].\ersion); [* atomicallyincrementversionnumber*/
latest= self; [* let everyoneknow | have thelastestversion*/
memorylock_release(&l); [* releasdock */

Figure4-5: A commoncasefor synchronizatioramonguntrustedprocessesaccesseto thesharedresource
exhibit temporallocality. Shadedinesarenot executed

Al
A2
A3
A4
A5
A6
A7
A8
A9
Al0
All
Al12
Al13
Al4
Al5
Al6
Al7
A18

memorylock_acquire(&l,t) [* acquirelock, wait for t ticks */
if (latest!= self) [* did | lastmodify this data?*/
tmp_v = data[latest].ersion; [* copy versionnumber*/
if (tmp_v % 2) /* someonés modifying thedata,lock corruptedt/
bail();
membarrier(); [* seeSectiond4.1*/
memcyy (data[latest].bf,data[self].luf,datajatest].size); /* memcpy(fom,to, len)*/
membarrier(); [* seeSectiond4.1*/
if (data[latest].ersion!= tmp_v) [* versionchanged|ock corruptedt/
bail();
if (Itrusted(latestself)) [* trustthis process?/
if (Ivalidate(data[self].tf)) [* is datacorrupted?/
bail();
atomicinc(data[self].\ersion); [* atomicallyincrementversionnumber*/
[* updatedata[self].luf */
atomicinc(data[self].\ersion); [* atomicallyincrementversionnumber*/
latest= self; [* let everyoneknow | have the lastestversion*/
memorylock_release(&l); [* releasdock */

Figure4-6: Anothercommoncasefor synchronizatioramonguntrustedprocessessharingwith unidirec-
tional trust. Shadedinesarenot executed
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4.3.1 Shared Memory

Eachexokernelprocessnaintainsandmanagests own physicaladdresgo virtual addressnappings.Con-
sequently sharedmemorymustbe describedusing physicaladdresses;atherthan virtual addressesOur
library operatingsystemusesstuf (shortfor sharedouffer) objectsto describesharedmemory A skuf object
containsa physicalpagenumber an offsetinto the physicalpage(0 to 4095),andsizeof the buffer. Hence,
eachshuf describes physicalmemorysegmentwithin a page(the granularityof protection).To represena
memorysegmentlargerthana page alist of shuf objectsis used.Whena processllocatesa shuf object, it

alsoallocateghecorrespondingharednemorysegment.

Exokerneluseshierarchicakapabilitieg26] asanaccessontrolmechanismWhenaprocessllocatesa
shuf objectfor sharing it mustassignthe physicalmemorypagedescribedn the shuf objecta correctsetof
capabilities.If the shuf objectdescribes sharednemorywritable by all processeshe pagemustbe write
andreadprotectedby a capability other processedave. On the otherhand,if the skuf objectdescribesa
sharedmemoryusedfor read-onlysharing the pagemustbe write protectedby a capabilityotherprocesses
lack.

Most sharedresourcesare no more than a few hundredbytes. Sincethe granularity of protectionis
a page,sharingresourcesxan causeinefficient memory utilization if eachsharedresourceis placedon a
separat@age.To minimize inefficiencgy, we coalescesharedmemorysegmentsprotectedoy the samesetof

capabilitiesontothe samepages Similar memorymanagemenrdtratgy alsoappearsn 10-Lite [28].

4.3.2 Sharing A Resource

The CMR algorithmrequiresthe mappingbetweena trustedprocessandits privatecopy of the shareddata
to be trusted. This is to preventa maliciousprocessdrom pretendingo be a trustedprocess.An untrusted
processcan publisha pointerto its private copy (we useda wher e variable)whenupdatingthe | at est
variable.Sincemaliciousprocessesancorruptthel at est variablealreadythe correctnessf this pointer
is not important. A trustedprocesscan passthe location of its private copy of the shareddatato other
processewhentrustis establishedthroughlPC call or forking.

Eachsharedabstractiorhasits own sharednemoryregion. Along with thel at est , wher e, andl ock
variablesthe region mustalsoleave spacefor a copy of the sharedresourcatself. Thisis to allow a dying
procesgo relocateits privatecopy if it happengo have donethelastmodification.

Section4.4 describeow the CMR algorithmis usedin theimplementatiorof concurrentandprotected

sharingof TCP soclets.Below, we presentwo simplerexamples.

4.3.3 Example: Pipe

Two mutually untrustedorocessesancommunicatevith eachotherusinga pipe. The pipeis implemented

asaFIFOin asharednemory Its memorylayoutis dividedinto two sectionsthefirst sectioncontainaneta
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datadescribingthe FIFO; thesecondsectioncontainsthe FIFO itself.

Processepassthe shuf descriptorfor a pipe amongeachothervia IPC. A IPC handlermapsthe shared
memoryusedby thepipeontoits own addresspace.The CMR algorithmis usedto synchronizeoperations
on the pipe. To avoid unnecessargopying of data,only thefirst sectionof the sharedmemory containing
the metadata, is copied. After eachmodification,a processupdatesthe | at est andwher e variables
appropriately Most of the time, readingby one processand writing by anotherprocessare interleased.

Hencefor eachreadandwrite, copy andvalidationareboth performed.

4.3.4 Example: ProcessTable

VOSusegrocd, aprivilegedprocessto managegrocesgable. Eachrunningprocessnsertsanentryinto the
procesdablevia anIPC call. The entry containsshareddatabetweerthis processaandotherprocessesFor
example,schedulehintsfor hierarchicalschedulersThetrustrelationshipis unidirectional:a process can
trustotherprocessethatuseP’s procesdableentrybecauseapabilitiescanbe usedto protecttheentry. On
theotherhand,processessingP’s entrycannottrustP. The CMR algorithmis usedto synchronizeacces$o
procesgableentries.

For example,we implementsignalsusingprocd andthe procesdable. Eachprocesgableentry contains
atableof signalspostedto thatprocessWhenproces$1postsa signalto proces$2,P1 makesan|PC call
to procd procdexaminesheprocesgableentrysharedwvith P2, possiblycopiesandvalidategheentryif P2
hasthelatestversion.procdthenupdateghetableof signalsandthel at est variable.WhenP2wakesup,
it copiesthe procesdable entryfrom procd (verificationcanbe skippedbecauserocdis trusted),modifies
thetableof signals,andupdateghel at est variable.Currently aprocesgableentryis lessthan128bytes,
thereforethe costof memorycopy andverificationareminimal.

If P2corruptsits procesgableentry, the verificationstepperformedby procdwould fail. Subsequently

procd canchooseo terminateP2.

4.4 Efficient, Concurrent, and ProtectedSharing of TCP Sockets

Previous exokernel literatures[13, 15, 23] give guidelinesfor constructingprotectedsharingof common
abstractionshut doesnot describeany implementatiorof suchanabstractionBricefio [11] implementedan

UNIX flavor library operatingsystemby leaving all abstractiongn sharedmemory completedunprotected
from attacksby maliciousprocessesThis sectiondescribesan efficientimplementatiorof protectedsharing
of TCPsocletshasedn sharednemory By doingso,we demonstrat¢hata multiprocessoimplementation

of protectedsharingof TCP socketsamonguntrustedorocessess viable.

45



4.4.1 Organizationof An Userlevel TCP Socket Implementation

OurTCPsocletsarebasednanexistinglibrary implementatiorof TCPR usedn earlierexokernelnetworking
applicationd24, 23]. Theprogrammingnterface similarto thatof traditionalUNIX, offerseightprocedures
of significance:soclet, bind, listen, connect,accept,read,write, andclose. Their semanticsare described

below.

e Thesocket procedurecreatesa datastructurecalledt cpsocket _i nf o0, thatcontainsalist of t cp-
socket objectswith onemembetinitially. At cpsocket objectrepresenta TCPsoclet. A handle

tothefirstt cpsocket objectis returnedasthe socketdescriptor

e The bind andconnectproceduresachcreatea new paclet filter and an associategaclet ring for
thegivensoclet. Dynamicpacletfilters (DPFfilters) [14] andpacletrings areinterfacesexposedby
an exokernelto supportuserlevel networking. Whena paclet arrivesin a device driver, the kernel
passeghe paclet througha filtering systemand identifiesa paclet ring which the paclet is copied

onto. Applicationscanfreepacletring entriesaspacketsareprocessed.

A DPFfilter comparesan input paclet with specifiedvaluesat given byte positions. The bind and
connectproceduregachcreatea DPFfilter for the addressewhich they areboundor connectedo.

For example,if bind is calledon a soclet with port 1234and P addressl8.26.4.10Zasarguments,
the DPFfilter createdwill matchincomingTCP pacletswith 1234asthe destinatiorport numberand
18.26.4.10asthedestinationP address.

e Thelisten andconnectproceduregachinsertsa DPFfilter into kernel.

e Theacceptprocedurévlocksuntil anew TCPconnectioris received. Whenthis happensanewt cp-
socket objectis createdandinsertednto thet cpsocket _i nf o object. New DPFfilter andpaclet
ring arecreatedfor this connection.The new DPFfilter captureshe TCP connectionby matchinga
TCP paclet’'s sourceanddestinatiorport numberandIP addressefour criteria). A handleto the new

t cpsocket objectis returnedasthe connectedoclket descriptor

e Thereadandwrite procedureprocesacletson the paclet ring andsendoutgoingpacletsvia the

kernel's network device interface.

e The closeprocedureclosesthe current TCP connection,if oneexists. It alsoremovesthe soclet’s
pacletring andDPFfilter from the kernel,anddeallocateshet cpsocket object. If thisis thelast

t cpsocket object,thet cpsocket _i nf o objectis alsodeallocated.

4.4.2 Concurrent Sharing of TCP Sockets Among Untrusted Processes

Sharingoccurswhenaprocesgpasses TCPsocletdescriptortto anothemprocesspr morefrequently whena

child processnheritsa TCP soclket from its parent.Passingof soclket descriptoronly occursamongtrusted
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processesAn untrustedchild, however, caninherita TCP socletfrom a parentin two commonsituations.

One,anetwork sener canlistenon a setof TCP socletsusingthesel ect interface.EachTCP soclet
usesa separatel\protectedsharedmemoryregion to storeits data. Whena network connectiorarrivesat a
soclet, the sener forks, dropsprivilege, andloadsup anothey potentiallyuntrusted executablebinary. The
child processnow untrusted,hasa copy of the soclet. In this case,concurrentand protectedsharingcan
be easilyachiezed usingthe CMR algorithm. When eitherthe parentor the child processvantsto access
the soclet, it canexecutein a critical section. Two optimizationsare done. First, sincethe parentprocess
only caresaboutthe stateof the soclet, only thet cpsocket andt cpsocket _i nf o objectsare copied
(ignoring all TCP paclets). Thesetwo datastructurestogethey are aboutone kilobytesin size. Second,
sincechild processwill be accessinghe soclet for the durationof the network connection,the common
casedescribedn Figure 4-5 apply. Memory copy andvalidationsare avoided. If at anytime the network
sener wishesto usethe socletanddiscoversaninvalidt cpsocket ort cpsocket _i nf o object,it may
deallocatehesoclet, kill the child processandcreatea new soclet. A parallelversionof the UNIX daemon
i net d canbeimplementedn thisfashion.

Two, anetwork sener canlisten on a single TCP socket. Whena connectiorarrives,the sener usesthe
accept procedurdo createa connectedoclet. Thesenerthenforks andclosesheacceptingsocletin the
child processWhenthe child procesdoadsanuntrustedexecutablebinary, only theacceptedocletremains
shared.Protectedsharingcanbe achievedin two steps.First, the parentprocesgeadandwrite protectsall
of its sharedmemory exceptthoseusedfor thet cpsocket objectandthe paclketring for the connected
soclet. This ensureghat a maliciouschild processcannottamperwith other connectionghat the parent
processnayacceptatalatertime. Sincethe child procesnly hasthe DPFfilter for the currentconnection,
it alsocannotreceve pacletsdesignatedor other TCP connections.Secondthe parentprocessand child
processothusethe connectedsoclet in critical sectionsprovided by the CMR algorithm. Sincethe parent
processandthe child procesnly sharethet cpsocket object,ary corruptionof thatobject,if detectedy
the parent,cancausethe child procesgo beterminated We have implementedsomenetwork senersin this
fashion.

This secondcaseof sharingdiffers from the first oneonly in thatat cpsocket _i nf o objectis not
createdon callsto the accept procedure.This is doneto optimize for the commoncasethat processes
sharingconnectionghrougha single TCP soclet are often trusted. Allowing themto sharet cpsocket

objectsandpacletringsof all connection®penup possibilityfor performanceptimizations.

4.5 Summary

This chapterintroduceshe Copy-Modify-Replace(CMR) algorithmthatnegotiatesconcurreng amongun-
trustedprocessesfirst, a privatecopy of the shareddata,writable by one processut readableby all other

processess obtainedthen,theprivatecopy of thesharediatais modified;last,if nocontentiorhasoccured,
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theprivatecopy replaceghe previousversionof the datawith a pointermodification. The CMR algorithmis
optimistic. It assumeshatmaliciousprocesseslo not exist. Whenthis assumptioris provenfalsethrough
correctnessheckson the shareddataand/ordetectionof a brokenvoluntarymutualexclusionprotocol,the
critical sectionis eitherterminatedr retried.

This chapteralsodemonstratebow the CMR algorithmcanbe usedto implementprotectedsharingof

abstractiongn unprotectedharednemory An implementatiorof TCP socletsis given.
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Chapter 5

Experimental Results

This chaptempresentperformanceomparisorof threesynchronizatiorprimitivesusedin SMP-Xok: wait-
in-cachespinlock,queue-basesdpinlock,andread-writelock. This chapteralsopresentshe performanceof
messag@assingn kernelandCMR, the synchronizatioralgorithmfor untrustedorocesses.
VOS,asimplemultiprocessolfibrary operatingsystemsenesasthe testbedor SMP-XokandCMR. It
implementprocesgable,sharednemory threadspipes,tcp andudpsocletsandIPC abstractionsBecause
severalimportantabstractionssuchas signals,files, and terminal emulation,have not beenimplemented,
ExOS[11], anuniprocessolibrary operatingsystemjs usedto bootstrap/OS: systenxcritical binariessuch
asi ni t d andshellsarelinkedwith ExOS.Binarieslinkedwith VOSareexecutedrom theshellby anuser
Additionally, VOSreadsandwritesfiles by communicatingvith afile senerimplementedn ExOS.
Experimentsareperformedon anintel SMPworkstationwith four 180 Mhz PentiumProprocessorand

128 megabytesof RAM and128kilobytesof cachefor eachprocessar

5.1 Performanceof SMP-Xok

5.1.1 Performanceof Kernel Synchronization Algorithms

Threesynchronizatiorprimitivesareusedin SMP-Xok: wait-in-cachespinlock,queue-basedpinlock,and
read-writelock. Wait-in-cachespinlockusesanatomictest-and-seprimitive to acquirealock sittingin main
memory If thelock is busy, the acquireoperationspin-waitsin its cacheuntil the lock canbe reacquired.
Queue-basedpinlockissuesaticket, whoinitial valueis setto “false”, to eachprocessowaiting on a lock.
Waiting processorsare orderedinto a queuebasedon their ticket numbers.Whenthe lock is releasedthe
ticket value of the processouat the top of the queueis changedo “true”, allowing that processoto enter
the critical section. Queue-basedpinlockreducedius contentionbecausgrocessorgrenot competingfor
onelock. Read-writelock allows multiple readoperationson a sharedresourcdo executeconcurrently but

forcesawrite operatiorto executeexclusively.
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Operation Costus Costcycles

Emptyprocedurecall 0.05 9
Acquireandreleaseof wait-in-cachespinlock 0.29 53
Acquireandreleaseof spinlockwith tickets 0.43 78
Acquireandreleaseof aread-writelock for reading 0.43 78
Acquireandreleaseof aread-writelock for writing 0.33 59

Table5.1: Lateng of kernelsynchronizatioralgorithms

Table5.1 presentperformanceomparisorof thethreesynchronizatioralgorithms.Wait-in-cachespin-
lock hasthelowestlateng. Enqueueingn theacquireoperatioranddequeuingndnotifying the next ticket
holderonthereleaseperatiorcontributeto the higherlateng exhibitedby ticketbasedspinlocks.Acquiring
andreleasinga readlock hasa higherlateny thanacquiringandreleasinga write lock becausensteadof
zeroingout the numberof writers on releasean atomicdecrementnstructionmustbe issuedto decrement
thenumberof readers.

In anotherexperiment,four processorare contendingfor a single lock, eachexecutingin a loop. In
eachiterationof theloop, a processoacquiresa spinlock,computedor a smallamountof time, releasehe
spinlock, then computessomemore. Ideally, the averagedurationof eachiterationwould be slightly less
thanfour timeslonger (lessthanfour timesbecauseahe computationafter releasingthe lock canbe carried

outin parallelwith otherprocessorsthantheiterationwould take on anuniprocessor
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Figure5-1: Slow down of critical sectiondueto buscontention

Figure 5-1 presentghe slow down of averageiteration duration. The x-axis representghe duration
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Operation Coston Xok us Coston SMP-Xok us

Null systemcall 15 15
Pagefault 5.8 5.8
Protectectontroltransferroundtrip 6.8 7.7
Creatinganddestrging anervironment 124 152
Cloninganernvironment - 37
Mapping128physicalpagesdnto virtual memory 530 1350

Table5.2: Overheadof multiprocessingpn kerneloperations

of eachiteration of the loop underno contention,andthe y-axis representshe slonv down of the average
iteration durationwhen four processorare contending. This figure shows that when the critical section
is small (lessthan 3 microseconds)the slow down of a critical sectionsynchronizedwvith a wait-in-cache
spinlockis dramatic(6 to 17 times). Whenthe numberof processorsncreasesye expectthe slov down
to increasefor larger critical sections. The resultssupportthe useof queue-basedpinlockin SMP-Xok:
gueue-basedpinlocksare usedto synchronizdinked list operationsand updatego systemstatistics short

critical operationswith high probability of contention.

5.1.2 SMP-Xok Multipr ocessingOverhead

Table5.2 presentsheperformancef kerneloperationsn SMP-Xok,comparedvith thosein Xok, anunipro-
cessorexokernel. The overheadof multiprocessingcomesfrom synchronizatiorexclusively. For example,
while no spinlockis usedontheprotectedcontroltransfempath,acompare-and-sapinstructionis performed
to ensureno two processorsireupcallingto the sameervironment. Furthermorethe rathersignificantover-

headsn creatinganddestrging anernvironmentandmappingphysicalpagescomefrom thedecisionto use
fine-grainedocking on eachphysicalpages ppage object. Fine-grainedocking resultsin alarge number

of spinlockacquireandreleaseoperations.

5.1.3 Communication Performance

Table 5.3 presentperformancecomparisorof differentimplementation®f IPC, usinginterfacesexported
by SMP-Xok. In our experiment,two processesommunicatevith eachotherby makingIPC requestsand
replies.We measureheroundtriptime of eachlPC requestndreply.

In the messag@assingexperiment,a sener processwaitsfor availablemessageby examiningthe mes-
sagering downloadedinto the kernel. Whenboth the sener andthe client are scheduledo executeon the
sameprocessarthe latengy of anIPC reply andrequesis 14.7 us, which equalsthe speedof a full context
switch plus the overheadof passingmessage# kernel. On the other hand,whenthe two processesre
scheduledo executeon differentprocessesnuchof the contect switchtime canbe eliminatedif the sener

candetectnew IPC messageassoonasthey appearwon thering. This wasthe casein our experiment,asthe
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Operation (roundtrips) Costus

Protectectontroltransfer processesn the sameprocessor 7.7
Messagepassingprocessesn the sameprocessor 14.7
Messageassingprocessesn differentprocessors 6.4
Sharednemory processesn the sameprocessor 9.0
Sharednemory processesn differentprocessors 20

Table5.3: Performancef differentIPC implementations

sener wasthe only procesgunningon the secondorocessar Similarly, in the sharedmemoryexperiment,
a sener processwaits for availablemessageby examininga pipein sharedmemory Whentwo processes
arescheduledo run ondifferentprocessorsoncurrentlyno context switchesandsystencallsarenecessary
thusthe speedf anIPC roundtripis dramaticallyimproved. While IPC over sharedmemoryis preferredon
a multiprocessosystemmessag@assings neededo establishmemorysharingbetweensener andclient

processebecaus@achexokernelprocessnanagedts own physicalto virtual addresgranslation.

5.2 Overheadof Synchronizationin a Library Operating System

A sendt o operationon an UDP socletin VOS createsan Ethernetpacket composingthe UDP datagram
andpassedt directlyto the Ethernettardthroughanexokernelsystemcall. Thesystemcall placeshepaclet
ontothe device’s transmitqueueandreturns.VOSthenwaits for the device to completethe transmitbefore
returningfrom sendt o. This laststepallows VOSto free memoryallocatedfor the Ethernetpaclet.
Table5.4 presentghe performanceof CMR, the synchronizatioralgorithmfor untrustedorocessegsee
Figure4-1). In this experiment,an UDP soclet is beingsharechetweera parentprocessanda child process
(Section4.4 describeghe semanticof sharinga network soclet in VOS). Eachprocessexecutes10,000
sendt o operationdn aloop. Eachiterationof the loop containsonesendt o operationand somecom-
putation. To obtainthe overheadf CMR, we measurdhe performancef eachiterationwhenthe socletis

synchronizedvith CMR andwith a voluntary synchronizatioralgorithm. We presenthe averagecostper

iteration.

sendt o operation Averagecostus
socletsynchronizedy disablinginterrupts,oneprocessending 96.2
socletsynchronizedvith CMR, oneprocessending 96.4
socletsynchronizedy disablinginterrupts two processesendingon the sameprocessor 193.1
socletsynchronizedvith CMR, two processesendingon the sameprocessor 195.0
soclket synchronizedy spinlock,two processesendingon differentprocessors 181.7
soclket synchronizedvith CMR, two processesendingon differentprocessors 184.5

Table5.4: Performancef sendt o on socletssynchronizedy CMR
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The first row shows the basecostof a sendt o operation. As a crudecomparisonyunningthe same
experimenton Linux resultsin 30 us persendt o operation.sendt o in VOSis slower becauset waits
for the network device to finish sendingthe paclet beforereturning,whereassendt o in Linux placesthe
paclet ontoa queueandimmediatelyreturns.Sincesocletsareimplementedn kernelon Linux, the kernel
canfreememoryallocatedfor the soclet atalatertime (e.g. whenthe device finishestransmitting).

Thefirst two rows shav thatwhenonly oneprocesss sendingpaclkets, CMR doesnot introducesignif-
icantperformancelegradation.This is expectedbecausevhenonly oneprocesds usinganabstractionthe
| at est variablewill alwayspointto thatprocessthusno copying or validationis necessary

Thenext four rows shaw thattheperformanceverheadf CMR dueto copying andvalidationis minimal
whentwo processearesharingandusingthesamesoclet. Therearetwo interestingpoints.One,theaverage
costpersendt o operationis doubledwhentwo processeare sendingpaclketson the sameprocessarbut
is slightly lessthandoubledwhentwo processesre sendingon differentprocessorsThis decreasén cost
is causedby the parallalizablecomputationafter the sendt o operationin eachloop iteration. Two, the
overheadf CMR is moreevidentwhentwo processearesendingpacletson differentprocessorshecause
copying databetweerprocessesn two differentprocessorivolve invalidatingoneprocessos cachefirst.
Whenprocessearescheduledn thesameprocessqgrdatato be copiedcanlik ely befoundin theprocessos

cache.

Operation Costus
Synchronizatiorusingspinlock 86
Actual sendt o operation 84
Copying by CMR 2
Extracomputation 12

Table5.5: Overheacdbf CMR

Table 5.5 shows the costbreakdeovn of eachiteration of the loop whentwo processesre sendingon
differentprocessorsThe costof synchronizatiorincludesspin waiting for the otherprocesgo releasethe
lock. This cost,appropriatelyequalsto the costof eachsendt o operationandthe overheadbf CMR. Row

threeshavs thatthe overheacbf CMR is 2 us, whichis consistentvith thenumbershawvn in Table5.4.

5.3 Summary

This chaptermeasureghe performancef SMP-Xok. Theresultsdemonstrat¢hatmostkerneloperationsn

SMP-Xokarecompetitive with thosein Xok. A few kerneloperationssuchascreatingan ernvironmentand
insertingphysicalpagesnto a virtual addresspace areslowed considerablybecausdine-grainedsynchro-
nizationis usedto synchronizgppage objects.

This chapteralsomeasureshe performanceof CMR, the synchronizatiortechniquefor untrustedpro-
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cessesTheresultsshav thatthe overhead®f synchronizatiortausedoy CMR areonly slightly worsethan

thosecausedy voluntarysynchronizatioralgorithms.
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Chapter 6

Conclusions

This thesispresentsSMP-Xok, a synchronizednultiprocessoexokernelcapableof supportingparallelap-
plications.SMP-Xokoffersthreenew interfacesotfoundon pastuniprocessoexokernels:messag@assing
betweerprocessesn differentprocessorsisingkernelmaintainedmessagéuffers, kernelsupportfor mul-
tithreading,andflexible multiprocessoscheduling.

Thisthesisalsopresentd/OS,amultiprocessolibrary operatingsystem Althoughincompletejt demon-
stratesanunprivilegedlibrary implementatiorof operatingsystemabstractionss viable on a multiprocessor
computer Unprivilegedanddecentralizedystemabstractionsreimplementedy library operatingsystems
in sharednemory In previousuniprocessolibrary operatingsystemsgritical sectionshave beenusedexten-
sively to provide protectedsharingof theseabstraction$11]. Providing critical sectionsn a multiprocessor
library operatingsystemhowever, is muchmoredifficult for two reasonsOne,a system-widenotprocessor
wide primitive mustbe usedon a multiprocessosystem.Two, voluntarysynchronizatiorprotocolssuchas
spinlockandsemaphoresannotbe usedbecauseapplicationsaremutually untrusted.This thesisintroduces
the Copy-Modify-Replace(CMR) algorithmthat negotiatesconcurreng amonguntrustedprocessesfirst, a
privatecopy of theshareddata,writable by oneprocessut readableby all otherprocessess obtainedthen,
the privatecopy of the shareddatais modified;last,if no contentionhasoccurred the privatecopy replaces
the previous versionof the datawith a pointermodification. The CMR algorithmis optimistic. It assumes
that maliciousprocesseslo not exist. Whenthis assumptions provenfalsethroughcorrectnesgheckson
theshareddataand/ordetectionof a brokenvoluntarymutualexclusionprotocol,thecritical sectionis either
terminatedor retried.

Severalopenguestionsandtasksremainfor futureinvestigatiorandwork:

¢ Is the schedulinginterface offered by SMP-Xok adequate? We have only implementeda simple
load balancingmultiprocessoischedulerbut we believe that the interfacesSMP-Xok offers canbe
usedby a hierarchicalscheduleto implementmoreaggressie multiprocessoschedulingalgorithms

suchasgangschedulind27] andwork stealing[10].
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¢ Is symmetric multipr ocessingthe right exokernel abstraction? SMP-Xok is a symmetricmulti-
processingystemin thateachprocessorunsthe samecopy of the kernel. Is this the right exokernel
abstractiorfor multiprocessing®Vould a masterslave style kernelbe betterfor flexible andhigh per

formancemultiprocessing?

e We still needa complete multipr ocessorlibrary operating system. VOS is merely a testbedfor
demonstratinghata library implementatiorof operatingsystemabstractionss viable on a multipro-

cessolcomputer It lacksmary realabstractionsuchasbuffer cacheandfile system.

Despitetheseopenquestionsthis thesispresentsa working multiprocessoexokernel system. Source

codeof SMP-XokandVOScanbedownloadedrom http://www.pdos.lcs.mit.eduje/.
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