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Abst ra ct

Networkingsysenssuch asEnsenble thex-kemd, Scout,
andClick achiewe e xibility by building routersand other
padket proces®rs from modular componerts. Unfortu-
natdy, componert desigs are often sloverthanpurpose-
built code, and routers in particular have stringert e -
ciercy requiremerts. This paper addresseshe e ciercy
problems of one componen-basedrouter, Click, through
optimization toolsinspredin part by compiler optimiza-
tion passeslhis pragmatic approac canresult in signi -
cart performance improvemers;for exanple,the combi-
nation of threeoptimizations reducestheamaunt of CPU
time Click requiresto processa padket in a simple IP
router by 34% .We presei seeraloptimization tools,de-
sclibe how thosetools a ededthe desig of Click itsdf,
and presemn detaled evauiaions of Click's pefformance
with andwithout optimization.

1 Introduction

Modular componerts make sysenms more e xible and
extersible.Di erert compostionsof thesamecomponents
canimplemer fundamenally di erent functionality. Fur-
themore,the useof ne-grainedcomponertswith simple
speci cdionscanmakeasysemeasieto understand Be-
causeof its requiremers for e xibility and extersibility,
anditsdi culty, networking software hasbeena paopular

e ld for the application of componert techniques[6, 8,9,
11,13,15].

Networks getfasera anewvengrederratethanproces-
sors, however, making the e ciercy of networking soft-
ware e\ver more important. BEven ascomponert sysems
make networking software easietto program,componernt
techniquesintroduce ine cierciesthat monalithic soft-
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ware canavoid.

Onewayto avoid component overheal isto apply com-
piler optimization techniquesat the componert leve. For
exanmple,objed-orientedoptimizationssuch asstdic class
anal/siscanreduce the cost of communicaion between
componerts.Deal code dimination, instruction or com-
ponert sdedion, andinlining also have obvious applica-
tions.

Sarting from this principle,we have developedseeral
optimizersfor Click,asysemfor building extersible rout-
ersfrom modular componerts[11]. The optimizers real
Click routercon g urationson standad input, analyzeand
transform themin variousways,andwrite the optimized
con g urations to standad output. They are thus easly
combined, much like compiler optimization passeshut
unlikecompiler optimization passesheywork at thelewel
of router con g urations. Our optimizations run quickly
andmakerealrouterssigni cantly faser. For exanple,the
combination of threeoptimization toolsreducesthe Click
CPUtime costof anIP router by 34%,andraisests peak
forwarding rate by 89,000minimum-sizepadketspersec-
ond,t0446,00000n anewer PC thispeakforwardingrate
jumpsto 740,00@adketsperseond.) For highinput rates,
theperformanceof our optimizedClick IP routerislimited
by our I/O sysem,not by the CPUtime costof Click.

The optimization tools form the main contribution of
this work. Theydemmstrate that compiler optimizations
canusetilly be applied at the levd of networking compo-
nerts.In particular, we hopeto show that analogeswith
compiler optimizations and programming language tet-
niquescan usetilly guide the desig of pragmatic tools
for optimizing modular routers,and,perhas,componert
sysemsin generalWe also discusghe original Click sys-
tems performarce issiesand relationships betweenthe
optimizersandClick'sdesign, andprovideadetaledanal-
ysisof the forwarding performance of anoptimizedClick
IP routeron seeraltypesof PChardwate.

In the restof this paper, we discusgdated work (Sec-
tion 2), presem aspets of Click relevart for performance

“This version contains some corredions relaive to the version pub-
lishedin ASPLOS X. Setion 6.2 previously referred to \subgraph
pdymorphisnt', not \subgraph isamorphisnd'.



(Setion 3),descibeour optimization approacin generad
(Setion 5) and particular optimizer tools (Setions 4, 6,
and7), presem performance reaults (Se¢ion 8),and con-
clude (Setion 9).

2 Relat ed Work

Previouswork hasdescibedthe Click modular router
and the IP router con g uraion on which we baseour
evalaion [11].

Thex-kemd [8] providesaframework for implemen-
ing and composing network protocols. Protocol nodesin
the x-kemd resenble Click eemeris.Hand optimization
of x-kemd con g urations demmstrated that path inlin-
ing, which combinesthe e ed of our devrtualizer(Sec-
tion 6.1)with inlining, cansigni cantly decreaseprotocol
latency [12]. Automatic con g uration optimization is not
supported.

Sout [13], a successr to the x-kemd, wasdesiged
for routing andhigh performance networking, ratherthan
protocol compostion. Smut comeswith a simple rule-

baseaptimizersimilartoour dick-xformtool (Se¢ion6.2).

Howe\er,theiroptimizertransformspaths,or linearchains
of \demens'; dick-xform transforms subgraphs,which is
much morepowerful.Optimizationsimplemenredbyhand
for a Sout TCPforwarder [16] addresssimilar problems
to thosewe attadked in our IP routedf or instarce, the
number of componerts on the forwarding path.

Dynamic modular networking sysems, such as Sys-
temV STREAMS[15] andFeeB®'s Netgaph [6], focus
on the dynamic construction and manipulation of con-

g urations.A complete con g uration cannd be easly ex-
tradedfrom thesesysems,so optimizing acon g uration
must proceedpiecemeal We know of no autometic opti-
mizersfor thesesysenmns.

Previouswork applyingcompileroptimizationsto com-
ponerts and sysemns tendsto be more integated with
traditional compiler technology. The Ensenble [9] and
Eserd [4] projeds,for exanple, uselanguage processrs
tha understanatheertirety of theprogramminglanguages
usedto write their sysems componerts.In contrast,our
optimizers understandcomponerts a a high level; some
do not hande C++, the implemeriation languagg, at all.
TheEnsenble/Eserd approach a ordspotertially greder
opportunitiesfor optimization,but it also leadsto farmore
complex language processrs.

In particular, Ensenbleisacomponert-basechetwork
protocol architedure designedespecidy for group mem-
bership andcommunicaion protocols.UnlikeClick, thex-
kemd, Sout, STREAMSandNetgaph,which all usecon-
vertional sysems programming languageslike C or C++,

Ensenble componertsarewrittenin OCaml,afunctional
programming language. The Ensenble authors translae
their OCaml componerts into formal staemerts in the
Nuprl theaem proving sysem.Fom there,they canex-
trad optimizedversions of eat node and composethem
according to various combination predicdes.Nuprl can
theaetically perform mary kinds of optimizaions, but
theprocesssnot fully automatic. Humaninteradion with
theNuprl sysemisrequiredto extrad usetil speci cdions
from Ensenble componerts.Thismay takeanything from
ahalf-hour to anertire aftemoon to dewvelop, andrequires
input from both the componert programmerandaNuprl
expett [9]. The optimizations implemeried by Ensenble
resenble acombination of our dick-devirtualizeanddick-
xform. Forwarding performance wasnot repated.

Knit [14], a componert framevork for C programs,
also appliesprogramming language techniquesto sysens
componerts.Itsimplemeration strategy, whereKnit mod-
i es objed les producedby anunmodi ed C compiler,
resenblesour approadh morethantheintegatedapproac
of sysemnslike Ensenble. The Knit \ attening" optimiza-
tionislikeanversion of our devirtualizerthat additionaly
inlinescode.

3 Click and It sPerfor mance

Click is a component framework for PC router con-
struction. The componerts are ne-grained padet pro-
cessilg modulescaled demerts. Each dement hasadass
elemern classde nitionsare writtenin C++. Router con-
g uration desigers then combine demeris into routers
using a simple dedardive language of our desig. This
makesClick routers e xible,extersible,andreatively easy
to construct. FHgure 1 shows a standad-compliant Click
IP routerwith two network interfaces Elemerts gppearas
boxes;amrowsbetweenboxesare connections which deter-
mine how padketstravel from demert to demer. Asindi-
caedby thisdiagam,Click con g uraionscanbethought
of asgraphswith demertsat thevertices For moredetals,
seqb, 11].

Componert desigs are often slowver than purpose-
built code. The cost of inter-component communicéion
is pure overheal, and reusale componerts may require
slowver, more generalalgorithms. Performarce is a sec-
ondary goal for Click, since the fasestcore routers will
newver run on PCs.Howe\er, even gigabit Ethemet taxes
high-end PC processrs and busesand will for yeass to
come. There are no spae cycles;slov software mears
dropped padkets.Therefore, Click wasdesighed to be as
e cient aspossble, within the parameers of a exible,
extersible componert framevork.
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Fgurel|A Click IP routerwith two network interfaces.

Among the relevart design choices:C++, our imple-
mertation language, haslow inherert overhead and hap-
pily coexists with operding sysem kemds. The Click
padket abstradion is a thin veneerover the Linux ker
ne's sk_buff ; extersive useof inline functions makesit
ase ciert assk_buff while providing afriendier inter-
face.To avoid overheal, demerts perform only rudimen-
tary input cheding. For exanple, they often assime that
reeived padketshave the expeded protocol, so protocol
dispach must be made explicit in router con g uréations.
Click redacesthehostoperding sysenisinterrupt-driven
network stad with pollingdevicedriversandaconstarily-
adivekemd threal. Thisimportant charge diminatesre-
ceivelivelock [10], where reeive interrupt processim oc-
cupiesall CPUresurcesanddrivestheforwardingrateto
zem, andraisesa Click IP routerspeakforwarding rate to
over four timestha of unmodi ed Linux.

Neerthelesssourcesof overhead remain.

Virtual functionsand packet transfer. Packetsare
transkerred betweendemerts via dynamicdispdches,or
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Fgure2|A con gurationfragmertthat stressethebrand predidor.

virtual function cals in C++ teminology. This is much
chegoer than altematives like implicit queues between
componerts,but it still hasine cierciesWeinvesigaed
the cost of virtual function cals rdative to convertional
function cals on a Pertium Il processr. The Pertium
cadesthe targets of indired branch instructions; when
corredly predided,a virtual function cal takesabout 7
cycles,comparable to a convertional function cal. Incor-
redly predided cals, howe\er, take dozers of cycles.A
Click IP routersforwarding path takes1160cycleson this
processr, making the costof mispredidion signi cant in
percenagetems.

Unfortunaely, the branch predidor performs poorly
on Click routers.For exanple,two demenswith thesame
classmay conned to demerts with di erent classesas
in FHgure 2. Padcet transters from the two ARPQuelers
shae one cal site, since the two demeris have the same
class;however, the demerts transer paketsto di erent
targets,so if padketsatemate betweenthe ARPQueiers,
the branch predidor is awayswrong.

Of course,even wdl-predided virtual function cals
are more expersive than no function cals a all. Click's

ne-grained componerts are easyto work with, but lead
to routers with mary elemerts on the forwarding pah|
sixteen,in the caseof our standads-compliant IP router.
At a consenaive seen cycdesper padket transfer, 9% of
this router's forwarding pah costis dueto function cal
overhea.

Genenl-purposeelemerts. Click elemeris should
be asgeneral-prposeaspossble. This makesit easietto
reusedemernts,desig router con g urations,andanayze
con g urationswrittenby others.It also tendsto makethe
edemensthemsdvesless ciert.

For exanple, mary padket classi cdion tasksin Click
useprogrammeéble geneiic classi ers caled Classkr, IP-
Filter,andIPClasser . Thesedemeris compile textual |-
terspeci caions,such as\src10.0.0.&& tcpsrcpat 25,
into decisia treestructurestraversedon ead padket.Al-
most e\very con g uration weve written involves one or
more of thesedemerts,andinitially, theywere by far the
slowvestdemernsin our con g urations. We spedup their

'Rurthemore, simpler Click elemerts often usesyntadtic sugarcaled
simple_action that canhalve their code size but confusesthe pre-
dictor.



void Classifier:pu  sh(i nt, Packet *p) {

inline void FastClassifier_ a_ac: :| ength_unchecked_push(Padket *p) {

const unsigned char *packet_data = p->data() - _align_offset; const unsigned *data = (const unsigned *)(p->data() - 0)
Expr *ex = &_exprs[0]; int pos = 0; // .. step_0:
do { if ((data[3] & 65535U) == 8U) {

if ((*((unsigned  *)(packet_data + ex[pos].offset) ) & ex[pos].mask.u ) == ex[pos].value. u) output(0).push( p);

pos = ex[pos].yes;
else
pos = ex[pos].no;
} while (pos > 0);
checked_push_oup ut (- pos, p);

a.Classer innerloop

return;
}
output(1).push( p);
return;

}

b. click-fagclasser output

Fgur e 3|Classi ca tion codewith andwithout click-fagclasser.

inner loops by resticting decisio tree operdions, and
implemened an extersive setof decisia tree optimiza-
tions,similarto BPF+5[3], to optimizethemfurther. Sill,
a special-prposeclassi caion eemert built for a single
taskcanbed arny geneic classi er. Thisisthe essetial in-
sicght behind compilers dynamiccode generdion [7] and
program specializon/partial evaliaion tedniques.

Uses could addressboth of thesesources of over-
heal within the Click frameverk. For exanple,theycould
write big, coarse-gainedelemeristo reduceinter-elemen
padet transkr, or write specializedlemernts rather than
generalones.Thesesolutions come at the costof e xibil-
ity andextersibility andare therefore unacepteale.There
would be no problem, howe\er, if progamsimplemeried
the solutions insteal of uses. Tha ideamotivaesthis
work.

4 Click-F ast cl assi er

The dick-faddassier tool addresseshe Classkr in-
e cierciesdescrbed above, and provides a convenien
introduction to our optimization methodology.

Again, the problem is that Click's classi ers traverse
a decisia treestructure laid out in memay. Compare
this with the approad of compiling decisim treesinto
code with inlined constarts. This always improvesupon
the original classi ers data-cate usa@, since there is no
treeto aacessThe compiledcode might belargerthanthe
originalcodefor largedecisimtreesgtill,i-cacheusageand
cycle countswill usualy bebetterin the compiledversion.
To implemert this optimization, uses would crede an
elemert classfor eat classi erin their con g uration by
translding decisio trees|perhaps eventhosegeneraed
by Click itsdf|in toif staemeris.

Thedick-fagdassier optimizaion tool automatesex-
adly thisprocessln patticular, it:

{ RealsaClick con g uration le from standad input.

{ Seathesthe con g uration for classi cdion eemerts
(Classkr, IPHIter,andIPClasser), andcombinesad-
jacert Classker sto improve optimization posshbilities.

{ Extadsthosedemerisinto a\hamesscon g uration
andruns Click on the hamessClick cheds the classi-
er sfor syntaxerrors,creaestheir decisia treesthen
outputs thosetreesn human-readable form; the opti-
mizer parsesthis output. Snce dick-fagdassier uses
Click to extract decisio treesglassi ersyntaxcharges
needbeimplemeriedexadly once.The\hamesSs con-
g uration,which containsonly the classi ersandgen-
erdedboilerplate avoidspossblesidee edsfromrun-
ning Click on theinput con g uration.

{ GenertesC++ source code for new eemert classes,
one per decisim tree.(Classi es with idertical deci-
sion treesusethe sameclass.)The code consistsof
Click boilerplate plusapadet-handing function con-
sising of the decisio treetranslded into C++. Fg-
ure 3 shows Classker 's padet-handing function and
the equivalen function generaedby dick-fagdassier
for a simple classi er (\ Classier(12/08004) ", which
comparesthetwdfth andthirteerth bytesof the padket
daaagairstthe hex value 0800).

{ Chargesead classi erdemertin theroutercon g ura-
tiontouseitscorrespamdinggeneraedclasskFor exam-
ple,andemert dedaraion like\ c:: Classier(12/0800,
{) " might chargeto\ c::FadClassier@ @t

{ Writesa combination of the newrouter con g uration
and C++ source code to standad output. When the
userinstals this con g uration, Click will r stcompile
the source code and dynamicaly link with the result.
This makesthe newedemert classesaaesdble to the
con g uration.

Thus dick-faddassier transpaertly optimizesewery clas-
si er demernt in arouter con g uration. The original,sim-
pler con g uration neednot bemodi ed.

The speedp attributable to dick-faddassier depends
both on the dassi ers decisim treesand on the padkets
passig through theclassi ers.Thebestcasasavery large
treeof which mostpadetstraversealarge fraction before
being emitted. We implemeried a 17-rule r ewal from



Building Inteme Firevalls[18, pp 691{2] in IPHlter, then
measired IPHIters CPU cost for a padket matching the
next-to-lastrule (DNS-5) Without dick-fagdassier (and
with Setion 8'sevalaion setp), thistook 388nanosec-
onds,or 23%of the total time it takesa padet to pass
through the default Click IP router (excluding devices).
With dick-fagdassier, thisdroppedby morethanhalf,to
188ns.

5 The Tool Appr oach

In general Click optimization tools are programs like
dick-fagdassier that rea router con g urations on stan-
dard input, analyzeandtransform the con g urations,and
output the results on standad output. All the optimizers
weve built haveimportant propertiesin common, andthe
optimizershavea ededthe desig of Click itsdf.

5.1 OptimizersandClick

Optimizers don't link with eemert classde nitions.
Theycouldn't; demensmeart for theLinuxkemd require
symbolsandfeduresnot availableat useldewd, for instance.
Thus,optimizers do not run con g uraions asprograms,
but trea them more asgraphs. A library providesan ex-
tensivesetof graph manipulaions|a ddingandremoving
demensandso forth.

Graph operdions arent relevart in Click itsdf, where
con g urationsdon't chargeaftertheyareinstaled.To add
anedementoacClick router,theusemustinstal anertirely
new con g uration, although this canbe done in such a
way that important stdeistransteredinto thenewrouter.
In retrospet, this single decisim|tha t router con g u-
rations should be stadic|al lowed optimizers to exist. In
someothercomponen-basechetworkingsysens,sysem
stde builds up dynamicaly, through \add" and\remove'
operdions; a currert con g uration is di cult to extrad
from such asysem,letaloneinstal asaunit. Allowing for
dynamiccon g uration changeswould also gredly reduce
availableoptimizaion opportunitiesdick-fagdassier ,for
exanple,assimestha classi ercon g urationsremainthe
samethroughout arouterslifetime.

5.2 TheClick language

The existence of optimizers hasin uenced the little
language usedfor writing router con g urations.We could
have thought of this language asa sciipt for controlling
the router. Insteal, we think of it asabstaadly specifing
a router con g uration|as stdic and dedaraive, rather
thandynamicandimperaive.In this view the languaggs
sole function is to descibe the colledion of demerisin
therouterandtheconnedionsbetweenthem.Cleary, such

alanguace is more eadly parsedoutside the context of a
routerthanary Tdl-like sciipt attemative.

Optimizerscannd link with adualdemer de nitions,
sotheydon't neessaity knowthedemert classeavailable
to a router. Therefore, we charged the language so tha
programs canbe parsedcorredly without knowingwhich
namesorrespad to eemert classes.

Theoptimizershavesomewhat inhibitedlanguageevo-
lution. Syntaxcharngesandextersionsarerare for exanple.
Extersions require updaesto two parses. More funda-
mertally, optimizers exped to be able to arhitrarily trans-
form con g uration graphs and generae Click-language

les correspanding exadly to the reaults. Language ex-
tensionswould haveto keepthisin mind. Becaiseof these
fadorswehaveendedup chargingtheClick languageonly
to improve compaund demetts, itsabstraction faciity.?

Optimizers inspred the archive fedure, where a con-
g uration may consistof multiple les bundledinto asin-
gle archive. Seeraltools usethis fedure to atach source
and/ar objed code specializedor a single con g uration.
Click compilesand loads the objed code before parsing
the con g urétion itsdf.

An atemative design might have had optimizers cal
Clicktoparseacon g uration.Anoptionwould causeClick
to emit theresulting parsetreewithout initializing the re-
aultingrouter. Unfortunately, Click andtheoptimizershave
di erert parsing requiremerts, and supporting both in a
single parsermight not besigni cantly simplerthankeep-
ing two parses. For exanple, the Click parsercomplains
about unknown eemern classesautomaticaly compiles
away compound eemer abstadions, aborts early when
certain errors occur, and keepsonly generalinformation
aboutthelocaionsof errorsin thesource le. Thesechoices
simplify andspeedup the Click parserwhich mustlivein
the Linux kemd, but areinappropriate for optimizers.

5.3 Elemertsand speci cations

Optimizers cannd easly understandor anayze ee-
mertimplemeriations.Elemenclassearewrittenin C++,
whoseimperaive feduresand weaktype sysem make it
harder to anal/zethan languageslike OCamlor Eserd.
Therefore, we devdloped medanisns to enbed simple
speci cdions for elemert propertiesdiredly in the C++
source.Sciptsextrad thesespeci cdionsfrom thesource
andwrite them,in structured form, into les rea by the
optimizers.Click useghe speci caionsdiredly.

For exanple,eat demen mustinform Click whether
itsinput andoutput ports support \push or \ pull" padket

2Compound elemets let uses crede librariesof common con g ura-
tion fragmerts.Saneoptimizersal dependon them.



transter2 Originally, this took placein unstructured code.
Howe\er, our more advarced optimizers needthis infor-
mation; dick-devirtualize (Se¢ion 6.1) mustcompile dif-
ferent codedependirgon whetheraneemertisusingpush
or pull. Therefore , we redacedtheunstructured codewith
a simple, textual proessng code encgpaulating the same
informaion. Elemen cassespecif their processimg code
in their classde nitions,using afunction likethis:

const char *processing() const { return "a/ah"; }
(\a/ah " saysthat theinput port andthe r stoutput port
may be usedaseither pushor pull, but the seond output
port is always push.) Click cals this (virtual) function to
fetch the processimg code,whiletool support scriptssearch
the source for de nitionsof processing andextrac the
correspamding codes.Other functions usedin the same
way includeflow_code andclass_name.

Thisapproad maintainsacommon understandirg be-
tweentoolsandClick, sincetheyusethesamespeci caion.
It also limits the implemeriation's e xibility. An demen
hasexadly one processiig code, for exarmple; it cannd
charge its code dependirg on its con g uration. We have
not found thisonerous.

Somespeci caionsposeamoredi cult problemthan
processig codes.The dick-align tool, for exanple (Sec-
tion 7.1),mustknow how particulardemenswill change
the data alignment of passiig pakets.We have not g-
uredout how to speciy thisinformation textualy. Instead,
dick-align contains explicit code for the more commonly
rdevan demen classesThis solution is unsdisfadory.
Alignmernt speci caions canget out of dae with the d-
emert code itsdf, for exanple. At leastthe speci cdaions
could be embeddedin the demert codeascomments.

Desptethis,we have found extemal speci cdionslike
processimg codesand alignmert speci caions extremdy
conveniertin pradice Extemalspeci caionscanbeshaed
betweenoptimizers or targeted at individual ones.Com-
pared with generalapproadeslike Eserd or Nuprl that
anal/ze source code diredly, extemal speci cdions are
more limited, but also easierto write and mairtain. Fur-
themore,our optimizersseenmoree ciert andeasieto
write andusethangeneratheaemprovers.

5.4 Analogies

Wethink of Click optimizersascompileroptimization
passesvorking on a high-levd madine language whose
\instructions' are demern classesViostof the optimizers
correspmd to well-known compiler or programming lan-

3pushand pull are di erert waysto passpadetsbetweenelemets.
Sed11] for moreinformation.

guace optimization tedniques:dick-fagdassier to dy-
namic code generaion, dick-devirtualize to stdic class
anaysis,dick-xform to instruction sdedion or peegole
optimization, dick-undead to dead code eimination. This
usefll analogy inspredthe construction of our r stopti-
mizer.

Like compiler optimization passesyr Unix | ters,op-
timizersareeasyto combinein di erert orders.

6 Optimization Tools

Wehavewrittenthreeoptimizersbesidkesdick-fagdas-
sier : dick-devirtualize, dick-xform,anddidk-undead. Sec-
tion 8 evaliaestheir e edivenesson a simple IP router
con g uration.

6.1 Click-devirtualize

The dick-devirtualize tool addressewirtual function
cal overhea by changing padet-transter virtual func-
tion calsinto convertional function cals.Uses write -
emer classesot knowing the context in which they will
beused Assimeinstea that every REDeemen wasim-
mediaely followed by a Quaue Thenthe virtual function
cal by which RED transfers padets downstream could
be redaced with a convertional function cal to Queaues
padet handing function. This transformation obviously
limits the e xibility of the REDéemer, andis therefore
inappropriate for handimplemenation. Click-devirtualize
simply runsthe optimization automatically.

Click-devirtualize reals a router con g uration, then
reals and partially parsesthe C++ source code for ead
demert classusedin that con g uration. It generdesnew
C++ demern classespughly oneperdemen, tha regace
ead virtual function cal for padet transfer with the cor-
red dired function cal. For exanple,considerandemen
whoser stoutput port connedsto the r stinput port of a
Counterdemert. Thendick-devirtualizewould transiorm
codelikethis,in thenormaldemeri class,

Element *next = output(0).element();
/I call goes through virtual function table
next->push(output(0).port(), packet_ptr);

into codelikethis:

Counter *next = (Counter *)output(0).element();
/I call is resolved at compile time
next->Counter::push(0, packet_ptr);

Note tha “output(0).port() ' waschargedto 0, the
acdualport number. Click-devirtualizeinlinesseeralother
method calsaswell.

While dick-devirtualize can generae a new eemer
classfor ewery demen, it usualy doesnot. For exam-



ple, Disard eemerts are dead ends|th eydo not trans-
fer paketsdsevhere|s o all Disard eemerns canshae
code? Therefore, two demeris canshae codeif theyhave
thesameclasq Counter,sg) andead conned toaDisard.
Thetwo Dis@rdsshaecode,so thepadet-transfervirtual
function calsin the Countersreslveto the same&unction
(namdy, Discard::push ). Smilarly, two demerns with
the sameclassead connededto oneof thetwo Counters,
canshae code,and so forth. Two eemeris cannot shae
codeif ary of thefollowing propettiesistrue:

1. Thedemenshavedi erert classes.

2. Thedemenshavedi erent numbersof input or out-
put ports.

3. There existsaninput or output port wherethat port
ispushon onedemern, but pull on the other. (Again,
pushand pull are di erert medanisns for padket
transter.)

4. There existsa pull input port, or apushoutput port,
where the demeris conneded to tha port cannd
shae code,or the two connedions teminate at dif-
ferert port numbers.

In our IP router con g urations, analogus eemeris in
di erertinterface pahscanalWwaysshae code.
Sncecodeexparsion may makecompletedevirtualiza-
tion impradical,dick-devirtualizecanbetold that certain
elemerts should not be devirtualized.Click-devirtualize
should be the lastoptimizer applied in any chain,since it
cemensthe order of demensin the con g uration graph.

6.2 Click-xform

Click-xform reads a router con g uration and an arhi-
trary colledion of patem andregacemern subgraphs. It
cheds the con g uration for occurrencesof ead patem
andrepacesead occurrence with the correspading re-
placemen. When there are no more occurrencesof arny
patem, it emits the transformed con g uration. Pattem
andredacemen subgraphs are router con g uration frag-
mertswrittenascompounddemernsintheClick languace.
A patem matchesa subsetof the con g uration graph if
the subsetcontains correspmding elemeris that are con-
neded the sameway. Furthemmore, connedions into or
out of the subsetmustoccur only in placesallowedby the
patem. Elemem con g uration strings must also match,
excepttha patems may contain wildcamdsthat standfor
any con g ureation argumert.

Although dick-xform is a general-urposecon g ura-
tion transformer, we desigedit for a more speci c task:

“4grictly spealing, only Discadswith pushinput portscanshaecode.

Pattern Replacemert
v
:
= | 1PInputCombo@p, ) | | CheiPHeader..) |
CheckIPHeader(...)

Fgured|A patem{redaemern pair suitable for click-xform.

fromethO

from otherdevices

Srip(14)
CheckIPHeader(...)

i

toLinux Ny

tootherdevices

toICMPermor
geremtors

IPRagmerter(1500)

toethO

Fgure5|A portion of thelP routercon g uration.

repdacing colledions of general-prpose demens with
optimized combination eemerns. This optimization both
lowers virtual function costsby reducing the number of
eéemersin aforwarding path, and reducesthe overheal
of general-prposecode.

We disourage Click programmers from using these
combination demeris diredly, since they are reatively
in e xible and have complex speci cdions.Insteal, com-
bination emert programmess should write dick-xform
patemsthat redace general-purposedemen colledions
with the correspamding combination eemeris.Router de-
signers usegeneral-prposedemerts, keepng their con-
g urations easyto read and modify, but passtheir con-
g urations through dick-xform before instalation. Using
the programmersupplied patems, dick-xform will auto-
matically changethe con g uration to usecombination d-
emeriswhere\ertha makesserse Thisprocessomewha
resenblesinstruction sdedion or peeghole optimization.

Figure 4 shows an exanple patem{r edacmer pair.
The IPInputCombo eemen combinesthe functions of a
Paint{ Srip{ CheXklIPHeader seqierce.Applying that pa-
tem{redacemert pair, plus two others, can reduce the
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Lookupl FTRoute(. )
to Linux < ~_ “—% tootherdevices

IPOUputCombo(1,1.0.0.11500)

toICMPerror

| IPFragmevrter(l500) | Geremtors

—

toethO

Fgure 6|A router fragmert equivalert to Fgure 5 using faser
\combo' elemetts.

number of demens on an IP forwarding path from ten
tothree;seeHgure 5andFgure6.

Seaching a graph for an occurrence of a patem is
a vanant of subgraph isomorphism, a well-known NP-
complete problem.Click-xform implemerns Ullmaris sub-
graph isomorphismalgorithm [17], which works well for
the patems and con g urations seenin pradice.For ex-
ample, dick-xform takesabout one minute to run seeral
hundred redaagmeris on arouter graph with thousands
of demeris,andmuch lesgime for normal-sizedouters.

Click-xform, and the other optimizers, compile avay
compound eemert abstracions before anal/zing router
con g urations. This gives the optimizers a further ad-
vartage over manual optimization. Uses would have to
remove compound eemern abstradions by hand,compli-
cdingthecon g uration,to exposeall optimization oppor-
tunities.

6.3 Click-undead

Thedick-undeadoptimizer performsthe equivalen of
deal codedimination on routercon g urations.For exam-
ple,dick-undead removesSaticSwitch demerisandtheir
unusedbranches;QaticSwitch routesall padketsalongone
of seeraloutput paths.Generdly, dick-undeadise edive
only in the preseie of compound demern abstradions,
which arethemostlikely sourceof dead codein Click con-

g urations. For exanple,a compound demen might use
SaticSwitch to route padketsalong one of seweral possi-
ble pahsdependirgon somecon g uration argumert. We
don't discusslick-undead in the evaliaion secion, since
noneof thedemertsin our IP routeraredeal code.

7 Other Tools

Our successwith optimizers encouraged us to build
tools that addressother Click architedural issues,or tha

play with nove con g uration anaysesThe mostusefil of
thesedick-align, allowsClick to run on non-x86architec-
tureswithout complicating the padet data modd. Click-
combineanddick-uncombineconstruct con g urationstha
represen the processimg of multiple routersin anetwork;
this enalesunusual router optimizaions. Tools not de-
sciibedfurtherinclude dick-chek, which cheds con g u-
rationsfor emors;dick- a tten which compilesawvay com-
poundeemeriabstradions;dick-mkmindriver,which cre-
atesaminimum Click containingonly thedemensneedd
for a given con g uration; and dick-pretty, which pretty-
printscon g uration les asHTML.

7.1 Click-align

Click paketdatais storedin a at array of bytes,but
for speedand convenierce,mary demensload from this
array amadineword a atime.On the Intd x86architec-
ture,thesdoadsneednot be alignedon word boundaiies;
unaligned acessestre legalandin our benchmarks just
asfastasalignedamesse8 On architeduressuch asARM,
howe\er, unalignedaaessesrashthe macine.

Possble solutions include using specialnstructionsto
load wordsfrom padet daa, cheking padket data align-
mert a the begnning of ewery relevan demert, anden-
forcing known alignmerts when padets are creded or
real from devices.(Linux usesa combination of special
instructions and well-known alignmerts setby devices.)
Unfortunately, thesepossbilitieswould either slov down
thex86casecomplicate Click's padketdatamodd, or pre-
vent complex con g urations.

Click instead asksthe userto emsure that demerisre-
ceivepaketswith thecorred alignmert. Thisrequirestwo
newelemert classesAlign aligns padket data on a given
boundary using a daa copy, and Alignmertinfo informs
edemeriswha padketdaaalignmertstheycanexped.

Inseting thesedemerisby handwould betediousand
emror-prone,of course Thedick-alignlanguagetool there-
fore automaesthe process.It reals a con g uration on
standad input, calcul&esthecon g uration'sexpededand
required padket daa alignmerts, and insetts Align ee-
mertswhere\erthe expededandrequiredalignmerts are
in con ic t. The algorithm for calculaing alignmerts was
patemed after data- ow anal/sesin the compiler litera-
ture; seweral heuristics minimize the number of inseted
Aligns. Finally, dick-align removesredundart Aligns and
addsanAlignmenlinfo demert.

As mertioned above, the speci cdions for demens
expededandrequiredalignmerts are built in to the dick-

5An unaligned load can causetwo d-cade missesput this is not a
problemin pradice,sine padketdatais alwaysin thecade.
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Fgure7|P ortions of two routers,andthe correspading combined
con g uration generaed by click-combine

aligntool. For exanple thetool knowsthat CheckIPHeader
expedsinput padketsto beword-aligned.

7.2 Click-combine and dick-uncombine

Network architeds care about how individual routers
behave,andhow multiple routers on their network might
interad. To faciitate simultaneaus analy/sisof a multiple-
routernetwork, thedick-combinetool creaes\ router’ con-

g urations that encagpaulate the behavior of, and connec-
tions between multiple routers. Such combined con g u-

rationsmay beanayzedandmanipulated eitherto ensure
propetties of the network|f or instarce, that the frame
formas at either end of eat link are compdible|o r to

optimizeaway redundart computation performedby more
thanonerouter. Thedick-uncombinetool separgesacom-

binedcon g urationintoitscomponert routerparts.These
toolsarespeculdiveandexperimental;,wepresenthemto

demamstrate how far the optimizerideacanbe pushed.

Operdionally, dick-combine encgpaulaesrouter con-

g urations inside compound demens, then links those
compoundeemenstogetherviaRouterLinkelemerts.The
usersuppliesseeralrouter con g urations andinter-con-

guration links, such as\router As ToDevice(¢h0) ele-
mert conneds to router Bs PollDevice(¢hl) demen”;

dick-combineemits the combined con g uration. FHgure 7
demmstratesthisin adion.

The bestusefor combined con g urations is probably
to ched router networks for properties like loop free-
dom. Optimizations are also possble, though dangerous.
For exanple, the combined con g uration in Fgure 7 ex-
poseshepoint-to-point natureof thelink betweenrouters
A and B. There is therefore no needfor an ARP med-

anismon that link (unlessand until the con g uration
charges).We wrote a setof dick-xform patems andre-
placemers tha remove ARP from thesekinds of links.
Atool chainlikeclick-combine | click-xform

| click-uncombine combinesroutercon g-
urationsasappropriatetothestateof thenetwork, removes
ARPwhere possble, then extrads the possbly-modi ed
routercon g uration fromthecombination.Werepat per
formance results for this optimization below.

8 FEval uation

We now turn to performance measiremernts for un-
optimized and optimized Click IP routers. Our reference
con g uration isthe Click IP router shown in Figure 1.We

r stpresem performancein termsof CPUcyclesrequired
to processa padet, then in terms of overal padet for-
warding rates.The optimizersdescibedabove canreduce
the CPU time spert per padet in the Click forwarding
pah by 34%,and increaseits peak forwarding rate by
89,00(padketsper seond. We presem adetaled anal/sis
of thelimitingfadorsfor aClick routersperformane,and
demamstratethat our optimizaionsallow Click to forward
closeto themaximum allowedby our hardware.Finally, we
analyzehowthee edivenessf theoptimizationscharges
with newer hardware.

8.1 Tesing con g uration

Our testng con g uration consistsof nine Inte PCs
running amodi ed version of Linux2.2.160nePCisthe
router host,four are source hostsandfour are destnation
hosts.Therouter hosthaseight 100Mbit/s Ethemet con-
trollers conneded, by point-to-paoint links, to the source
anddestnation hostsDuring atesteat sourcegeneraes
anewen o wof UDPpadetsaddressedo acorrespmding
destnation; therouteris expededto getthemthere.

Therouter hosthasa 700MHz Intel Pertium 11l CPU
andanInte L440GX+motherboard. Its eight DEC21140
Tulip 100Mbit/s PCIEthemetcontrollers[2] areon multi-
port cadssgit actosshe motherboard'stwo independtnt
PCl busesThe Pertium Ill hasa 16 KB levd-1 instruc-
tion cate,a16KB lewvd-1 data cate,anda 256KB uni-

ed lewd-2 cade.The source and destnation hostshave

733MHz Pertium Ill CPUWs and 200MHz Pertium Pro
CPUs,respetively. Each hosthasoneDEC2114(Fhemet
controller. Thesource-to-routerandrouter-to-destnation
links are point-to-paint full-duplex 100Mbit/s Ethemet.

The source hostsgenerae UDP padkets a speci ed
rates,andcangenerae up to 147,90®4-hyte paketsper
seond. The destnation hostscount and discad the for-
warded UDP padkets.Eact 64-byte UDP padetincludes



CPUtime

Task (ns/paket)
Receiving deviceinteracions 701
Click forwarding pah 1657
Transmitting deviceinteradions 547
Total 2905

Figur e 8|CPU costbrealdown for anunoptimizedClick IP router.

Ethemet,IP, and UDP healers aswell as14 bytesof data
andthe 4-byte Ethemet CRC. When the 64-hkt preanble
and96-htinter-framegg areadded a100Mbit/sEthemet
link cancary up to 148,80@uch padketsperseond.

Sncewe are interesed in the e eds of our optimiza-
tions,we compare solely agairst unoptimized Click. This
also avoids unfair comparisons agairst non-polling sys-
ters.

8.2 CPUtime

Themostpertinent measireof thecostof aClick router
con g urationistheCPUtimerequiredto forward apadet.
Eadch paketincursadditionalcostssuchasPClcontertion
and bandvidth and network device processiig time, but
thosecostsaresimilarfor any con g uration usingthesame
devices.Our optimizations focuson the forwarding pah,
not device interadions, so CPU time is the corred cost
metric.

Figure 8 breaksdown the CPU time required to for-
ward a padket on an unoptimized Click router. Costsare
measired in hanoseonds by accumulating Pertium 111
cyclecounters[1] beforeandafter ead block of code,and
dividingthetotals over a10-seond run by thetotal num-
ber of padetsforwarded. We break CPU costinto three
caegries:re@iving device interadions,such aspulling a
padketfromthereeiveDMA ring;Click'sforwardingpath;
andtransmiting deviceinteracions,such asengqueuing a
padket onto the Tulip's transmit DMA ring. Thesemea-
suremerts are di erert than the true values,since using
Pentium performance counters hassigni cant cost,and
since the overheal dueto Click's taskqueue,and dueto
otherprocesseenthesysem, snotincluded.Howe\er,the
total costof 2905nsmeasiredwith performance counters
impliesamaximum forwardingrateof about 344,00@adk-
etsper seond, consisent with the observed maximum
forwarding rate of 357,00(pbadketsper seond. Although
deviceinteradions are expersive, Click's forwarding pah
takesthe mgority of time.

OurlanguageoptimizationsreducetheCPUtimespen
by the Click forwarding pah by up to 36%,andthe total
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Fgure9|E ed of language optimizations on CPUtime cost.Bladk
bars show Click forwarding path cost,white bars show total costin-
cdudingdevicedrivers.\ BasgisanunoptimizedIP router\ FC"isBase
plusciick-fagclasser,\DV" is Baseplusclick-devirtualize, and\ XF"is
Baseluscombination elemetsinstaledwith click-xform.\All" denaes
all threeoptimizaions applied together \MR" dendesARP elimina-
tion, our sanple multiple-router optimization; \MR+AII" dencesall
four optimizations applied together Finally, \ Smple' is the minimal
con g uration, consising only of device handing and a sinde padet
queue.

CPU time per padet by up to 22%.Fgure 9 illustrates
thee edsof the language optimizationsindividualy and
in combination. The leftmost column represets the cost
of pushing a padket through an unoptimized Click IP
router. Applying all the optimizations descibed in Sec-
tion 6] dick-xformwith the combination elemerts, dick-
fagdassier ,anddick-devirtualizer educesthecostofthe
Click forwarding pah by 34%,from 1657nsto 1101ns.
Adding ARPdimination,theoptimizaion endledby Sec-
tion 7.25 multiple-router con g urations,reducesthe cost
furtherto 1061ns.

Of the threerouter-local optimizations, dick-xform is
themoste edive.Click-devirtualizeprovidesasimilarper-
formarnceimprovemen, but itsoptimization opportunities
overlgo with thoseof dick-xform. Asaresult, applyingboth
of theseoptimizationsisnot much moreuseful thanapply-
ing eitheronealone.Click-fagdassier isnot thet e edive
here reducing CPUtimeby just3%.Thisisbecaisethesin-
gleclassi erin thecon g uration hasavery simpledecisiom
tree.

Forwarding a padet through Click incurs just four
cade missegmeasired using Pertium Il performance
counters): one to load the reeive DMA desciptor, two
to rea the padkets Ethemet and IP healers,and oneto
removethe padketfrom thetransmit DMA queueafterthe
devicemarksit assert. Each cathemissincursafetd from
mainmemay, which takesabout 112ns.Click runswith-
out incurring ary other data or instruction cade misses.
With all threeoptimizersturnedon, just988instructions
areretiredduring theforwarding of apadket. Thisimplies
that signi cantly morecomplex Click con g urationscould
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Fgure 10|E ed of language optimizations on forwarding rate for
64-hyte padkets.An ideal router that forwarded every padet would
appearasastraight liney = x.

be supported without exhaustng the Pertium 111's 16 KB
Llinstruction cade.

8.3 Forwarding rates

Figure 10 graphs forwarding rate versusinput rate for
variously optimizedIP routers.The CPUtime savingsen-
abledby language optimizaionstranslaeinto higherpeak
forwarding rates.The maximum loss-feeforwarding rate
(MLFFR)for anunoptimizedIP routeris 357,00®4-byte
padketsperseond.(Minimum-sizepadketsstresgshe CPU
more than larger padkets,and we are mostly concemed
with CPUtime here.) The optimizedIP router \AIl") has
asigni cantly higherMLFFR 446,00@adetsperseond,;
\MR+AII" raiseghat further, to 457,00(pbadketsper sec-
ond.

UnliketheunoptimizedIP router,theoptimizedcon g-
urations are unable to sustaintheir peakforwarding rates,
dropping to approximately 400,00(padketsperseond as
theinput rateincreasednterestngly, the samepatem ap-
pliesto\ Smple', thesimplestpossbleClick con g uration.
Furthemmore, the MLFFRof \ Smplée' is not much higher
thanthat of the optimizedIP con g urations,although its
total CPU time costis 25% lower. Thesefadors suggest
tha the optimized IP routers and\ Smple’ are no longer
solely limited by CPUtime cost.

8.4 PCllimitations

To investgae the fador limiting forwarding perfor-
marce for eat router con g uration, we examinedwhere
our sysemdroppedpadets.Codeinspetion, Tulip doc-
umertation,andexpetimentsshowedthat eat pakethas
one of four possble outcomes.It may be droppedon the
reeiing Tulip cad becaisethe Tulip's intemal FIFO is
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full A\ FIFOover o w"), or becaisethe Tulip wasnot able
to fetth arealy DMA desciptor after two tries(\ missed
framé); it may bedroppedat the Click Quaiewhenpadk-
etsarearrivingfaserthantheycanbesen (\ Quaiedrop");
andif it survivesthoseobstades,it issen (\ paketsen”).
If apadketisto bedropped,it is bestto drop it a there-
ceiving card'sFIFQ asthis early drop point avoidswasing
reources|in particular,it avoidsall PClbusandmemay
operdions.

Figure 11 shows the outcome ratesfor varying input
ratesandfor threeroutercon g urations\ Smple’, \Basg,
and\MR+AII". The solid line in ead graph correspands
to the forwarding rate. The other lines cumulatively add
otherdrop outcomesto theforwardingrate. The sum of all
outcomesistheinput rate|tha tis,thestraight liney = x.

The baséine IP router con g uration is clearly CPU-
limited. All of its input padketsare either forwarded or
droppedasmissedramesMissedramedropsoccurwhen
aTulip cad nds that the next DMA desciptor isnot free
twice in arow. This indicaesthat the CPU is enptying
andre llingtherdevar reeive DMA ring sloverthanthe
Tulipcad s | lingit|tha tis,the CPUisoverloaded.

The\Smplée' con g uration is not CPU-limited.None
of the padets dropped by \Smpl€' are missedframes;
they are either FIFO over o ws or Quaie drops. Both of
theseoutcomesindicaethat the PClbusor memay sys-
temisoverloaded.FIFOover o wsoccur whenaree@iving
Tulip cad getspadketsfaserthanit canrequestbMA de-
sciiptorsandwrite padketsto memay. Quauedropsoccur
when padketsare added to a Quaue faser than ToDevice
removesthem.Instrumerting the ToDevicesrewealedthat
thesedemeris were oftenidle|tha t is,theychosencot to
pull padkets|b ecaiseheirdevicestransmit DMA queues
werefull. Thus the CPUwartedto sendpadetsfasterthan
the transmitting Tulip cads could processthem. These
tasks|r ealing paketsfrom memay, writing padetsto
memay, and requestng DMA desciptors|ar e limited
not by the CPU, but by the PCl bus or the memay sys-
tem.Our anaysisis not detaled enaugh to determinethe
bottlened resource preciséy.

The\All" and\MR+AII" plotsin Fgure 10are probally
determined by the following fadtors. Theyinitially atten
out becaisethe CPU isrit fastenaugh; in this zone, all
dropped padketsare due to missedframes As the input
raterisesabovetha point, more andmore PClbandwidth
is consumedby the reeiving Tulips chedking (unsuccess-
fully) for afreeDMA desciptor for eat incoming padet
(theseare\ missedrames). Above acertaininput ratethe
failed desciptor cheds saurate the PCl bus.Ead failed
desciptor chedk usesup PClbandwidththat anaherTulip
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Figur e 11|C umulative outcomeratesasafunction of input rate for threeClick router con g urations.

could have usedto reeive or sendpadketdata. Thus,once
the PClbusis sdurated,increases input rate causede-
creasef forwardingrate.For awhilethesdaileddescip-
tor chedsdo not reault in Tulip FIFOover o ws,since the
Tulip ushesthe failed framewhen the desciptor chedk
fails. As the input rate increaseshowe\er, paketsarrive
faser than the Tulip cheds for desciptors; at that point
the Tulip discadsthe excesspadkets(asFIFO over o ws)
without anyimpad on the PClbus.Thusinput ratesabove
about 550,00(padcetsper seond do not causedeceases
in forwardingrate.

8.5 Hardwareewlution

Inordertoillustrateinterationsbetweentheoptimiza-
tions and charging hardware cgpabilities, we measired
the performarce of Click on three additional platforms.
Plaform P21consistsof an800MHz Pertium Il with 32-
bit/33 MHz PCI,P2is the samemadine with 64-1t/66-
MHz PCl,and P3is a 1.6 GHz AMD Athlon MP with
64-ht/66 MHz PCI.POisthe 700MHz platform discussed
in the previoussetions.In all platformsbut PO the Ether-
nethardwareisthe Intel Pro/1000F gigabit Ethemetcad.
Thiscard hasa 64-kt/66 MHz PClinterface,but will op-
erde a 32-4Ht/33 MHz whenusedin the slonver bus.The
router hastwo interfaces,ead with afull-duplex link to
a host. The two hostsboth generae and count padets;
ead of themgeneraeshalf of any givenload. Each hostis
cgpableof generdgingamillion 64-hytepadetsperseond.

Figure 12showshow much the optimizationsimprove
performarce on ead platform, and Fgure 13 stowsthe
forwardingratesfor thethreeplatforms.Plisalmostiden-
ticalto therouter hardware discusseth the previoussec-
tion; P1 probably performs somewha lesswdl becaise
the Pro/1000ca requiresthe CPUto useprogrammed
I/0 instructionsfor ead bach of padketssern or reeived,
while the Tulip doesnot. The graph for P2demastrates
that performance for \ Smple' waslimited by the PClbus
in P1,while performarce for other Click con g urations
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MLFFR (padets/s)
Platform All Base Ratio
PO 446,000 357,000 1.25
P1 430,000 350,000 1.23
P2 450,000 330,000 1.36
P3 740,000 640,000 1.16

Fgurel2|E ed of \All" optimizationson MLFFRfor eat hardware
platform.

wasnot. P35 CPUis about twice asfastastha of P2;this
letsP3forward about 1.9timesasfastasP2for \ Basé,and
about 1.6timesasfastfor \All." Our optimizations seem
e ediveon all platforms.

9 Concl usion

This paper hasdescrbed optimization tools basedon
compiler optimizations and programming language tect-
niquesfor Click, a component-basednetworking sysem.
Threeof our optimizations colledively boostthe perfor-
manceof aClick IP routerto closeto themaxinmum perfor-
marce allowed by our hardware. The optimizers are easy
tousepleasanto write,improvesysemperformance,and
extend sysem functionality; the dick-align tool, for ex-
ample,allowsClick to support non-x86 architedures.We
believe this tednique,compiler-like tools for con g ura-
tion transformation, is valable enaugh to in uence the
way sysenmsare built.

Complete source code for Click and the optimization
toolsisavailableon-lineat http://www.pdos.Ics.mit.
edu/click/
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