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ABSTRACT
In this paper, we give a theoreticalanalysisof peer-to-peer(P2P)
networksoperatingin the faceof concurrentjoins andunexpected
departures.We focuson Chord,a recentlydevelopedP2Psystem
that implementsa distributedhashtableabstraction,andstudythe
processby whichChordmaintainsits distributedstateasnodesjoin
andleave thesystem.We arguethat traditionalperformancemea-
suresbasedonrun-timeareuninformativefor acontinuallyrunning
P2Pnetwork, andthattherateat which nodesin thenetwork need
to participateto maintainsystemstateis a moreusefulmetric. We
giveagenerallowerboundonthisratefor anetwork to remaincon-
nected,andprovethatanappropriatelymodi�ed versionof Chord's
maintenancerateis within alogarithmicfactorof theoptimumrate.

1. INTRODUCTION
Peer-to-peer(P2P)systemsaredistributedsystemswithoutany cen-
tralized control or hierarchicalorganization,where the software
running at eachnode is equivalent in functionality. Thesesys-
temshave recentlyreceivedsigni�cant attentionin bothacademia
andindustryfor a numberof reasons.Thelack of a centralserver
meansthat individualscancooperateto form a P2Pnetwork with-
outany investmentin additionalhigh-performancehardwareto co-
ordinateit. Furthermore,P2Pnetworkssuggesta way to aggregate
andmakeuseof thetremendouscomputationandstorageresources
that remainunusedon idle individual computers.Finally, the de-
centralized,distributednatureof P2Psystemsmakesthemrobust
againstcertainkindsof faults,makingthempotentiallywell-suited
for long-termstorageor lengthycomputations.

P2Psystemsare,of course,distributedsystems,andmuchtradi-
tional distributedsystemsresearchis relevant to them. Relatively
unusual,however, is theassumptionin P2Psystemsthatnodesare
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continuouslyjoining andleaving thesystem.Thismakeschalleng-
ing several issueswhich aretrivial in a systemwith a �x edmem-
bership.In particular, dataitemsmustmigrateasnodescomeand
go; this makeslocationof a dataitem at any giventime nontrivial.
To dealwith thisproblem,acontentaddressablenetwork—asRat-
nasamyetal. [10] namedthisconcept—providesamappingof keys
in somekeyspaceto machinesin thenetwork anda lookupproto-
col to allow any searcherto �nd theparticularmachineresponsible
for any key. For someapplications,that nodemight be responsi-
ble for storinga valueassociatedwith thekey; for others,it might
performcomputationon thatkey. Theeasiestway to implementa
contentaddressablenetwork is to maintaina directoryof key as-
signments;unfortunately, maintainingthisdirectoryconsistentlyin
a distributedenvironmentis too resource-intensive to scale.

Many P2Prouting protocols—like CAN [10], Chord[12], Pastry
[3], andTapestry[14]—induceaconnectedoverlaynetwork across
theInternet,with arich structurethatenablesef�cient key lookups.
The typical approachto the designof suchoverlaysis roughly as
follows. First,an“ideal” overlaystructureis speci�ed,underwhich
key lookupsareef�cient. Then,a protocolis speci�ed thatallows
a nodeto join or leave thenetwork, properlyrearrangingtheideal
overlayto accountfor theirpresenceor absence.Onethencancon-
sidertheissueof fault tolerance—e.g.,showing thattheidealover-
lay canstill routeef�ciently evenafterthefailureof somefraction
of thenodes[3, 4, 12].

The Problem. Unfortunately, the approachdescribedabove ig-
noresthefactthataP2Pnetwork is acontinuouslyevolving system.
The join protocolmaywork well if joins happensequentially, but
what if many joins happenconcurrently?The ideal overlay may
toleratefaults,but oncethosefaultsoccur, theoverlay is no longer
ideal.Whathappensasthefaultsaccumulateover time?

To copewith theseproblemsthatariseover time,any realisticP2P
systemmust implementsomekind of maintenanceprotocol that
continuouslyrepairsthe overlay asnodescomeandgo, updating
control information and routing tablesto ensurethat the overlay
remainsglobally connectedandsupportsef�cient lookups. In the
analysis,wemustrecognizethatthesystemalmostneverwill bein
its idealstate.Thus,we mustshow that lookups,joins, anddepar-
tures(and, self-referentially, the maintenanceprotocol itself) be-
have correctlyevenin theimperfectoverlay.

Evaluatingmaintenanceprotocolsrequiresanew performancemet-
ric. A P2Psystemis intendedto berunningcontinuously, forever,
and systemmembershipis dynamic. Thus, one cannotproperly



evaluatea maintenanceprotocolin termsof runningtime—it runs
as long asthe network does—ortotal network bandwidth,which
is in�nite if thenetwork persistsinde�nitely. Similarly, themain-
tenancework doneby a singlenodewill tendto grow asthenode
spendstime in the system. Instead,a properperformancemea-
sureof a maintenanceprotocolis therateatwhicheachnodemust
expendresourcesin the maintenanceprotocol. This expenditure
consumesresourcesthatcannotbeusedfor “real” work, soshould
bekeptsmall.

We canaska numberof questionsin this framework. At whatrate
musteachnodein thesystemdo work in orderto keepthesystem
in a “good” state?How muchwork is requiredto simply provide
a connectedstructurewherelookupsarecorrect?How muchwork
is requiredto provide a richerstructurewherelookupsarecorrect
andalsofast?

Our contribution. This paperinvestigatestheper-nodenetwork
bandwidthconsumedby maintenanceprotocolsin P2Pnetworks.
Network bandwidth(andnotstoragespaceor computationtime) is
presentlythemostlimited resourcein P2Psystems.If theamount
of per-nodebandwidthconsumedby a maintenanceprotocolwere
to grow fairly rapidly (e.g.,linearly) asthenetwork sizeincreases,
thena systemwould quickly overwhelmtheaccessbandwidthsof
its participantsand becomeimpractical. Although we focus on
bandwidth,bothour lower andupperboundsalsoapplyto therate
of CPUusageandstoragefor maintenance.

Any nodejoining thenetwork mustsendat leastsomenumberof
maintenancemessagesto let othernodesknow of its presence,to
provide basicconnectivity. Additional messagesare usually re-
quired to updaterouting table information on nodes,to support
ef�cient lookups. Similarly, becausenodesmay fail without any
noti�cation, eachnodemustperiodicallymonitorthestateof some
or all of its neighbors,consumingnetwork bandwidth.1

In this paper, we quantify the above observations. First, we give
lower boundson the maintenanceprotocol bandwidthfor basic
connectivity in any � -nodeP2Psystemasnodesjoin and leave.
We characterizethis lower boundin termsof thehalf-life of a dis-
tributedsystem,which essentiallymeasuresthe time for replace-
mentof half thenodesin thenetwork by new arrivals.Weshow that
per-nodemaintenanceprotocolbandwidth,simply to maintaincon-
nectivity of thenetwork, is lower-boundedby �����	��
���
 per half-
life. Second,we considerthe maintenanceprotocolusedby the
ChordP2Prouting protocol[12]. We modify this protocolbased
on our new analysis,andshow thattheresultconsumesbandwidth
at a polylogarithmicrate,nearlymatchingour lower bound. Crit-
ical to this analysisis a demonstrationthat Chord's join, lookup,
and(properlymodi�ed) maintenanceprotocolswork correctlyand
ef�ciently evenwhenthesystemis not in its idealstate.

A note on our model. Our goal in the upcomingsectionsis to
saysomethingformal aboutthebehavior of our systemin thereal-
world settingof theInternet,wherenodescanjoin andleaveatarbi-
trarytimes,andwheremessagescanbearbitrarilylostor reordered.
At thesametime,we do not wantour algorithmdesignto overem-

�

Alternatively, a nodemay chooseto detectfailuresonly whenit
actuallyneedsto contacta neighbor;however, this merelydefers
the network traf�c neededto �nd a new nodewhen the old one
fails. It alsoraisestherisk thatall of a node's neighborsfail before
it noticesany of the failures,permanentlydisconnectingthatnode
from thenetwork.

phasizetheseworst-casescenarios,sincesuchalgorithmsarelikely
to be overcautiousand performpoorly in the typical case,when
theunderlyingnetwork is behaving reasonablywell. We therefore
focuson analysesthatmodelsomeof theproblemswe might face
(e.g.,thatalargenumberof nodesmayjoin or fail simultaneously),
while makingassumptionsthatprecludemoreseriousfailures(e.g.,
we assumethat any two nodesattemptingto exchangemessages
will eventuallybeableto do so,andthatnodefailurescanbede-
tectedby their failureto respond“for a long time”).

For simplicity, wefocusin ourpresentationsonafail-stopmodel—
that is, we assumeperfectfailure detectionand reliablemessage
delivery. In fact,many of our resultsapplyevenin weaker models.
Noneof our algorithmsaresensitive to messagelossor delivery
order; they can provably toleratetheseproblemsto a substantial
degree. However, recurringmessagelossescanmake a nodeap-
pearfailedwhenit is actuallyalive, andour systemdoesnot cope
with such“f alsesuspicionsof failure.” In practice,we expectlost
messagesto lead to timeouts,andconsiderit reasonableto con-
cludethatrepeatedtimeoutsaresignsof failure;however, wemake
no formal claimsaboutthis scenario.

To model joins and failures,we postulatean adversarywho can
specify an arbitrary sequenceof nodejoin and failure times and
key lookups. We assumetheadversaryis obliviousto therandom
choicesthatour protocolswill make—thatis, that this scheduleof
joins and failuresis speci�ed in advance,independentof behav-
ior of theoverlaynetwork. This rulesout, e.g.,thepossibility that
theadversarycanfail all thenodesthata givennodeknows about.
Againstsucha powerful, adaptive adversary, theonly way to guar-
anteecompleteconnectivity is to maintain,at tremendouscost,a
fully-connectednetwork. Recentwork of Saiaet al. [11] hasbe-
gun to tacklethe challengeof proving weaker guaranteesagainst
anadaptive adversary, e.g.,thatmostof thenetwork remainscon-
nected.

2. RELATED WORK
The ChordP2Psystemwasintroducedto solve the lookup prob-
lem describedabove. Usingstoragelogarithmicin thesizeof the
network, Chordprovidesa lookupprotocolthatcan�nd, in a log-
arithmicnumberof routinghops,thenoderesponsiblefor a given
key. Keys in the systemareevenly distributedamongthe partici-
patingnodes,providing goodloadbalance.Theassignmentof keys
changesonly locally asnodesjoin andleave thenetwork. Previous
publicationshave describedthe Chord protocol, the Cooperative
File Systembuilt usingit, andexperimentalresultsshowing that it
performswell in practice[1, 2, 12,13].

Many otherrecentlydesignedP2Psystemsprovide lookupbehav-
ior similar to Chord's. TheseincludeCAN [10], Pastry [3], and
Tapestry[6, 14] (basedon meshes[9]). All offer provably fast
lookupsandef�cient algorithmsfor nodejoins. However, thestyle
of evolutionaryanalysisof P2Pnetworksthatwe areusinghasnot
beenwell-developed. Many of theseP2Psystems,suchas those
of Plaxtonet al. [9] and Fiat and Saia [4], focus on modelsin
which nodesjoin and departonly in a well-behaved fashion,al-
lowing maintenanceto happenonly at the time of arrival andde-
parture. We believe this kind of well-behaved model is unrealis-
tic. Other protocolssuchas CAN [10] and Pastry [3] allow for
thepossibilityof unexpectedfailures,andshow that thesystemis
still well-structuredaftersuchfailuresoccur. Theseanalyses,how-
ever, assumethat the systembegins in an ideal startingstate,and
donotshow how thesystemreturnsto this idealstateafterthefail-



ures; thus,accumulationof failuresover time eventuallydisrupts
thesystem.

Recently, Saiaet al. [11] have exploredthe useof a butter�y net-
work in a P2Psetting. Their systemretainsgood routing struc-
tureevenaftertheadversarial removal of aconstantfractionof the
nodes,andthey show how to maintaintheir network asnodesfail,
aslong asthenumberof nodesjoining thenetwork is alwayssuf-
�ciently larger than the numberof failures. Their assumptionis
clearlylimiting sinceany systemmusteventuallystopgrowing.

Perhapstheclosestto our evolutionaryanalysisis therecentwork
of Panduranganet al. [8]. They studytheproblemof maintaining
an � -nodeP2Pnetwork asnodesjoin anddepartaccordingto a
Poissonprocess.By usinga centralserver to direct new joins to
speci�c nodesin thenetwork, andto updateold nodes'neighbors
asnodesdepart,they areableto maintainconnectivity of theP2P
network usingonly a constantamountof spacepernode(i.e.,each
noderememberstheidentitiesof only ������
 othernodes).Although
this comparesfavorably to our useof �����	��
���
 spaceper node,
spaceis notanexpensive resourcein practice(at leastuntil wesub-
stantiallyexceedlogarithmicspaceusage).Evenmoreimportantly,
their schemedoesnot solve theproblemof routingwithin theP2P
network: to �nd the noderesponsiblefor a given dataitem, they
proposeto �ood thenetwork, requiring ������
 messages,while our
lookup takes ��������
���
 time and �����	��
���
 messages.Also, their
systemrequiresa centralserver to guaranteeconnectivity, while
oursdoesnot.

3. A HALF­LIFE LOWER BOUND
In thissection,wegiveagenerallowerboundfor thebandwidthof
maintenancemessagesin P2Psystems,basedon the rateof node
joinsanddepartures.

DEFINITION 3.1. If there are � live nodesat time � , thenthe
doubling time from time � is the time that elapsesbefore � ad-
ditional nodesarrive. The halving time from time � is the time
requiredfor half of thenodesaliveat time � to depart.Thehalf-life
from time � is the smallerof thedoublingandhalving timesfrom
time � . Finally, the half-life of the entire systemis the minimum
half-life overall times� .

Intuitively, a half-life of � meansthataftertime ����� , at mosthalf
the stateof the systemcan be extrapolatedfrom its stateat time

� . Half-life is a coarsemeasureof therateof changeof a system;
it doesnot imposeany speci�c conditionson the particular�ne-
grainedpatternof arrivalsanddepartures.Althoughtherearesome
pathologicalsituationsin which the half-life is not a meaningful
measure(e.g., the simultaneousfailure of almostall nodesin the
system),we believe that the conceptof half-life is a useful and
generalcharacterizationof therateof changeof P2Psystemsin a
widevarietyof circumstances.

As a speci�c example,considera Poissonmodel of arrivals and
departures[8]: nodesarrive accordingto a Poissonprocesswith
rate � , while a nodein the systemdepartsaccordingto an expo-
nentialdistribution with rateparameter (i.e., expectednodelife-
time is �"!� ). If thereare � nodesin the systemat time � , then
theexpecteddoublingtime is ��!�� andtheexpectedhalving time
is ���"!� #
$�	%'& . (The probability ( that a node fails in time � is

�*),+.-0/�1 ; setting�324����!� #
5��%'& makes(627��!�& .) Thehalf-life is
then 8:9	%��;���	%<&�
;!" >=?��!��@
 .

If � and  are�x edandthesystemis in a steadystate,thenthear-
rival rateof � mustbebalancedby thedeparturerateof �6 (each
of � nodesis leaving atrate ), implying �A2B�@!� . Thenthedou-
bling timeis ��!" andhalvingtimeandhalf-life areboth ���"!� #
$�	%'& .
This re�ects a generalproperty: in any systemwherethenumber
of nodesis stable,thedoublingtime,halvingtime,andhalf-life are
all equalup to constantfactors.

Becausenodesin thesystemaredepartingfrequently, eachsurviv-
ing nodemustbenoti�ed of additionalnodesin thenetwork to stay
connectedafterits originalneighborsfail.

THEOREM 3.2. Thereexistsa sequenceof joinsandleavessuch
that any nodethat, at any time, hasreceivedan average of fewer
than C noti�cations per half-life will bedisconnectedfromthenet-
workwith probabilityat least ����)

�

D

-

�


;E�FHGJI KJ�"LME .

COROLLARY 3.3. Any � -nodeP2Pnetworkthat remainscon-
nectedwith high probability—i.e., with disconnectionprobability

������!N��
 —foranysequenceof joinsandleaveswithhalf-life � must
notifyeverynodewith anaverage of �����	��
���
 nodesper � time.

PROOF. WeconsidertheabovePoissonmodel,wherenodesde-
partatrate (sothehalf-life is ����!� #
5��%'& ). By changingtimeunits,
we assume O2P� . If node Q averagesfewer than C noti�cations
perhalf-life then,theremustbe sometime � at which node Q has
heardaboutfewer than �;C nodes.Considertheminimumsuch� .

Let
�

Q

�

=;Q�R�=SISI"I � bethenodesthatnodeQ hasheardaboutby time
� , including any nodesof which Q was initially aware. Let �UT be
the time of noti�cation about Q

T (and the last suchtime if there
areseveral—previousnoti�cations will beirrelevant,sincethelast
noti�cation ensuresthat Q

T is alive at time �
T .) Index suchthatthe

�;T arenonincreasing,sothatnodeQ

� wasthelastnodenoti�cation.

In our Poissonmodel, at time � , the probability that node Q�T is
still alive is +WVYX

-
V . It follows thatall thenodesQ hasheardabout

have failed, disconnectingQ from the network, with probability
Z

2B[

T

���\):+�VYX
-

V�
 . By assumption,atany time ��]_^`� , at leastC.��]

noti�cations occurred.It follows thatin thetime interval �Y�_)�aW=b�U
 ,
fewerthan a�C noti�cationsoccurred.Thisobservationletsuslower
bound

Z

. Setting a62c��!WC tells us thatno noti�cations happened
aftertime �@),��!WC . In otherwords,�

�ed

�@)f�"!�C . Generalizing,we
�nd �;T

d

�g)ihj!WC . It follows that
Z
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wherethelastinequalityfollowsby lower boundingeach+
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� ,
andthetheoremfollows.

Of course,thenodemayexceedthe C noti�cations perhalf-life for
quitesometime; thetheoremdoesnotapplyuntil theaveragedrops
suf�ciently far. Wemightworry aboutaninitial conditionin which
the nodeis awareof a large numberof neighbors.However, the
initial numberof known neighborscanbeatmost � and,underthe
Poissonmodel,all of these� known neighborswill begonewithin

�����	��
���
 half-liveswith high probability. Thustheaverageneed
betakenonly themostrecent�����	��
���
 half-lives.



// asknode{ to �nd thesuccessorof |�} .
{�~ •�€0• ‚„ƒ0…�…"†�‚?‚U‡$ˆW‰Š|�}W‹

if ( |�}�Œ•‰p{�Ž•{�~‘•b’M“�“�”?•�•;•"–„— )
return {_~‘•�’M“�“b”N•�•;•"– ;

else
{

]\˜ ™

“Nš •"•;”N•�› œJ–•”�“b”�•"žpŸ�  Ÿ5•?•�”�‰•žŠ•M‹ ;
return {

]

~ ¡�Ÿ5• •�’M“�“b”N•�•;•"–�‰Š|�}W‹ ;

// search thelocal tablefor thehighestpredecessorof |�} .
{�~ …W¢	‡$‚U†�‚U£ ¤@ˆ„†�…"†�•\¥p€§¦ €§‡0•0†5‰Š|�}W‹

for |

˜ ™f¨

downto ©

if ‰ ¡�Ÿ� W”?–Mª |Š—§Œ6‰p{�Žj|�}W‹•‹

return ¡�Ÿ� W”N–�ª |Š— ;

// join thesystemusinginformationfromnode{

]

.
{�~ «U‡$¥p€_‰Š{

]

‹

œ5–•”�•�”�“�”?•�•;•"–

˜ ™

€@¥p¢ ;
•b’M“�“�”?•�•;•"–

˜ ™

{

]

~ ¡�Ÿ5• •�’�“�“�”?•�•;•"–�‰p{@‹ ;
¬

’�ž�š • ¡�Ÿ� W”?–;•S‰Š{

]

‹ ;

// update�nger tablevia searchesby node{

]

.
{�~ ­\ƒ@¥p¢p• •�€§¦J†�ˆS‚"‰Š{

]

‹

|�®

˜ ™y¯�°‘±"²

‰••�’M“b“�”N•�•�•�–�³6{0‹�´gµf© ; // �r st non-trivial �nger.
for each |#¶·|�® index into ¡�Ÿ� �”N–�ª — ;

¡�Ÿ� W”?–�ª |Š—

˜ ™

{

]

~ ¡�Ÿ5• •b’M“�“�”?•�•;•"–�‰p{¸µ�¹

T

-

�

‹ ;

Figure1: Pseudocodefor the Chord P2Psystem.

Considerin particulara protocolin which thenumberof noti�ca-
tions is always boundedby C per half-life. If node Q is not iso-
latedat theendof those�����	��
���
 half lives,we can“restart” the
above analysisand,after at most �����	��
���
 additionalhalf-lives,
testagainwhethernodeQ is isolated.Evenconditionedon thefact
that the nodehassomeneighborsat the beginning of the restart,
the above theoremapplies. In otherwords,after each ��������
���


half-lives,thenodewill becomeisolatedwith probability +

-\º@»�ES¼ .
It follows thatwe expectthenodeto becomeisolatedwithin +�½

»�ES¼

half-lives.Thisresultcanbestrengthenedfurther, undersometech-
nical conditionsto ensuresymmetricbehavior of thenodes:given
a P2Pprotocol in which eachnodesends¾$���	��
���
 noti�cations
perhalf-life in an � -nodesystem,thereis a sequenceof joins and
leavessuchthatsomenodebecomesisolatedfrom thenetwork with
highprobabilitywithin �����	��


R

��
 half-lives.Putmoresimply, any
network involving ¾$���	��
*��
 noti�cationsperhalf-life will fall apart
almostimmediately.

4. BACKGROUND ON CHORD
In this section,we outlinetheChordP2Psystem,detailsof which
canbefoundin anearlierpaper[12]. Pseudocodefor theprotocols
is given in Figure1. The notation Q¿I À#��Á 
 meansthatnode Q exe-
cutesprocedureÀ#��Á 
 , and Q¿I Â denotesthe valueof the variable Â

storedatnodeQ .

The Chord protocol supportsa single operation: given a key, it
mapsthe key onto the noderesponsiblefor that key. Chord im-
plementsa distributedhashtable, basedon consistenthashing[5,
7]; keys aremappedontonodesby a hashfunctionthatcanbere-
solved by any nodein the system,via queriesto othernodes. In
a steady� -nodenetwork, eachnodeneeds“routing” information
about �����	��
*��
 other nodes,and resolves the hashfunction by
communicatingwith �����	��
*��
 nodes. We now discussthe map-
ping,andthemechanismfor resolvingit, in moredetail.

Consistenthashing. Nodeidenti�ers (IP addresses)arehashed
into Ã -bit integerswhere &�ÄÆÅÇ� , usingsomebasehashfunc-

N8

N14

N38

N42

N51

N48

N21

K10

K24

K30

K54

N56

N32

N1

K38

Figure2: The Chord key-nodemapping.

tion (we useSHA-1); keys aremappedinto thesamespace.A key
is assignedto its successornode,the �rst whosehashfollows it
modulo & Ä . Pictorially, nodesandkeys aremappedontoa circle;
thekey is assignedto the�rst nodeencounteredmoving clockwise
from it; seeFigure2. Foreaseof exposition,weidentifynodes(and
keys)andtheirhashedidenti�ers. To maintainthemappingwhena
node Q joins,certainkeys previously assignedto Q 's successorare
reassignedto Q . WhennodeQ leavesthenetwork,all of its keysare
reassignedto Q 's successor. No otherchangesin assignmentneed
to occur. Previous work [5, 7] hasshown that consistenthashing
doesa goodjob of loadbalancingkeysontonodes.Intuitively, this
follows sincethe useof an appropriatebasehashfunction means
that nodeandkey identi�ers can be treatedas independent,uni-
formly distributedrandompointson thecircle. This intuition can
be justi�ed formally, andwe will make useof it without proof in
this paper.2

Successorpointers and �ngers. Eachnodestoresits successor
node—thenodeimmediatelyfollowing it on thecircle—sothatthe
successorof a key C can be determinedby following successors
until we reacha node Q with QÈ^ÉC4^ÊQ¿I�ËUÌ$ÍUÍ?ÎNË?ËNÏ�Ð . Succes-
sorpointersaresuf�cient to guaranteecorrectlookupof any key's
successor. To speedthis search,we de�ne the h th �nger of node

Q , for h>2Ñ��=SISISI„=UÃ , denotedQ¿I ÒwÓ.Ô.ÎNÐ§Õ h�Ö , the�rst nodeto succeed
Qe�•&

T

-

�

onthecircle. Everynodealwayshassome�nger pointing
halfway to any destinationkey, soa sequenceof �	��
*� “halvings”
of thedistancetake usto thekey [12].

Node joins and idealization. Whena node Q wishesto join the
system,it mustbeintegratedinto theChordring. Node Q mustset

Q¿I	Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ to pointatits immediatesuccessoronthering,andQ 's
immediatepredecessormustupdateits successorpointerto pointat

Q . Furthermore,nodeQ mustsetits �nger tableentries,andcertain
othernodesshouldupdatetheir �ngers to pointat Q (insteadof Q 's
successor).

We allow nodesto join independentlywithout any coordination.
Thesesimultaneousjoinscandestroy theinvariantsthatwewantto

R We also note that to balanceload to within a constantfactor,
eachnodemustplace ×Ø���	��
*��
 “virtual copies” of itself on the
ring. We ignorethis issuein this paper, statingboundspervirtual
node. Our boundsarethusprecisefor a systemthat usesno vir-
tualnodes,whichstill yieldsreasonableloadbalance,but to within
an �����	��
���
 factorratherthana constantfactor. If a systemuses
multiple virtual nodes,all of our per-nodemessageboundsshould
bemultipliedby thenumberof virtual copiesusedby eachnode.



// periodicallyverify { 's successorÙ , andinform Ù of { .
// donot run until Ú?•"ž�Ÿ_‰Y‹ is complete.

{ .idealize()
Û

˜ ™

•�’M“b“�”N•�•�•�–�~ œJ–•”�•�”�“b”N•�•;•"– ;
if ‰

Û

Œ•‰p{�ŽU•�’�“�“�”N•b•;•"–W‹j‹

•b’M“�“�”?•�•;•"–

˜ ™

Û ;
•b’M“�“�”?•�•;•"–�~‘Ÿ5•"›Yž Ü�Ý.‰Š{0‹ ;

// {

]

thinksit mightbeour predecessor.
{�~ €§‡.£S¥�Þ�ß\‰Š{

]

‹

if ‰�œJ–•”�•�”�“b”N•�•;•"–

™

nil or {

]

Œ3‰�œ5–j”b•W”b“�”N•�•�•�–.Žj{@‹•‹

œ5–•”�•�”�“�”?•�•;•"–

˜ ™

{

]

;

// periodicallyrefresh�nger tableentries.
{�~ •\à •�€§¦5†�ˆS‚�‰Y‹

¬

’�žpš • ¡�Ÿ� �”N–;•S‰p{@‹ ;

Figure3: Pseudocodefor handling joins.

preserve, soeachnodeperiodicallyexecutesa idealizationproce-
durethatattemptsto reconstructthedesiredproperties.To perform
idealization,eachnodestoresan extra predecessorpointer, used
to recordtheclosestpredecessorthatthenodehaseverheardfrom.
Node Q updatesits successorto Â324��Q¿I�ËUÌ$ÍUÍ?ÎNË?ËNÏ�Ð5
NI á§ÐUÎ;â.Î;Í?ÎNË?ËNÏ�Ð if

Â fallsbetweenQ and Q¿I	Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ . Everynoderuns ã�â.Î;ä�å ã�æ�ÎM�•
 pe-
riodically; this is how oldernodeslearnaboutnewly joinednodes.
Periodically�ngers areupdatedby Ògç Ò>Ó5Ô.ÎNÐ?Ë.�•
 . SeeFigure3.

Departuresand fault tolerance. NodescanalsodeparttheChord
ring, either voluntarily or due to unexpectedfailures. We might
hopethatnodesdepartingvoluntarily might “cleanup” beforede-
parting,but sincewe needto plan for unexpectedfailures,which
cannotcleanup, we make no attemptto de�ne cleanupcodefor
a voluntarydeparture.Departingnodessimply vanish. In thede-
scriptionabove, if a node's successorfails, thentheChordring is
broken andproperlookupscannottake place. To avoid this prob-
lem,eachnodekeepsa successorlist of the�rst è nodesfollowing
it on thering ratherthankeepinga singlesuccessorpointer.

In Figure4, we give pseudocodefor Chord's operationin thepres-
enceof failures. Whensearchingfor a node,we may encounter
failed nodesalong the searchpath,so ÍSå	Ï�Ë„ÎNËUé á0ÐUÎ;Í?Î;â�ãYÓ.Ô Ó0Ï"â.ÎM�•


mustcheckthat it is forwarding the searchto a live node. Addi-
tionally, it mustconsidernodesin thesuccessorlist ascandidates
for the next hop on the searchpath. A node Q maintainsits suc-
cessorlist by repeatedlyfetchingthesuccessorlist of its immediate
successorê , removing its lastentry, andprependingê to it. If node

ê fails, then Q canreplaceits successorwith the next nodeon its
successorlist, andso on. Similarly, node Q periodicallycon�rms
thatits predecessoris alive,andsetsQ¿I á§ÐUÎ;â.Î;Í?ÎNË?ËNÏ�Ð to ë#ìYí if not.

5. AN ANALYSIS OF CHORD
As nodesjoin and leave the system—unexpectedly, andpossibly
concurrently—theã�â.Î;ä�å ã�æ�ÎM�•
 procedureattemptsto reconstructthe
Chordstatedescribedin Section4. Theprimary goalof idealiza-
tion is to achievethatidealstate,but thisgoalis possibleonly under
certainpatternsof joins andleaves. In othercases,theChordsys-
temcanonly hopeto “keepup” with thechanges:joins andleaves
arehappeningat toohigharateto progresstowardsthis idealstate,
but the systemcanavoid slipping fartheraway from ideality. In
theremainderof thissection,weattemptto quantifytheconditions
underwhich this is possible.

A noteon our model. For simplicity of presentation,we consider
a synchronousmodelof idealization.With mild complicationson

// search thelocal tablefor thehighestpredecessorof |�} .
{�~ …W¢�‡J‚U†�‚;£ ¤@ˆ„†�…"†�•\¥p€§¦ €§‡§•0†J‰p|�}W‹

return thelargestnodeî in ¡�Ÿ� W”?–�ª ©_~U~N~

¨

— or •�’�“�“�”N•b•;•"– š žp•�›

sothat î:Œ6‰p{�Žj|�}W‹ and î is alive;

// periodicallyreconcilewith successor's successorlist.
{�~ •\à ‚„ƒ0…�…"†�‚N‚U‡Jˆ ¢Š¥�‚U£�‰Y‹

ï

Ù

�

ŽU~N~U~UŽ;Ù?ð"ñ

˜ ™

•�’M“b“�”N•�•�•�–�~‘•�’M“�“b”N•�•;•"– š ž�•�› ;
•�’M“b“�”N•�•�•�– š ž�•�›

˜ ™

ï

•�’M“b“�”N•�•�•�–�Ž;Ù

�

ŽbÙ„R�ŽU~U~N~UŽbÙ ð

-

�

ñ ;

// periodicallyupdatefailedsuccessorpointer, if necessary.
{�~ •\à ‚„ƒ0…�…"†�‚N‚U‡Jˆ�‰�‹

if ‰••�’M“b“�”N•�•�•�– hasfailed ‹

•�’�“�“�”N•b•;•"–

˜ ™

smallestlive nodeî in
¡�Ÿ� �”N–�ª ©�~U~U~

¨

— or •b’M“�“�”?•�•;•"– š žp•b› ;

// periodically�ush predecessorpointer, if necessary.
{�~ •\à ¤@ˆ„†�•0†�…"†�‚N‚U‡Jˆ�‰�‹

if ‰�œ5–j”b•W”b“�”N•�•�•�– hasfailed ‹

œ5–•”�•�”�“�”N•b•;•"–

˜ ™

€@¥Š¢ ;

Figure4: Pseudocodefor handling failur es.

the de�nitions that follow, we canhandle(without an increasein
runningtime) a network with a reasonabledegreeof asynchrony,
wheremachinesareoperatingat roughly the samerate,andmes-
sagestakeroughlyconsistenttimesto reachtheirdestinations.This
is reasonablewhen differencesamongmachinesare small com-
paredto the time betweenexecutionsof ã�â.Î;ä�å ã�æ�Î��•
 . When the
speedsof machinesor messagedeliveriesdiffer by a larger fac-
tor À , we canprove analoguesof the following results,weakened
by that factor À . We refer to a roundof idealizationasthe ������


timerequiredfor all nodesto run ã�â.Î;ä�å ã�æ�ÎM�•
 , disregardingany time
requiredfor thetransferof dataitems.

5.1 What Could Go Wr ong
First, we brie�y describesomeof theproblemsthatmight arisein
idealizinga network. An immediateconcernis the disconnection
of the network—by changingmultiple successorpointersconcur-
rently, we might causethe network to split into two or moresep-
aratecomponentsandcauseany datastoredin onecomponentto
becomeinaccessibleto nodesin theother. (Recallthatwe wantto
uselimited spacepernode,sothesimplesolutionof remembering
all nodesever encounteredis infeasible.)

A more subtledif�culty is the creationof a loopy cycle. Call a
Chordnetwork weaklyideal if, for all nodesò in the system,we
have ��ò�I�ËUÌ$ÍUÍ?ÎNË?ËNÏ�Ð.
NI á0ÐUÎ;â.Î;Í?ÎNËUË„ÏWÐ627ò andstronglyideal if, in ad-
dition, for eachnode ò , thereis no node ó in thesamecomponent
as ò sothat ò,^Hó•^Hò�I�ËUÌ$ÍUÍ?ÎNË?ËNÏ�Ð . A loopynetwork is onewhich
is weaklybut notstronglyideal.Theprotocolsin Section4 aimfor
weak ideality only, a consistency condition that is necessary, but
notsuf�cient, for correctroutingin aChordnetwork. For example,
the Chordnetwork shown in Figure5 is stableunder ã�â.Î;ä�å ã�æ�Î��•
 .
However, this network is globally inconsistent—infact,thereis no
nodeò sothat ò#I	Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ is the�rst nodeto follow ò ontheiden-
ti�er circle. The resultof this scenariois that ÒwÓ@â Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ0��ô�


searchesfrom two differentnodesin thenetwork, but for thesame
query ô , will returntwo differentnodes,andthusdatathatis avail-
ablein thenetwork will appearunavailableto somenodes.In the
�rst part of this section,we show that an initially non-loopy net-
work staysnon-loopy throughidealization.In Section5.6,we give
a strongidealizationalgorithmto handletheloopy caseif it some-
how arises.
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Figure 5: A weakly ideal loopy network. The arr ows rep-
resent successorpointers, and for every node ò , we have

��ò�I�ËUÌ$ÍUÍ?ÎNË?ËNÏ�Ð5
NI á§ÐUÎ;â.Î;Í?ÎNË?ËNÏ�ÐB2õò . However, for every node ò ,
there is a node ó�ö in the network sothat ó�ö3÷i��ò#=;ò#I	ËUÌ$ÍUÍNÎNËUËNÏ�Ð.
 .

5.2 The Ideal Chord State
In our high-level descriptionof the Chord protocol in Section4,
we suggestedsomeof thedetailsof theideal statefor Chord;here,
we formalizethoseconditions.Let eachsuccessorlist have length

ø

�	��
*� , for someø

2H������
 .

SinceeachChordnodehasexactlyonesuccessor, thegraphde�ned
by successorpointersis apseudoforest—a graphin whichall com-
ponentsaredirectedtreespointingtowardsa root cycle (insteadof
a root node). In connectednetworks, this graphis a singlepseu-
dotree. (Whenwe considerfailures,we build this graphusingthe
�rst live entryin ò�I�ËUÌ$ÍUÍ?ÎNË?ËNÏ�Ð å ãŠË?é for eachò .)

If this pseudotreedoesnot consistsolelyof a cycle, thenfor some
nodesò in thecycle,thereis anon-emptytreeof nodesrootedat ò ,
consistingof nodesthat have recentlyjoined the network andare
not yet in thecycle. We refer to this rootedtreeas ò 's appendage,
anddenoteit ùúö . TheidealChordstatehasno appendages.

DEFINITION 5.1. A Chord networkis in theidealstateif:

1. [connectivity] There is a pathusingsuccessorlists and�n-
ger tablesconnectinganytwo nodes.

2. [randomness]. All thenodesin thesystemare independently
anduniformlydistributedaroundtheidenti�er circle.

3. [cyclesuf�ciency] Everynodeò is on thecycle.
4. [non-loopiness]For anynodeò onthecycle, thereisnonode

ó:÷l��ò#=�ò#I	Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐJ
 .
5. [successorlist validity] Every ò#I	ËUÌ$Í?Í?ÎNËUËNÏ�Ð å ãYËUé containsthe

�r st ø

�	��
*� nodesthat follow ò .
6. [�nger validity] For everynodeò andevery h , the�r st node

following òú�û&

T

-

�

is storedas ò#I ÒwÓ.Ô.ÎNÐ§Õ h�Ö .

Previouswork [12] hasestablisheda numberof goodpropertiesof
this ideal state: the procedureÒ>Ó@â ËUÌ$ÍUÍNÎNËUËNÏ�Ð$��ôM
 returnsthe true
successorof ô in time �����	��
*��
 , evenafterall nodesfail indepen-
dentlywith constantprobability(�^B� ; furthermore,startingfrom a
Chordnetwork in anidealstateandallowing anarbitrarysequence
of possiblyconcurrentjoins, thenetwork eventuallybecomesideal
again. In the remainderof this section,we establishthat similar
propertiesholdevenin statesthatareonly “close” to ideal.

5.3 A Pure Failur eModel
Consideran � -nodeChord network in which somenodeshave
failedrecently, andsomeothernodesmayfail soon.In thissetting,
someof theentriesin successorlistsmaybeoutof date,containing
nodesthathave alreadyfailed.

Givenan � -nodeidealnetwork,supposethat �Ø!�& nodesin thenet-
work fail (obliviously to their identi�er, andthusrandomin iden-
ti�er space). With high probability, at leastone of the nodesin
any given ò#I	ËUÌ$Í?Í?ÎNËUËNÏ�Ð å ãYËUé doesnot fail; thusthenetwork remains
connectedandnon-loopy, andall nodesremainon the cycle. In
fact, with high probability, at leastone-thirdof the nodesin any
given ò#I	Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ å ãŠË?é do not fail, which meansthat in theresult-
ing stateeachsuccessorlist consistsof at leastthe�rst �

ø

!�ü�
J�	��
*�

live nodesthat follow ò on the cycle. (This type of argument,
which we usefrequentlyin this paper, is basedon the Chernoff
bound—inexpectation,half of the ×Ø������
���
 nodesin thesucces-
sor list fail; thus,with high probability, no more than two-thirds
fail.) Any ò#I ÒwÓ.Ô.ÎNÐ§Õ h�Ö which did not fail is the �rst live nodefol-
lowing ò•�B&

T

-

�

, sinceall �ngers werecorrectin the ideal state.
Considertheresulting��!�& -nodeChordnetwork, andsupposethat
nodescontinueto fail. We would like this network to retain the
goodpropertiesof the ideal state—namely, this samesortof fault
tolerance,andfastandef�cient lookups.

DEFINITION 5.2. A Chord networkis in thecyclewith failures
stateif:

1,3,4. Asin De�nition 5.1.
2. [randomness]

(a) Asin De�nition 5.1.
(b) All nodesin the systemare alive with probability at

least ��!Wü , even conditionedon the livenessof an ar-
bitrary subsetof up to ��!WK othernodes.

5. [successorlist validity] For everynodeò , let ý*ö denotethe
live entriesin ò#I	ËUÌ$Í?Í?ÎNËUËNÏ�Ð å ãYËUé .
(a) Every þ ýwö�þ.my�

ø

!�ü�
$�	��
*� .
(b) Every ý

ö containsexactlythe�r st þ ý
ö

þ live nodesthat
follow thenodeò .

6. [�nger validity] For everynodeò andindex h , if ò#I ÒwÓ.Ô.ÎNÐ§Õ h�Ö

is alive, thenit is the�r st live nodefollowing òú�û&

T

-

�

.

Our analysiswill considerstartingfrom a network alreadyin the
cycle with failuresstate,and Constraint2(b) imposesthe condi-
tion that any previous failuresof nodesin the systemwere ran-
dom. (This is in fact somewhat strongerthanwe need—weonly
apply this fact to show that,at every stageof a Ò>Ó@â Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ0��ô�


search,with constantprobability, thequerycanbeforwardedto the
nodereturnedby ÍSå	Ï�Ë„ÎNËUé á0Ð;ÎUÍ?Î;â�ãYÓ.Ô Ó@Ï"â.ÎM��ô�
 . Thusweonly apply
2(b) to thesetof �����	��


R

��
 nodespreviously encounteredalonga
searchpath.)

For intuition, considera network in the cycle with failuresstate.
We claim that if no additionalfailuresoccurthenthenetwork will
becomeidealwithin asmallnumberof roundsof idealization.Each
node ò hasits true live successorasthe �rst live entry in its suc-
cessorlist, soafter è roundsof reconciling ò 's successorlist with

ò#I	ËUÌ$Í?Í?ÎNËUËNÏ�Ð 's successorlist, the�rst è entriesof ò#I	ËUÌ§ÍUÍ?ÎNËUËNÏ�Ð å ãYËUé

will be the �rst è live successorsof ò . Similarly, aftereach�nger
ò#I ÒwÓ.Ô.ÎNÐ§Õ h�Ö is updatedby running ò#I Ò>Ó@â ËUÌ$Í?Í?ÎNËUËNÏ�Ð$��ò*�6&

T

-

�


 , the
correctnessof Ò>Ó@â ËUÌ$ÍUÍNÎNËUËNÏ�Ð§�•
 ensuresthatall �ngers will beac-
curate. In fact, this intuition canbe leveragedto show that a net-



Figure6: A Chord network in the cyclewith appendagesstate.
Un�lled nodesare on the cycle; �lled nodesare in appendages.

work in thecycle with failuresstateremainsin thecycle with fail-
uresstate,aslongsuf�ciently many roundsof idealizationoccurin
a halvingtime:

LEMMA 5.3. Consideran � -nodeChord networkin thecycle
with failuresstate, and supposethat up to ��!�& obliviousfailures
occurat anytimeduring theexecutionof at least ��������
���
 rounds
of idealization.Then,with high probability,

1. Throughoutthis process,ÒwÓ@â Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ0��ô�
 returnsthe�r st
living successorof ô andrunsin time �����	��
���
 .

2. Theresultingnetworkis in thecyclewith failuresstate.

Theproof of this lemmarelieson threekey facts:

(1) Thenetwork remainsconnectedwith high probability—this
holdssinceeachsuccessorlist has ×Ø������
*��
 liveentriesand
nodesfail with constantprobability;

(2) Ò>Ó@â ËUÌ$ÍUÍNÎNËUËNÏ�Ð§�•
 is ef�cient—this holdssince,if each�nger
is up with constantprobability, theneachforwardinghalves
thedistanceto thequerywith constantprobability(evencon-
ditionedon the livenessof the nodesencounteredso far on
the searchpath), so the total numberof hopsin the search
pathis �����	��
*��
 with highprobability;and

(3) Successorlistshavepurgedall “old” failures—thisholdsbe-
cause,after è roundsof successorlist updates,the�rst è en-
triesmusthave beenalive whentheprocessbegan.

5.4 A Pure Join Model
We now shift our attentionfrom failuresto joins, andconsidera
Chord network in which nodescan join the system,but no node
ever departs.Sincenodefailuresarenot in our model,we will for
simplicity considera Chordnetwork with no successorlists.

Whennodesarejoining thenetwork,wemustagainrelaxanumber
of the conditionsof De�nition 5.1. A node ò that hasrecently
joined thenetwork maynot beon thecycle becausethenode êú2

ò�I�ËUÌ$ÍUÍ?ÎNË?ËNÏ�Ð hasnot yet beeninformedof ò 's presence,andthus
(ÿ2Éê�I á§ÐUÎ;â.Î;Í?ÎNË?ËNÏ�Ð�� 2Êò . If ê and ( arenodesthat arealready
on thecycle, thenuntil ( learnsabout ò , thenode ò will not be in
thecycle. Furthermore,successorpointerswill not becorrectwith
respectto nodesnot on thecycle. In addition,�nger pointerswill

notbecompletelyupto date,sincenodesmayhaverecentlyjoined
betweenòú��&

T

-

�

andthecurrent�nger ò#I ÒwÓ.Ô.ÎNÐ§Õ h�Ö . SeeFigure6.

DEFINITION 5.4. A � -nodeChord networkis in thecyclewith
appendagesstateif:

1–2. Asin De�nition 5.1.
3. [cyclesuf�ciency]

(a) Of thenodeson thecycle, a subsetof sizeat least ��!�&

is uniformly and independentlydistributedaroundthe
identi�er circle.

(b) For anycyclenodeò , wehave þ ùúö_þ�2H��������
���
 .
4. [non-loopiness]

(a) Thecycleis non-loopy.
(b) For everynodeó in theappendage ùúö , thepathof suc-

cessors from ó to ò is increasing.
5. [successorvalidity] For everynodeó :

(a) if ó is on the cycle, then ó0I	Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ is the �r st cycle
nodefollowing ó .

(b) if ó is in appendage ùúö , then ò is the �r st cyclenode
following ó .

6. [�nger validity] There is a set � of �Ø!�& nodeson thecycle
that are uniformlyandindependentlydistributedsothat, for
every node ò and every �

d

h

d

Ã , no elementof � ever
falls betweenòØ�`&

T

-

�

and ò�I Ò>Ó5Ô.ÎNÐ$Õ h�Ö .

Constraint3(a)guaranteesthatthenodesin thenetwork are“well-
distributed” on the identi�er circle: mostof the nodesare in the
cycle,andat leastaconstantfractionof thesenodesarespreadran-
domlyacrosstheidenti�er circle. (Therewill bebiasin theorderin
which recentlyjoinednodesareincorporatedinto thecycle—e.g.,
towardsfastjoining for nodesthatfall nearbynodesalreadyon the
cycle,or for nodesthat fall betweentwo nodeson thecycle which
arecloseto eachother—soit is not thecasethatthedistributionof
all nodeson thecycle is uniformandindependent.)

Constraint4(b) ensuresthat all pathsleadingto the cycle of the
pseudotreearenon-loopy, in the sensethat following themto the
cyclenevergoesaroundtheidenti�er spacemorethanonce.This is
necessaryto ensurethat ÒwÓ0â ËUÌ§ÍUÍ?ÎNËUËNÏ�Ð0�•
 operatescorrectlywhen
it is invokedby a nodein anappendage—withoutthis condition,a
searchó0I ÒwÓ@â Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ0��ô�
 by a node ó�÷fù

ö canreturna result
in ùúö evenwhenthecorrectnodeis in thecycle.

Constraint6 ensuresthatall �ngers aresuf�ciently accurateto al-
low fastlookups—all�ngers arecorrectwith respectto a constant
fractionof thenodesin thesystem.

Givenan � -nodenetwork in theidealstate,if � additionalnodes
join (bootstrappingon any nodein thenetwork), thentheresultis
a network in the cycle with appendagesstate. The correctnessof
searchvia ÒwÓ0â ËUÌ§ÍUÍ?ÎNËUËNÏ�Ð§�•
 implies thata joining node Q setsits
successorto eitherits truecyclesuccessorê , or to someothernode
in ù�� . This guaranteesproperties1–2 and4–5. For cycle suf�-
ciency, the existing � nodesform the requisitesubset,and,with
highprobability, only �����	��
���
 joining nodeshave identi�ers that
fall betweenany two existing nodes;thuseachappendagehassize

�����	��
���
 . For �nger validity, theset � consistsof all � existing
nodes;sinceall �ngers arebuilt with thesealreadyin thecycle,all
�ngers arecorrectwith respectto theelementsof � .

Similarly, considera network in the cycle with appendagesstate,



andsupposethatno furthernodesjoin thesystemover �����	��


R

��


roundsof idealization.In eachroundof idealization,a nodefrom
any non-emptyappendageùúö entersthe cycle, sinceone cycle
node(�� andat leastoneappendagenode(�� boththink that ò their
successor. Theidealizationprocedurewill thenadjustthesuccessor
of thenodefartherfrom ò (which is ( � ) to point thenodecloserto

ò (which is (�� ), incorporating(�� into thecycle. Thusin ��������
���


rounds,all nodesin appendagesare incorporatedinto the cycle.
Within onesubsequentfull roundof �nger updates,all �ngers are
correctwith respectto all nodes.Theresultis anidealnetwork.

Again,we cancombinethesetwo intuitive argumentsto show that
thecycle with appendagesstatecanbemaintainedover time:

LEMMA 5.5. Consideran � -nodeChord networkin thecycle
with appendages state, and supposethat � nodesjoin the net-
work, each usingan arbitrary nodeto bootstrap on, over at least

�����	��


R

��
 roundsof idealization.Then,with highprobability,

1. Throughoutthis process,Ò>Ó@â ËUÌ$ÍUÍNÎNËUËNÏ�Ð§��ôM
 returnsthe cy-
cle successorê of ô or a node ò in ù

� so that ô

d

ò`^ ê ,
andrunsin �����	��
���
 time.

2. After this process,the resultingnetworkis in thecyclewith
appendagesstate.

We establishtheef�ciency of ÒwÓ@â ËUÌ$ÍUÍ?ÎNË?ËNÏ�Ð$�•
 by observingthat
�ngers arecorrectwith respectto ��!�& -sizedrandomsubseton the
cycle, andthe remainingnodesarerandomlydistributed,so with
highprobabilityonly �����	��
���
 new nodesfall betweenthecorrect
nodeandthe resultof thesearchusingtheold �ngers. Thusonly

�����	��
���
 additionalstepsarerequiredto �nd the true cycle suc-
cessorof thequery. As in thehealingof a cycle with appendages
network into ideal, someappendagenodeis incorporatedinto the
cycle in ������
 rounds;since,with high probability, appendagesare
only �����	��
���
 in sizeevenafter � joins,after �����	��
���
 roundsall
old nodesareincorporatedinto thecycle. SinceÒwÓ@â Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ0�•


runsin logarithmictime andthereareonly �����	��
���
 distinct �n-
gerswith high probability, the time requiredto update�ngers is

�����	��


R

��
 , soafter �����	��


R

��
 roundsof idealizationafterall the
old nodesareincorporatedinto thecycle,thenetwork is backin the
cycle with appendagesstate.

5.5 A Fully Dynamic Model
Finally, we simultaneouslyconsiderjoins andfailures. The intu-
ition of the previous sectionsappliesherealmostdirectly: most
of theconditionsthatwe imposewereimposedfor eitherthepure
join or failurecase.A few conditionsmustbemodi�ed slightly to
accountfor interactionsbetweenjoinsandfailures.

DEFINITION 5.6. A � -nodeChord networkis in thecyclewith
failuresandappendagesstateif, for someconstant	 :

1. [connectivity]. Thenetworkis connected.
2. [randomness].

(a) All thenodesin thesystemare independentlyanduni-
formlydistributedaroundtheidenti�er circle.

(b) All nodesin the systemare alive with probability at
least �"!�ü , even conditionedon the livenessof an ar-
bitrary subsetof up to ��!�K othernodes.

3. [cyclesuf�ciency]

(a) Of thenodeson thecycle, a subsetof sizeat least ��!�ü

is uniformly and independentlydistributedaroundthe
identi�er circle.

(b) For anyconsecutivecyclenodesò

�

=SISI„IS=;ò�
 �
��� , wehave
z
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4. [non-loopiness]

(a) Thecycleis non-loopy.
(b) For everynodeó in theappendage ùúö , thepathof suc-

cessors from ó to ò is increasing.
5. [successorvalidity] For everynodeó , let ý�� denotethelive

entriesin ó0I	ËUÌ§ÍUÍ?ÎNËUËNÏ�Ð å ãYËUé .
(a) Every þ ý��§þJmy�

ø

!�üM
5�	��
�� .
(b) if ó is on the cycle, then ó0I	Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ is the �r st live

cyclenodefollowing ó .
(c) if ó is in appendage ùúö , then ò is the �r st live cycle

nodefollowing ó .
(d) if the successorlist of ò#I	Ë?Ì$ÍUÍ?ÎNËUË„ÏWÐ skipsover a live

nodeó , then ó is not in ò#I	ËUÌ§ÍUÍ?ÎNËUËNÏ�Ð å ãYËUé .
(e) No successorlist containsnodesthat failed more than

	 �	��


R

� roundsago.
(f) No successorlist skipsany live nodethat entered the

cyclemore than 	 �	��


R

� roundsago.
6. [�nger validity]

(a) There is a set � of at least ��!�ü nodeson thecyclethat
areuniformlyandindependentlydistributedsothat,for
every node ò and every �

d

h

d

Ã , no elementof �

ever falls betweenò�� &

T

-

�

and ò#I Ò>Ó5Ô.ÎNÐ$Õ h�Ö .
(b) For each h , if ò#I Ò>Ó5Ô.ÎNÐJÕ h�Ö is alive, thenit is at leastas

closeto ò3�H&

T

-

�

as the �r st live nodeof � following
ò�� &

T

-

�

.

The network in Figure6 is alsoin thecycle with failuresandap-
pendagesstate,with appropriateconditionson thestateof thesuc-
cessorlists.

Intuitively, condition5(d) is a consistency conditionbetweenthe
successorlists of adjacentnodeson the cycle; it guaranteesthat
node ò only addsnew nodesto its successorlist by learningthem
from its successor. Without this condition,thecycle maybecome
loopy as additionalnodesfail. Conditions5(e,f) ensurethat the
successorlistsarereasonablycurrent.

THEOREM 5.7. Start with a networkof � nodesin the cycle
with failures and appendages statewith successorlists of length

ø

�	��
�� , andallow up to � obliviousjoinsand ��!�& obliviousfail-
uresat arbitrary timesover at least 	`�	��


R

� roundsof idealiza-
tion, for 	 2H������
 . Then,with high probability,

1. Throughoutthis process,Ò>Ó@â ËUÌ$ÍUÍNÎNËUËNÏ�Ð$��ôM
 returnsthe�r st
live cyclesuccessorê of ô or a nodeò in ù�� sothat ô

d

ò·^

ê , andrunsin �����	��
���
 time.
2. The resultingnetworkis in the cyclewith failures and ap-

pendagesstate.

PROOF. Sincethe joins and failuresareoblivious, they corre-
spondto randomidenti�ers in thenetwork.

In a network with successorlists of length ø

����
�� , we will say
that a node ò is fully incorporated into the cycle if f it hasbeen
in the cycle for at least ø

R

�	��
*� consecutive rounds. Note that
merelyhaving acyclenodeò point to nodeó is insuf�cient for ó to



be robustly on thecycle, sinceif ò fails immediatelyafter setting
ò�I�ËUÌ$ÍUÍ?ÎNË?ËNÏ�Ðú2Oó , then ó will fall off thecycle.

We distinguishbetween“old” nodeswhich have beenpresentfor
longer than 	`����


R

� rounds,“middle-aged”nodeswhich have
beenpresentfor lesstime, andtheat most � “new” nodeswhich
join during the current 	û�	��


R

� roundsof idealization. By def-
inition of the cycle with failuresandappendagesstate,old nodes
arein the cycle (i.e., arereachableby successorpointersfrom all
nodeson thecycle). Fromthefactthatidenti�ers arerandom,only

�����	��
���
 new nodesjoin betweenany two old nodes.This implies
that no nodeendsup with too many nodesin its appendagedur-
ing the time periodbeinganalyzed.Cyclenodescanfail, causing
their appendagesto mergetogether, but with high probabilityonly

�����	��
���
 consecutivecyclenodesfail, sothesizeof anappendage
is �����	��
���
 by 3(b),with high probability, includingmiddle-aged
andnew nodes.

Unfortunately, becauseof failures,it is not true that a nodefrom
eachappendage(fully) entersthecycle in eachround,sincethecy-
clenodethatpointsto it mayfail immediately. However, with high
probability, within �����	��
���
 rounds,somenode from eachap-
pendagewill becomefully incorporatedinto thecycle: in �����	��
���


attemptsfor a node ó`÷Où ö to becomeincorporatedinto the cy-
cle, it will begin to join thecycle whenthecycle node( that sets

(�I�ËUÌ$ÍUÍ?ÎNË?ËNÏ�Ð32 ó doesnot fail in this entireprocess.Oncea node
is fully incorporatedinto thecycle, with high probability, it never
leaves, so within �����	��


R

��
 rounds,all �����	��
���
 middle-aged
nodesin eachappendagewill join thecycle.

Thecorrectnessandef�ciency of ÒwÓ0â ËUÌ§ÍUÍ?ÎNËUËNÏ�Ð0�•
 follow just as
in Lemmas5.3and5.5.

After all themiddle-agednodesenterthecycle,werequireanaddi-
tional �����	��


R

��
 roundsof idealizationto ensurethat all of the
�ngers are correctwith respectto the middle-agednodes,since

Ò#ç Ò>Ó5Ô.ÎNÐ?ËM�•
 runs in �����	��


R

��
 time sincelookupsrequireonly
�����	��
���
 time,by theabove.

That is, so long asChordexecutes�����	��


R

��
 roundsof idealiza-
tion per half-life, the network remainsin this cycle with failures
andappendagesstate,in which searchis ef�cient andcorrect.

What we have deemedas the “correctness”of the searchproce-
dureis somewhatsubtle,thoughthereturnednodeis correctin the
following sense:at theinstantthateachÒ>Ó@â ËUÌ$ÍUÍNÎNËUËNÏ�Ð§��C§
 termi-
nates,it yieldsanodeó thatis responsiblefor akey rangeincluding

C . If ó doesnot hold thekey C , oneof the following casesholds:
(1) C is not yet availablebecauseit is beingheld at a nodein an
appendage(but, by Condition5(f), it will join the cycle within a
half-life); (2) ó is on the ring and responsiblefor the key C , but
is in the processof transferringkeys from its successor(but this
transferwill completequickly, andthen ó will havekey C ); or (3) ó

waspreviously responsiblefor thekey C , but hassincetransferred
C to anothernode.We canhandle(3) by modifying thealgorithm
to have eachnodemaintaina copy of all transferreddatafor one
half-life afterthetransfer.

5.6 Loopy States
In Section5.5, we establishedthat, underour modelof joins and
departures,Chord's idealizationprotocolmaintainsastatein which
routing is correctand fastwith high probability; the protocolsin
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Figure7: Pseudocodefor strong idealization.

Figure1 maintainstrongideality in a stronglyidealnetwork. Thus
as long as all nodesoperateaccordingto this protocol, it would
seemthat our network will be strongly ideal, so that our lookups
will be correct. But, fearful of bugs in an implementation,or a
breakdown in our join/departuremodel,or theeventualoccurrence
of low probability events,we now wish to take a more cautious
view. (For example,anodemightbeoutof contactfor solong that
somenodesbelieve it to have failed, while it remainsconvinced
thatit is alive. Suchinconsistentopinionscouldleadthesystemto
a strangestate.)

In this section,we extend the Chordprotocol to idealizethe net-
work from an arbitrary state,even one not reachableby correct
operationof theprotocol. This protocoldoesnot reconnecta dis-
connectednetwork; we rely on someexternalmeansto do so. Our
approachis in keepingwith our focuson thebehavior of our sys-
tem over time—over a suf�ciently long periodof time, extremely
unlikely events(suchasthesimultaneousfailure of all nodesin a
successorlist) canhappen;weneedto copewith them.

Theidealizationprotocolof Figure1 guaranteesthatall nodeshave
indegreeandoutdegreeone,soaweaklyidealnetwork consistsof a
topologicalcycle, but onein which successorsmight be incorrect.
For a node ò , call ò 's loop the set of nodesfound by following
successorpointersstartingfrom ò andcontinuinguntil we reacha
node � so that � I êSò

øNø

+Wê�ê"¾Wè�m ò . In a loopy network, thereis a
node ò so that ò 's loop is a strict subsetof thesetof nodesin the
samecomponentas ò , andlookupsmaynotbecorrect.

Thefundamentalidealizationoperationby whichweunfurl a loopy
cycleis baseduponself-search, whereinanodeò searchesfor itself
in thenetwork. If thenetwork is loopy, thena self-searchfrom ò

traversesthe circle onceandthen�nds the �rst nodeon the loop
succeedingò —i.e., the�rst node� with � I á0Ð;Î;â.Î;ÍNÎNËUËNÏ�Ð:^`ò�^��

found by following successorpointers. We extend our previous
idealizationprotocolby allowing eachnodeò to maintainasecond
successorpointer, generatedby self-searchandimprovedin exactly
thesameway asin thepreviousprotocol.SeeFigure7.

THEOREM 5.8. Within �����

R


 roundsof strong idealization,
anarbitrary connectedChord networkbecomesstronglyideal.



PROOF. Therearetwo key intuitionsbehindthecorrectnessof
this algorithm. Combined,they show that the only stablecon�g-
uration of the network is the desiredone. First, we show that if
the network is weakly ideal but not strongly ideal, then at least
onenodewill �nd a improved secondsuccessorwhenit performs
its self-search.Having ruled out the “wrong” weak idealization,
we considernon-loops—i.e.,situationsin which somenodeshave
morethanonesuccessorpointer. Every nodehasat leastonesuc-
cessorpointer, meaningthere are at least � successorpointers
in the system. If even one nodehastwo distinct pointers(with

ËUÌ$ÍUÍ?ÎNË?ËNÏ�Ð§Õ GWÖ�� 2 ËUÌ§ÍUÍ?ÎNËUËNÏ�Ð0Õ‘�„Ö ) thenin total therearemore than �

distinct successorpointers. If this happens,thensomenode ê has
two distinctothernodespointingat it asa successor. As in weak
idealization,this is not a stablesituation: thecloserpredecessor(

will notify ê , andthenthe fartherpredecessorwill hearaboutand
switch to ( . It follows that theonly stablesituationis whenevery
nodehasexactlyonesuccessorpointer, whichpointsto thatnode's
truesuccessorin thenetwork.

Observe thata loopy Chordnetwork will neverpermitany nodesto
join until its loopsmerge—ina loopy network, for all ò , we have

ò�IŠÏWÓ Í ��ÍSå�Î�2"!$#0í�%'& , since ò 's self-searchnever returnsò . Thus,
if thenetwork somehow �nds its way into a loopy state,it will heal
itself within �����

R


 rounds:eachof the � successorpointerscan
improve atmost � times.

While theruntimeof ourstrongidealizationprotocolis large,recall
that it needsto beinvokedonly whenthesystemgetsinto a patho-
logical state.Suchpathologiesoughtto be extremelyrare,which
meansthat the lengthyrecovery is a small fraction of the overall
lifetime of thesystem.Nonetheless,it would clearlybepreferable
to develop a strongidealizationprotocol that, like weakidealiza-
tion, simply executesat a low ratein the background,ratherthan
bringingeverythingelseto a halt for lengthyperiods.

Strongidealization in the presenceof failur es. As before,main-
taining a successorlist of length ×Ø���	��
 ��
 will ensurethat our
graph,with high probability, staysconnectedaslong as �����	��
���


roundspassbefore �Ø!�& nodesfail. (This successorlist can be
formedby following eithersuccessorpointerfrom eachnode.)Re-
call, though,at most � failurescan occurbeforethe network is
strongly ideal (or hasdisappeared),since,asdiscussedabove, no
nodescanjoin a loopy network. However, if oneof ò 's successors
fails, thentheremaybea largenumberof nodesbetweenthefailed
successorandthe �rst live entry in ò#I	ËUÌ$ÍUÍNÎNËUËNÏ�Ð å ãYËUé . So we may
slip backwardsusing the senseof “progress”from Theorem5.8.
However, thereareat most � failuresbeforethenetwork empties.
Wecanonly have �����

R


 improvementsafterany of the � failures
beforewe arestronglyideal,sowe have thefollowing:

THEOREM 5.9. Start from an arbitrary connectedstate with
successorlists of length ×Ø���	��
���
 . Allow ������
 failures over

�����	��
���
 steps. Then,with high probability, in �����)(�
 rounds,
thenetworkis stronglyideal.

6. CONCLUSION
We have describedthe operationof Chord in a generalmodelof
evolution involving joins and departures.We have shown that a
limited amountof housekeepingwork pernodeallows thesystem
to resolve queriesef�ciently . Thereremainsthe possibility of re-
ducingthis housekeepingwork by logarithmicfactors.

Our currentschemepostulatesthat the half-life of the systemis
known; aninterestingquestionis whetherthecorrectmaintenance
ratecanbelearnedfrom observationof thebehavior of neighbors.
Anotherdirection for further work is the analysisof Chord with
limited formsof messageloss: theeventualidealizationfrom any
non-loopy stateinto an idealnetwork continuesto hold aslong as
any two machinesthatattemptto communicateeventuallysucceed,
andwe have somepreliminary resultssuggestingthat something
muchlikeTheorem5.7canbeextendedto sucha model.A signif-
icant challengeis identifying a goodmildly pessimisticmodelfor
lossof messages.

A furtherareato addressis recovery from pathologicalsituations.
Ourprotocolexhibitsslow recovery from certainpathological“dis-
orderings”of theChordring. Althoughit is of courseimpossibleto
recover from total disconnection,an idealprotocolwould recover
quickly from any statein which thesystemremainedconnected.
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