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Jonathan Towle, a senior engineer from Intertrust, will discuss attacks on
cryptographic hardware.

Abstract:

This will be a broad discussion of methods of attacking cryptographic
hardware. Attacks can be separated into three main categories: Physical or
probing attacks, fault induction attacks, and eavesdropping attacks. Probing
attacks are described in several white papers by Ross Anderson’s group, see
for example Anderson and Kuhn. Fault induction or glitch attacks are dis-
cussed by Kömmerling and Kuhn in “Design Principles for Tamper-Resistant
Smart Card Processors.” Eavesdropping attacks in the form of TEMPEST
attacks have been carried out since the 1950s. Recently Paul Kocher and
others have studied electrical power consumption of smart card processors
and successfully recovered the internally stored secret keys, this will be the
main topic of discussion.
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