WashuDCFS

Distributed Co nsistent File Sharing across Peer Server Systems

Beracah Yankama, Ed mund Cho u, Mingyang Xu

{ beracah, naptime, xumy}@mit.edu

Abstract

WashuDCFS proposes a distributed file systemwitho ut locking ˘ instead with optimistic, realtime, modification level consistency. Finely grained file/ dir changes are effected immediately locally , then all participating ser vers and applications are queried for conflicts. Conflicts are detected and resolved instantly, if they occur , b ythe user & application ˘ though the applicatio n is allo wed to go on and continue effecting edits in the meantime. WashuDCFS clients ho wever, strongly expect not to conflict ˘ clients´ optimism is an informed one ˘ clients receive eno ugh infor mation about all other servers and clients to kno w where conflicts are likely to occur ˘ conversely, where they are less likely to occur. When a conflict does occur, the overlaying application has enough infor mation to decide ho wto proceed ˘ whether to retr y the operation, to abort it, or to performa different operation.

Preliminar yevaluations sho wthat WashuDCFS maintains consistency for multiple clients and single server scenario. Multiple ser ver multiple client develop ment is not yet co mplete. T hough not known for certain, it is expected that the local perfor mance of the client using WashuDCFS will be co mparable to other network file systems (NFS/AFS/etc) for read operations, but because WashuDCFS only transmits modifications, it will far outstrip them for conglo merated write operations and for consistency operations

(if they exist in other systems).

1. Introduction

T his paper proposes a new method to maintain consistencyacross a distrib uted filesystem. T his paper steers awayfro ma `ver sioning´ and `file level locking´ method of co nsistency maintenance amo ng distributed files b ymo ving to a high granularityo f modification messages. It does not tr yto avoid file level or directoryconflicts with locking mechanisms ˘ rather, it provides eno ugh infor mation for applications to predict where conflicts are likely to occur within files or directories , and to resolve conflicts instantly, if [as] they occur. T his differ s fro mexisting systems, which resolve conflicts reactively. T he side effect of this is that a much higher level of integration is required between the application layer and the filesystem.

It is our philosophythat in distributed files, where conflicts are bound to occur, that the compo nent best suited to resolving conflicts is not the file system or the file ser vers, but rather it is the originating application and the user.

T o facilititate this, all modifications to anyfile or directoryinside the distributed system, and current modification pointers will be sent to the other servers ˘ as theyhappen. Applications using this systemwill have to use, interpret, and reflect a constant streamof file change and modification pointer messages ˘ constantlydeciding whether or not such messages initiate a conflicts with, and reflecting them to the user.

In traditional filesystem-application ser vices, files are whole entities that multiple applications operate on independently of each other ˘ in effect creating conditions by which the latest changes to a file may be clobbered. Superficially, so me locking can be imposed (at a file level), but user -ver sion conflicts can still go unresolved in so me filesystems (NFS). So me consistent distributed filesystems Ficus [1], etc change this slightly, providing an inter mediate solution ˘ they attemp t to maintain versioning infor matio n of files, and to resolve conflicts between versio ns after they have occured.

Unfortunately, this requires the file-systemto have file specific information on ho w to resolve conflicts.

In a mail program, this may be simple ˘ just append the new message ˘ but in other file examp les, for instance bitmapped images, ho w to resolve differences maybe more obscure. T his is co mmo nlydone with a standard merge algorithm, but conflict resolutio n may potentiallyarise and the file system has no wayo f fairlyco mmitting one version over another. T his paper counters that the file system should not be the level at which a change conflict is resolved, but rather the file systemsho uld onlyco ncern itself with facilitating consistency and impo sing consistency semantics ˘ that the client applications using the file system should be the arbiters of conflict resolutio n. T his amenable to the point of view that the originating client application is the o nlymember of the systemco ntaining sufficient infor mation to make that decision appropriately.

T his paper proposes a model bywhich several peer servers are connected together, exporting a replicated filesystem , several client co mp uters mo unt the filesystem from any kno wn server (running our applicationfs emulation client), make changes both to the directorystructure and to the files, and those changes are accuratelyrepresented to all relevant users, alo ng with conflicts. T his system does not tr yto handle failed servers or unreliable networks, instead it focuses on a design and protocol that could provide distributed, consistent, filesystemaccess at nearlylocal perfor mance.

2. Motivation

T he desire to maintain realtime file & directoryconsistency across multiple co mputer s and across multiple servers is gro wing. File systems & sharing has beco me more widespread and more distributed in nature ˘ it is increasingly co mmon to find that a single file is being accessed and modified b ymultiple clients, or that a single file exists in several places on a networ k ˘ all of which need to be kept updated. T he current solutio ns ˘ to lock the file, force reloads, or over write is unacceptable at best ˘ inter mediate changes are not transmitted or are overwritten, requiring significant mechanisms to be recovered. Even so me cache consistency solutions (e.g . Sprite [2] ), which insure that multiple replicated caches are kept consistent, relyon blocking caching for sources opened in r/w mode & flushing/reloading portions of stale cache, thus eliminating the realtime co mponent to concurrent cache changes.

We want to make a systemwhere local changes can be reflected immediately to the user, but are propagated around the network in realtime, so that all servers and participants have the absolute latest set of changes. We want the decision o f ho w to resolve co nflicts to layin the hands of the user or the application.

Relative to the file system, this means that we want the application/user to be able to operate on files with local performance, but with the added infor matio n of conflicts, exter nal changes, and consistency.

Consider a load balanced systemwith o nly1 physical storage device, but manyclients. It is desirable to have multiple ser vers that replicate the storage in memor yand serve to balance filesystem load to clients.

In such a system, it is possible for the individual replicated systems to beco me inco nsistent ˘ it is our desire to produce a system that relays changes in realtime, while maintaining both local consistency and local performance.

3. Design

T he design discussion will focus on three co mponents. First we will provide an overview of the system design & present so me basic implementation limitations/assumptio ns. T hen Washu protocol and the role it plays will be discussed. Finally we will discuss the separate responsibilities of the file server s and the FS clients of our file system.

While our system is designed as multiple peer servers (Figure 1), exporting replicated file systems of text files, we first implemented a single ser ver (Figure 8 ˘ `4. Results´) maintaining co nsistent, realtime transactio ns amo ng multiple clients. T echnically, operation is similar to peer servers and this provided us with so me basic understanding that could be used to further peer server develop ment. Following this, we began work on implementing the distributed peer server model.

We mentio ned that we will not handle networ k failures between ser vers or clients, or server failures. T his because generically, all of those failures induce versio n inconsistencies that are not immediately protocol related ˘ handling requires other semantics that (of cour se a well designed protocol could facilitate) are more similar to algorithms for file level consistency/versioning systems like Ficus or CVS than they are to

WashuDCFS.

All files and directories are `text files´. T his assumption allows director ystr ucture modification to proceed in realtime, with real user input, the same as with files. T ext changes are easilyvisible, and text is the primar y wayin which directoryand file listings are currentlyrepresented.

^Locking~ of directories does not need to be imposed (even if a file is open within), as all the clients are receiving realtime infor mation about changes to that directory. T he onlyco nflicts that can occur are 2+ name changing conflicts, or deleting of an open file co nflict. Proper method wo uld be to querythe client to see if it is alright to delete its open file, but we give the ser ver the presumptio n to denythe delete of an alreadyopen file.

We do not handle security, user rights, or nonreplicated file structures.

Clients mayco nnect to anyparticular peer server for anyparticular file or directory˘ their changes to that file are reflected across all servers immediately, and across Clients if the client is editing that file/dir.

Figure 1.

The WashuDCFS Network Topologyshows multiple interconnected servers rela ying information to maintain consistency. Clients then connect to servers to access and modifyfiles on the network.

Multiple servers communicate changes amongst themselves and work with clients individuallyto resolve conflicts.

Figure 2.

Arepresentation of the application integration necessarywithin the client to edit a consistent file. Files and directories are replicated locallyto yield local access performance. App1 is modifying the directory, which is reflected on the server. App2 is modifying a file, which is reflected on the server. App3 & App4 are modifying a local file simultaneously˘ their changes are reflected to each other. Transmitted between the App layers and the Local Washu buffers is change information, edit pointer information, and conflict information

Conceptuallythere is reallylittle difference between the local

Washu FS and the Remote server ˘ however, for the point of this project we are using a client application that plays the part of the local FS and Application layer. We have concentrated our design efforts into building the Remote Servers.

Process:

1. Client 1 opens file A o n server 1.

2. Server 1 opens the file on ser vers 2, 3, and 4.

3. Client 2 opens file A o n server 2

4. Server 2 opens connectio ns between 3 & 4 ˘ 1 is alreadyopen

5. Client 1 makes a change to file A ; effective immediately.

6. Client 1 sends the change to Server 1, ^can I make this change? ~. ˘ Client 1 continues editing

7. Server 1 sends the change request to 2, 3, and 4. Both 3 and 4 reply^OK~, but Ser ver 2 holds it and asks client 2 if it is ok.

8. Client 2 reponds ^OK~, at which time, Ser ver 2 response ^OK~ to servers 3, 4 and 1.

9. Servers 1, 3, and 4, having received a full co mplement of ^ OK~s, implement the change in their local buffers.

10. Server 1 responds back to Client 1, ^OK, no conflict~, at which point in time Client 1 kno ws that its past change transactio n is co mplete.

Pointer,

Change &

Conflict

Pointer,

Change &

Conflict

Had one of the Clients REJECT ed the message, then the Servers would all have aborted the transaction, and the Client wo uld be notified that its past modification was rejected. It becomes the Client or User ´s decision at that point, ho w to proceed.

What is noticeable here is 2 things ˘ that will be elaborated in Washu Protocol.

1. Servers co mmunicate with all other active server s

2. Clients continue operating as tho ugh theynever needed to kno w if a transaction went through.

3.1 { Washu} Protocol, in development

Relevant to this current DCFS design, Washu Protocol provides nonblocking , consistent transactions across network replicated data buffers. T his is so that local modifications to the buffer can proceed at high speeds, have little expectation of conflict other modifications, and multiple modifications can proceed in parallel.

T his is important for a file system as, standard file system semantics aside, if file operations block on the network, then each transaction will incur a significant local perfor mance penalty.

So me other systems also provide realtime, distributed modification : REDUCE [3], for example. Unlike

REDUCE, Washu does not require an exter nal T ransaction Ser ver to order transactions.

Washu co nstantly maintains all participants´ edit location pointer s separatelyfro mthe edit co mmands (to add or remove elements). T he co mmands to MOVE the pointer are separate fro mthe co mmands to EDIT the buffer for important reasons:

1. T he pointers allo w Washu participants to operate on their buffers with informed optimism . Location pointers establish ` independency´ of edits, and the locatio ns fro mwhich external edits will proceed ˘ that is, edits in separate locations, can proceed for ward in parallel with few ordering semantics.

2. If the positio n of the edit was contained within the edit co mmand itself, then Washu wo uld need complete ordering (or else the position would become invalid) ˘ and hence would need to block on the network for commands to be commited before reflecting them to the user. (Figure 6)

But because the pointers are separate, the only ordering semantics necessar yare tho se to needed protect the relative pointer positions. Any number of edit transactio ns can be outstanding on a Washu buffer, but all transactio ns must have a properlypositioned edit pointer. If all the pointers are consistent, any participant can send or remove data fro m his/her pointer with no concern about message ordering. In fact, the o nly thing the participant has to be concerned with, is the chance that another Washu changed his state or buffer in a waythat conflicts with his pointer & edits during transmission. T his condition is handled with

Accept/Reject semantics o n a second phase o f the transactio n.

It is often observed that the pointers provide infor matio n to the user for the user to `be careful´, and this is certainlypossible, but the pointers are technically necessar yto allo w independent edits to proceed without ordering constraints.

T he single case that breaks pointer coherence is MOVE pointer -> M ODIFY buffer ordering between participants. T CP will guarantee ordering from a host. But if a MOVE arrives out of order with an edit

(Figure 3 ˘ red MOVE) between participant, then the pointers will beco me desynchronous ˘ entirely breaking consistency.

Rules for consistency:

1. Edit commands have to be accepted byall parties to insure that the conditions prior to the insert are true. [ i.e. nothing changed remotelythat the local doesn´t kno w about yet ]

2. All relevant pointers must be fully consistent before an edit is effected

T o keep pointers synchronized, yet steer awayfro mblocking on the net wor k, Washu uses a hybrid topology.

1. EDIT commands are broadcast to all participants, where theyare ACCEPT ED or REJECT ED based upon conflicts.

2. A REJECT decision is made by default if the EDIT orderings wo uld cause the b uffer pointers to dissociate and beco me inco herent. For instance, if two participants both perfor med `insert´ at the same location, simultaneo usly ˘ both participants would received inverted orderings.

3. MOVE co mmands are effective immediately, and are not ACCEPT ED or REJECT ED.

4. Washu is fully connected to minimize the time that the transaction is outstanding. T he current solution to the one ordering problemis to stall transmission o f co mmand s who s positio n will be interfered with.

Fully connected allo ws that stall to be minimized.

Accept-Reject Semantics achieve 2 needs:

1. Provide a mechanismfor rejecting of edits that conflict ˘ this is possible due to network delay. i.e. not all participants mayhave the latest edit position.

2. Insure all pre-edit move co mmands to be received before a relevant modify co mmand (Figure 3)

Byreceiving A/R responses fro mall participants, Washu insures that all MOVE co mmands have been received byall participants. T he onlyproblemcondition is that a MOVE co mmand is effected before an

EDIT is fullyaccepted -- mo st participants have alread yaccepted it. T his is a situation where the edit pointers become desynchronous. (Figure 3)

Figure 3

B´s pointer position is nonrecoverable because insufficient information about state exists.

However, a possible solution can be achieved bystalling the transmission of the offending MOVE in theConflict Zone from Figure 3 until all relevant ACCEPTS/REJECTS are received. This allows the transmission of the move command to be made with determinant information. (Figure 4)

Figure 4

The blue & red lines represent theMOVE commands, which take place without any response. Their synchronyis guaranteed bythe

EDIT elements, which insure that all relevant

MOVE commands have been received long before the modification is committed. Another possible conflict is if theblue move arrives after the insert is effected locallyon B. Fortunately, there is enough statein B to knowthat no accepts have been received, so the move was applied from Abefore B´s insert.

Other Transactional Sema ntics &

Washu

Figure 5

Pure Accept-Reject does not guarantee ordering, it merely guarantees detection of ordering mismatches. This can be seen in that the light blue ACCEPT is received ahead of the blue command, with the dark green command falling in-between.

However, the total time anytransaction is outstanding is extremelysmall.

Figure 6

A`stall´ can beadded into pure Accept-Reject, where C does not respond to anycommand until theprevious Accept´s Command comes in. This guarantees absolute ordering. Transaction t is also reasonablysmall. Unfortunately, this also forces transactions to wait and forces the client application (on top of A/B/C)to block on the network. It cannot reasonablyeffect a buffer modification in a system where ordering is important. This becomes important to the protocol, though ordering is unimportant to

Washu.

Figure 7

Two Phase Transaction Coordination;

Coordination insures ordering. However, it also maximizes the timein which a transaction is outstanding. Since ordering is unimportant to

Washu, and transaction completion time also important, Two Phase Commit is not a good solution.

Washu does not concern itself with absolute ordering, because that wo uld necessitate local blocking.

Also Washu replies to ever yparticipant to insure that the transactio n is left outstanding for the minimum possible time. T he onlyparts that need ordering are MOVE to EDIT command transitions. Other than this, ordering does not achieve anything.

Washu is designed so that edits to a replicated buffer proceed in parallel, without blocking. T hat is, edits are highlylocalized operations that have little to no bearing on edits in other locations. Provided that all participants in a Washu session maintain fully synchronized pointers o f where the other is editing, no ordering of edits is necessar y. And because each client knows the location o f other edits ; local edits will rarelyconflict remotely.

Washu acco mp lishes this b ymaintaining 2 transactio nal topologies for the t wo kinds of transactions.

Single broadcast is used for pointer infor mation and other non-mo d ification related data. T wo phase

Accept-Reject is used to discover conflicts & to insure all single broadcast infor matio n has been effected appropriately. Accept or Reject specifically is not necessar yfor to insure single broadcast has been received, just a second phase of the transaction is necessar y

3.2 Servers

T o simplifyour system, we assume that crashed server s to not rejoin the system. Further more, during the initialization phase, we require that the root directoryfor each ser ver is identical. We expect that mo st systems will begin with an emptyroot directoryand allo w user-created files to populate the root. T he goal of the ser vers is to maintain the consistency of all files within the root directoryso that each ser ver´s root directoryis identical in ter ms of file str ucture and contents. T his must be accomplished while accepting modifications to the files or directorystr ucture supplied b yconnected clients.

T hese goals are related since ser vers will onlywish to modify files or directorystr ucture as a result o f client requests. T hus the ser vers behave similarly to the client peers handled bythe Washu protocol, but with a few slight modificatio ns. T here are two cases to consider for handling a request. First, the modification request may co me fro ma client. As a result, the server then co mmunicates with all the other ser vers to verify that the modification should be accepted. T hus a server may also receive a request fro manother server.

In the case where a server receives a request fro ma client, the ser ver must quer yall the other ser vers to see if the transaction can be globallyaccepted. When the server receives confir mation fro mall the other servers, the transaction is co mmitted and echoed to all the clients co nnected to it. Other wise, the transactio n is aborted and the requesting client is notified of the rejection. A pseudo-code imp lementation of this scenario wo uld be:

On server S:

1. Receive client C request to perform transaction t

2. Ask all other servers, ^Can I perform t?~

3. If all servers reply ^ok~ then: commit t to each client connected to S else: notify C that t has been aborted

Because server s need to notifyall other servers in step 2 of the pseudo-code above, each server must also kno w ho wto handle ser ver requests to performa transactio n. A transaction can be approved if it causes no conflicts with any of the current client operations. According to the Washu protocol, the server request is ackno wled ged byresponding to each other ser ver which are presumablyalso considering the transaction.

T he server broadcasts either an accept or reject response to a transaction, then waits to hear the broadcasts fro mall the other ser vers. If all the responses are positive, then the server co mmits the modification to the local file system. Each server will also be essentiallyr unning the follo wing pseudo-code to handle server requests:

On server S:

1. Receive server request to perform transaction t

2. Check client activity to verify t causes no conflict

3. If t causes conflict then: send ^no~ message to each server and exit else: send ^ok~ message to each server and continue

4. If all clients replied ^ok~ then: commit t to local file system else: abort t

Byhandling client and ser ver requests as described above, we expect each ser ver to successfullyrespond to client requests in such a way that the root directories are consistent across the entire system.

3.3 Clients

As mentio ned, the necessar yfunctionalityof a client machine co mprises not onlya filesystemthat can partake in the consistencylayer, but also an application that can interface and understand the messages it is receiving. Rather than build this system entirelyfro mscratch, we connect a custo mized client text editing application to a Washu ser ver to emulate this functio nality. Also, clients are singly connected to servers ˘ not onlydo we believe this to be a real-wor ld consideration, but also to connect the clients together with all other servers at runtime will require advancements to the protocol we are not prepared to handle.

Clients connect to a kno wn server through a text editing programsupporting the Washu protocol.

Directorylistings are reported as text strings to the text editing program ˘ changes to the directorystructure

(copy/mo ve/ del/rename) proceed in realtime, as will directorybro wsing. For the p urpose of this project, the text editing functionalitywill be limited to basic entr y, delete, cop yand paste operations. T he directory semantics will be shared as consistent text buffers ˘ changes happen immediately unless rejected by servers. For instance, renaming a file (or directory) wo uld consist of changing the name in realtime, with all other directorylistings changing simultaneouslyin realtime. It wo uld proceed normally unless one of the server s REJECT ED the edits either because it is alread ychanging the name, or because the file/ dir is currently open.

4. Results

Figure 8

Single Server, Multiple replicated clients

A prototype system, wr itten in perl consisting o f a single server and multiple clients (Figure 5) successfully maintained file level synchrony for clients and server under a varietyof tests ( Appendix A). We have not yet tested director y operation.

It is too earlyto tell if distribution of ser vers ( written in C) will be successful.

Preliminar yresults are promising, ho wever, as the pointers remain positio ned correctly. Since it is technically not much different than multiple clients connected to one server (rememb er that the clients have local replications), we do not expect that it should proceed with any problems.

WashuDCFS will also need to be tested for a `stop condition´, that is, if there is a case and a situation where the number of peers operating on a buffer auto matically destro ys synchronizatio n.

5. Conclusion

WashuDCFS is a systemto provide distributed, consistent, realtime file system r/w access witho ut sacrificing perfor mance due to blocking. Currently, insufficient infor mation is present to be conclusive, but given the success of the single server -multi client model; successful peer-peer server is expected.

If the overall WashuDCFS systemis successful, both on an application and user scale, it has wider implicatio ns than just as a distributed file system. I magine that two or more different applications can simultaneouslyapplychanges to a file and have them reflected in the other! T he model of application integration with the file system will have to change accordinglyto ackno wledge [conflict/change/position] messages at the application level. T his will allo wmo re po werful IPCs ( Interprocess co mmunications) and mechanisms b ywhich separate applications can simultaneo usly read, write, and be aprised of changes to anyfile that theyhave open.

I magine that the line between local and remote file systems is blurred with DCFS! T he same applications could performoperations o ver the networ k just as readilyas on local files!

In a distributed shared memory system, cache consistency could be maintained in the same manner as

WashuDCFS.

6. Future Work

Since our systemwas designed with a number of simp lifying assump tions, we present a number of future modifications to our system that would successfullydeal with the problems for which we avo ided consideration.

6.1 Connectivity Issues

One of the assumptions that we made implicitly was that networ k allo ws all the ser vers to be fully connected and that no connectivity problems will ensue.

For example, in the event that Client B does not receive a response to a transactio n [operating on memor y location X] fro mclient A, then Client B will ask either Clients C or D for the transaction state. If Client C is able to answer this question, then C constitutes (as an intermediar y) a more reliable connection fro mB to

A, than the direct one. B will o fficiallydisconnect fro m A and notify the network that it is no w C is relaying fro mA to B. But until that point, B will keep memor yX protected, REJECT ING anyattempted edits (because it has not received all replies). A, if still alive, will ACCEPT edits to that location, but until it receives an ACCEPT fromB, will not co mmit them.

6.2 Synchronization Procedures

WashuDCFS relies on the consistency of root folders. Most noticeablylacking in our current design is the inability to handle server crashes or network failures. Servers with obsolete data sho uld be able to connect with kno wn good servers to receive the latest approved transactions past the crash point. While a naive implementation would simply cop yall the files under the root directoryof a ser ver, this co uld be an expensive operation for large file systems. T herefore obtaining o nlymodification data wo uld be much more efficient.

T he synchronizatio n idea does not offer a reasonable solution to adding new servers to WashuDCFS.

Synchronizing a ne wserver requires a cop yof each file through the network, which wo uld be inefficient for the reasons given above. Instead, we can consider a more dramatic and fundamental modificatio n to

WashuDCFS of decreasing the number of redundant files to achieve a good mechanism for adding server nodes.

6.3 WashuDCFS with Less Redundancy

Rather than maintaining an exact replica of the root directoryat each ser ver, we borro wideas fro m more traditional distributed file systems and use all the servers collectively to agglo merate the file system. T he benefit is that data is only replicated a fewtimes, rather than at each server node, resulting in less net wor k traffic ˘ as a smaller number of ser vers wo uld require coordination. Further more, server nodes joining the systemwo uld be handled simplyb y having servers recognize the presence of the ne wnode and integrating its system.

T here are a fewdisadvantages to this as well. Director ystructure becomes significantlymore difficult to maintain as quer ying the files in a directoryrequires searching for all the files in a virtual director y. T his wo uld require communication with each ser ver node, opposed to our original design which wa s capable of supplying directoryinfor mation fro many given server. We also decided not to pursue this design since it wo uld require several co mplicated algorithms to ascertain that server crashes wo uld not result in missing files fro mthe system and that files, when added, reallyare the same.

6.4 Security

We realize that our systemlacks any for mo f security. We had no intention of solving this problem, but here we explain ho w a secure versio n of WashuDCFS could be achieved. First, each participant of our system, both clients and ser vers, require public and private key pairs to encr ypt and decrypt network messages. Our co mmunication design wo uld also require the use of a time stamp s or incremental counters to prevent replayattacks.

Further more, we wo uld need a user authorization and rights system. Since the servers alread yhave a mechanismfor replicating files, we could extend the system to replicate lists o f kno wn users and password hashes. User ad ministration functionality such as adding user s, removing users, and changing passwords, wo uld all be achieved b yupdating the user listing file. Users lo g-in b ysending their usernames and hashed passwords to the server. T his opens its o wn set o f securityconcer ns. It assumes that users do not have access to the user listing file. It also assumes that ser vers do not malicio usly use the list of user passwo r d hashes to imitate other users.

7. References

[1] Page, et. al. Perspectives on Optimistically Replicated, Peer-Peer Filing

[2] Nelso, et. al. Caching in the Sprite Network File System

[3] Chengzheng Sun, et al. REDUCE: A prototypical cooperative editing system , 1997.

Appendix A

DirectoryListings fro m my ho me director y, replicated across client applications.

Root DirectoryListing fro m my ho me linux server, replicated across 2

Client Applications

File open ( todolist) and replicated across two

Client Applications, one

Server inter mediar y. All three have cohesive buffers even after inserts of text.

Remote text is appearing in black, locallyinserted text appearing in blue.

T he red notes at the bottom are the set of reponses the application received to its text insertions. T his is fro mthe second phase of edit transaction.